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RESUME

Les signaux audio centrés sur ’lhumain, tels que la parole, la toux et la respiration, sont utilisés
dans diverses applications, telles que la reconnaissance automatique de la parole, la vérification
du locuteur et le diagnostic de santé. Dans des scénarios réels, pour garantir une performance
robuste, il est essentiel de se concentrer sur trois propriétés clés : la généralisabilité, I'interprétabi-
lité et la sécurité. La généralisabilité assure que les modéles maintiennent une preécision prédictive
élevée lorsqu’ils sont appliqués a des données non vues et a des distributions inconnues, ce qui
est fréquent dans les données collectées en conditions réelles, souvent influencées par des fac-
teurs tels que le bruit de fond. Par ailleurs, dans des domaines nécessitant une grande confiance
(par exemple, la santé), la précision seule n’est pas suffisante ; le modéle doit étre interprétable
afin que des experts humains puissent évaluer la fiabilité de ses résultats. Enfin, les signaux vo-
caux et respiratoires étant issus de la coordination des systémes respiratoire et articulatoire, ils
sont considérés comme des signaux biométriques, pouvant identifier un individu. A mesure que
les applications audio se démocratisent, le partage de données vocales présente un risque de
fuite d’'identité. De plus, les modéles génératifs récents permettent a des attaquants malveillants
de cloner la voix d’un individu, facilitant ainsi 'usurpation d’identité et la fraude. Il est donc crucial
de mettre en place des mesures de sécurité pour protéger la vie privée des utilisateurs.

Dans cette thése, nous proposons plusieurs innovations pour améliorer ces propriétés dans
les applications audio centrées sur ’humain. Nous nous intéressons tout particulierement au diag-
nostic de santé, un domaine émergent qui souléve des enjeux relatifs aux trois aspects mention-
nés. Nous proposons tout d’abord deux ensembles de caractéristiques novateurs, fondés sur la
connaissance, pour caractériser la santé a partir de la parole et de la toux pathologiques. Nous
avons créé et rendu public un ensemble de données de toux annotées manuellement, comprenant
plus de 1000 enregistrements de toux lies au COVID-19, avec des annotations fines des phases
de toux. Nous démontrons également que les caractéristiques proposées, associées a des mo-
deles d’apprentissage automatique inspirés de la physiologie, se généralisent bien aux ensembles
de données non vus et surpassent plusieurs réseaux de neurones profonds complexes.

Ensuite, nous proposons deux nouvelles stratégies d’apprentissage, 'une supervisée et l'autre
auto-supervisée, pour obtenir des représentations profondes généralisables et interprétables dans
le cadre du diagnostic de santé et de la détection de la parole synthétique frauduleuse. Nous
montrons que ces représentations atteignent des performances de pointe (SOTA) tout en étant
interprétables par des humains. En outre, nous réalisons une évaluation approfondie de plusieurs
méthodes d’anonymisation de la voix afin d’examiner leur impact sur le diagnostic de santé. Cette
analyse met en lumiére les limitations et compromis associés a I'anonymisation pour la dissimula-
tion de l'identité, et explore les causes des variations de performance. Nous montrons également
que ces anonymiseurs, utilisés comme générateurs de fausses pathologies vocales, entrainent
une baisse importante de la précision des détecteurs de fausses voix SOTA, suggérant que les
fausses pathologies sont plus difficiles a détecter que les fausses voix classiques.

Enfin, nous proposons une architecture de modéle générique, nommée WavRx, qui integre les
trois propriétés mentionnées. Ce modeéle peut étre appliqué a la fois pour le diagnostic de santé
et la détection de la parole synthétique frauduleuse, et génére une représentation dynamique de
I'énoncé permettant d’obtenir des performances de pointe sur six ensembles de données patho-
logiques et deux ensembles de données de fausses voix. Il surpasse de maniére significative les



représentations universelles existantes en termes de performance sans apprentissage préalable
(zero-shot), démontrant ainsi sa généralisabilité. De plus, nous montrons que ces représentations
peuvent étre utilisées pour identifier des anomalies dans la production de la parole et des artefacts
de la parole synthétique, renforcant ainsi I'explicabilité. Par ailleurs, la représentation dissocie les
attributs du locuteur des attributs liés a la tache, ce qui en fait un bon candidat pour des applications
respectueuses de la vie privée.

Mots-clés Apprentissage des représentations, Généralisabilité, Interprétabilité, Respectueux
de la vie privée, Audio, Diagnostic de santé, Anonymisation de la voix, Anonymisation de la voix.
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ABSTRACT

Human-centric audio signals, including speech, cough, and breathing, have been explored for
a variety of applications, such as automatic speech recognition, speaker verification, health diag-
nostics, just to name a few. When deployed in real-world scenarios, achieving robust application
performance demands a focus on three essential properties : generalizability, interpretability, and
security. Generalizability guarantees that models can maintain high predictive accuracy when tes-
ted on unseen data with unknown distributions, which is often the case for in-the-wild data with
unwanted biasing factors (e.g., background noise). Meanwhile, for applications where trustwor-
thiness is required (e.g., healthcare), accuracy alone is not sufficient as the model needs to be
interpretable in order for human experts to assess the reliability of its output. Lastly, since voice
and respiratory signals are generated by the coordination of human respiratory and articulatory
system, they are regarded as ‘biometric’ signals, which can be used to represent the user identity.
As audio applications became increasingly accessible, sharing voice data can lead to potential
identity leakage. With the rapid advancement of generative models, one concerning consequence
is that attackers with malicious intent can easily clone someone’s voice, enabling impersonating
of individuals and potentially commit fraud. As such, it is crucial to develop secure measures to
protect user privacy.

In this dissertation, we propose several innovations to improve the aforementioned properties
of human-centric audio applications. One task that we focus on is health diagnostics, since it is
an emerging field with issues spanning all three aspects mentioned above. For this, we firstly
propose two novel knowledge-based feature sets to characterize health from pathological speech
and cough modalities. For the latter, we curated and open-sourced a human-labeled cough dataset
comprising 1000+ COVID-19 cough recordings with fine-grained cough-phase annotations. We
further show that the proposed features combined with physiology-inspired machine learning (ML)
models can generalize well to unseen datasets, which outperform several complex deep neural
networks (DNNSs).

Secondly, we propose two novel learning strategies, one in the supervised learning paradigm
and the other in self-supervised learning, to obtain generalizable and interpretable deep repre-
sentations for health diagnostics and deepfake speech detection, respectively. We show that the
resultant deep representations not only achieve state-of-the-art (SOTA) performance, but also can
be interpreted and understood by humans. Thirdly, as voice privacy has become a concern for
numerous speech applications, we perform a comprehensive evaluation of several voice anony-
mization methods to investigate their impact on the health diagnostics task. Our evaluation has
revealed the limitations and trade-off of using voice anonymization for identity concealing, and
provides a deep analysis of the causes behind changes in performance. On the other side, we
show that when these anonymizers are used as pathological deepfake generators, a significant
drop is seen in the accuracy obtained by SOTA deepfake detectors, suggesting that pathological
deepfakes are more challenging to be detected than regular deepfakes.

Finally, we propose a generic model architecture ‘WavRx’ that incorporates all three proper-
ties raised above. The model can be applied to both health diagnostics and deepfake detection,
which encodes an utterance-level dynamics representation that helps achieve SOTA performance
on six different pathological datasets and two deepfake datasets. It significantly outperforms exis-
ting universal representations in terms of zero-shot performance, demonstrating its generalizability.
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Meanwhile, we show that the representations can be used to pinpoint speech production abnor-
malities as well as deepfake speech artifacts for explainability. Furthermore, the representation
disentangles speaker attributes from the task-related attributes, making it a good candidate for
privacy-preserving applications.

Keywords Representation learning, generalizability, interpretability, privacy-preserving, audio,
health diagnostics, voice anonymization, deepfake detection.
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SYNOPSIS

DEVELOPPEMENT D’APPLICATIONS AUDIO CENTREES SUR LUHUMAIN :
GENERALISABLES, INTERPRETABLES ET ESPECTUEUSES DE LA VIE PRIVEE

0.1 Introduction

Les applications audio centrées sur 'humain, telles que la reconnaissance automatique de la
parole (ASR), la vérification du locuteur (SV) et les diagnostics de santé respiratoire, sont devenues
essentielles dans divers domaines, tels que le service client (Wang et al., 2023b), la conduite
autonome (Cui et al., [2024), les soins de santé (Lugovic et al., 2016) et la biométrie (Markowitz,
2000), pour n’en citer que quelques-uns. A mesure que ces applications sont déployées dans des
contextes réels, garantir des performances robustes nécessite de se concentrer sur trois propriétés
essentielles : la généralisabilité, l'interprétabilité et la sécurité.

La généralisabilité désigne la capacité d’'un modéle a maintenir une précision prédictive élevée
lorsqu’il est testé sur des données présentant des distributions non vues, c’est-a-dire des distri-
butions différentes de celles des données utilisées lors de I'entrainement (Wang et al., [2022). Les
modeles d’apprentissage automatique (AA) étant généralement gourmands en données, 'une des
manieres d’améliorer la généralisabilité est de manipuler les données, par exemple par augmen-
tation ou génération, afin d’accroitre la diversité et la quantité des données d’entrainement (Adila
et al., [2022). Une autre approche consiste a explorer de nouvelles architectures de modéles et
stratégies d’apprentissage, visant a apprendre une représentation généralisable tout en conser-
vant intactes les données d’entrainement (Wang et al., 2022). Une représentation généralisable
est censée de ne contenir que des attributs liés a la tache, tout en restant indépendante des
facteurs indésirables. Dans le cadre des diagnostics de santé par la parole, par exemple, une re-
présentation généralisable devrait ne comporter que des informations relatives a la sante, tout en
étant robuste aux autres attributs acoustiques tels que le sexe, la langue et le contenu de la parole.

Pour certaines applications de la parole, telles que les soins de santé, une haute précision
a elle seule ne suffit pas, car le processus décisionnel des modéles AA/AP doit étre compré-
hensible par des experts humains pour établir la confiance. Dans ces cas, les modéles doivent
étre interprétables afin que les décisions, qu’elles soient correctes ou incorrectes, puissent étre
expliquées et validées par des humains. Prenons I'exemple du diagnostic de santé, I interprétabi-
lité permet aux cliniciens de comprendre les fondements des prédictions d’'un modeéle, telles que
des biomarqueurs vocaux spécifiques ou des motifs acoustiques indicatifs de certaines patholo-
gies (Doshi-Velez et al., 2017). Un modele interprétable aide les experts a évaluer la fiabilité de ses
résultats, facilitant ainsi des décisions cliniques éclairées, en adéquation avec les connaissances



du domaine. Cependant, I'un des principaux défis des modeles AA/AP réside dans le compromis
entre la performance et l'interprétabilité. Tandis que les modéles purement basés sur les données
offrent généralement de meilleures performances, le manque d’ interprétabilité limite leur utilisation
dans des scénarios réels.

Enfin, étant donné que la voix contient de nombreuses informations spécifiques au locuteur,
telles que le sexe et I'age, elle est utilisée comme modalité biométrique dans diverses applications
de vérification d’identité, telles que I'accés aux comptes bancaires personnels (Markowitz, |2000).
Parallélement, avec le nombre croissant d’outils de clonage vocal, il est désormais possible de re-
produire la voix de quelgqu’un a partir d’'un enregistrement vocal de seulement 3 secondes (Wang
et al, |)2023a). Ainsi, des régulations ont été instaurées a I'échelle mondiale pour protéger la bio-
métrie vocale des individus et limiter I'utilisation des outils de clonage vocal. Parmi ces régulations,
on trouve le Réglement général sur la protection des données (RGPD) en Europe (Zarsky, 2016)
et la Loi sur la protection des informations personnelles (PIPL) en Chine (Calzada, [2022). Dans
cette theése, nous proposons de traiter la question de /la sécurité et de la protection de la vie privée
par 'anonymisation de la voix, qui permet de masquer l'identité de I'utilisateur lors du partage de
données, ainsi que par la détection de deepfake pour identifier les voix synthétiques.

0.1.1 Objectifs

Les recherches présentées dans cette dissertation ont pour objectif d’améliorer la généralisabi-
lité, 'explicabilité et la sécurité des applications audio. Les objectifs spécifiques sont les suivants :

1. Développer de nouvelles caractéristiques et représentations visant a améliorer la générali-
sabilité et I'interprétabilité des modeles de diagnostic de santé et de détection de deepfake;

2. Explorer de nouvelles architectures de modeéles adaptables a différents ensembles de don-
nées et taches;

3. Elaborer des stratégies d’entrainement de modéles pour apprendre des représentations
généralisables et renforcer I'explicabilité du processus décisionnel des modéles de type
boite noire;

4. Concevoir des techniques de préservation de la vie privée garantissant la sécurité de I'iden-
tité de I'utilisateur, tout en optimisant la performance des taches associées.

0.1.2 Champ d’application

Dans ce manuscrit, nous nous concentrons sur trois applications distinctes de la parole qui
nécessitent des modeles généralisables, interprétables et sécurisés. Les sous-sections suivantes
présentent chacune de ces applications ainsi que les défis principaux auxquels elles sont confron-
tées.



Diagnostics de santé basés sur I'audio Ces derniéres années, les signaux vocaux et respi-
ratoires ont émergé comme des modalités prometteuses pour le diagnostic des maladies et la
surveillance a distance de la santé. En comparaison avec les méthodes de tests classiques, telles
que les radiographies, les tomodensitogrammes (CT-scans) ou les analyses de sang, les sys-
témes de diagnostic audio présentent 'avantage d’'un temps de traitement réduit et de colts de
test faibles. Le diagnostic audio repose sur l'idée que les maladies causant des anomalies dans les
systémes articulatoire et/ou respiratoire entrainent des modéles atypiques dans la voix humaine et
la respiration (Fagherazzi et al., 2021). Ces anomalies peuvent avoir diverses causes, telles qu’un
contréle neuromusculaire altéré ou une inflammation du tractus vocal et des poumons (Fagherazzi
et al., )2021).

Bien que I'impact sur les signaux acoustiques puisse parfois étre imperceptible pour I’humain,
un modele d’apprentissage automatique (ML) peut étre utilisé pour détecter certains biomarqueurs
numériques liés a des maladies. Dans un systéme typique de diagnostic de santé basé sur I'au-
dio, les utilisateurs sont invités a lire plusieurs phrases ou a tousser quelques fois, tandis que les
signaux acoustiques sont captés a distance via un microphone. Ces signaux sont ensuite envoyés
au modele diagnostique pour extraire les biomarqueurs numériques et déterminer si I'utilisateur
est positif ou négatif a une maladie. Les modéles existants de diagnostic audio rencontrent des
problemes de généralisabilité et d’'interprétabilité (Naudé, [2020). Le premier désigne les modéles
formés sur un ensemble de données et qui montrent une mauvaise performance lorsqu’ils sont
confrontés a des ensembles de données non vus ; le second fait référence a la nature opaque de
la plupart des modéles diagnostiques, rendant le processus décisionnel incompréhensible pour un
humain. Ces problémes rendent difficile le déploiement des modéles existants dans des contextes
réels. Ce manuscrit présente de nouvelles fonctionnalités et techniques d’apprentissage automa-
tique visant a améliorer la généralisabilité et I'interprétabilité des modéles.

Détection de la parole synthétisée Lintérét croissant pour les modeles génératifs a permis le
développement d’outils permettant d’'imiter de maniére réaliste la voix d’'une personne (Tan et al.|
2021). Les systémes de synthése vocale (TTS) et de conversion de la voix (VC) peuvent désor-
mais créer une voix artificielle a partir de seulement quelques secondes d’enregistrements vocaux
réels (Tan, 2023). Lorsque ces outils sont utilisés a des fins malveillantes, les résultats, appelés
‘deepfakes audio’(Khanjani et al., 2023), peuvent causer de graves problemes. Parmi les exemples,
citons l'usurpation d’identité de célébrités/famille pour des appels automatisés(Knibbs), [2024), I'ac-
ces illégal a des comptes bancaires protégés par la voix (Cox, |[2023), ou la falsification de preuves
en justice (Pender, |2023). Par conséquent, des modéles de détection de la parole synthétisée ont
été explorés pour contrer les deepfakes audio. Toutefois, tout comme les systéemes de diagnostic
audio, les modeles de détection des deepfakes souffrent de problemes de généralisabilité face a
des modeéles génératifs inconnus (attacks non observées) et de manque d’explicabilité des déci-
sions du modele. Ce manuscrit présente de nouveaux modéles et stratégies d’apprentissage pour
combler cette lacune.



Anonymisation de la voix Aujourd’hui, la majorité des applications de la parole reposent sur
des architectures de réseaux neuronaux profonds (DNN), avec des modeles contenant des cen-
taines de millions de paramétres, un nombre qui continue d’augmenter. Ces paramétres ne sont
généralement pas stockés localement sur les appareils mobiles (Wang et al., |2018a), et les don-
nées vocales sont envoyées et traitées dans le cloud, les décisions étant ensuite renvoyées vers
I'appareil de I'utilisateur. Avec 'augmentation des cyberattaques signalées (Stupp, [2019; Kaloudi
et al., 2020; Yamin et al., 2021), cette transmission des données vocales via le cloud pourrait re-
présenter de sérieuses menaces pour la vie privée et la sécurité des utilisateurs. Il a été rapporté
que les assistants vocaux et de nombreuses applications tierces collectent la voix des utilisateurs
a leur insu et la partagent avec des partenaires publicitaires (Igbal et al., 2022). Par exemple,
Amazon a breveté une méthode permettant de reconnaitre I'état de santé d’'un utilisateur via des
conversations, puis de lui proposer des médicaments (Jin et al., 2018). Ce risque est particuliére-
ment élevé pour les applications de diagnostic vocal, car la voix d’un utilisateur peut étre liée a des
informations médicales sensibles, comme son état de santé (Latif et al., 2020a), la progression
d’une maladie (Harel et al., 2004) ou son état mental (Low et al., 2020). De ce fait, la préserva-
tion de la vie privée dans la parole est devenue un sujet d’intérét mondial, notamment avec la
mise en place de réglementations telles que le Reglement général sur la protection des données
(RGPD) en Europe (Zarsky, 2016) et la loi sur la protection des informations personnelles (PIPL)
en Chine (Calzada, 2022), qui se concentrent particulierement sur les biométries personnelles
(telles que la voix, 'image faciale et les empreintes digitales).

Les méthodes d’anonymisation de la voix visent a modifier le signal vocal de maniére a mas-
quer l'identité du locuteur, tout en préservant les informations linguistiques et d’autres caractéris-
tiques para-linguistiques (comme le timbre ou la naturalité). Etant donné I'essor de ce domaine, les
séries de défis Voice Privacy Challenge (VPC) ont été organisées en 2020 et 2022 pour promou-
voir 'avancée des techniques d’anonymisation vocale (Tomashenko et al., [2022bja). Cependant,
ces défis se sont concentrés sur le développement de méthodes d’anonymisation pour les taches
de reconnaissance automatique de la parole en aval (Tomashenko et al., |2022b,a; Fang et al.,
2019; Meyer et al.,[2022a)), ou le contenu linguistique est préservé mais pas les informations para-
linguistiques. Une partie de cette thése explore I'impact des techniques d’anonymisation vocale
sur les taches de diagnostic de santé, ainsi que de nouvelles approches permettant de préserver
a la fois la confidentialité des utilisateurs et les informations sur leur santé.

0.2 Contexte et travaux connexes
0.2.1 Production et application des signaux de la parole et de la toux

Signaux de la parole La production des signaux de la parole constitue un processus physiolo-
gique complexe impliquant la coordination de multiples structures anatomiques, telles que les pou-



mons, la trachée, le larynx, les cordes vocales et les articulations (Honda, [2008). La parole véhicule
différentes couches d’information, telles que le contenu verbal, I'identité du locuteur, les émotions,
la santé, etc. Une maniére courante de les classer est de distinguer les aspects linguistiques des
aspects paralinguistiques (Schuller et al., [2013a), les premiers se rapportant au contenu verbal et
les seconds aux attributs tels que la prosodie, la hauteur, le ton, l'intensité et le rythme (Scherer,
2003; |Schuller et al.,[2013a). Parmi les nombreuses applications paralinguistiques de la parole, le
diagnostic de santé basé sur la parole est un domaine émergent (Ramanarayanan et al., [2022).
Etant donné que les systémes respiratoire et articulatoire peuvent étre affectés par de nombreuses
pathologies, des modifications dans les modeles de parole peuvent survenir en raison de troubles
dans ces régions, ce qui fait de la parole un outil potentiel pour le diagnostic et le suivi de la santé.
Par exemple, les patients atteints de maladies neurodégénératives comme la maladie d’Alzheimer
ou de Parkinson peuvent présenter des altérations spécifiques de leur parole, telles que des chan-
gements de volume, de clarté et de rythme, qui peuvent étre analysées pour suivre I'évolution de la
maladie (Brabenec et al.,|2017). Récemment, un nombre considérable d’études a mis en évidence
I'utilisation de la parole pour détecter le COVID-19 (Deshpande et al., [2020a).

Signaux de la toux Une autre modalité acoustique importante pour évaluer I'état de santé respi-
ratoire est la toux, qui est un symptéme associé a plus de 100 maladies (Korpas et al.,[1996), telles
que la BPCO, I'asthme et le COVID-19 (Ciotti et al., 2020), entre autres. Bien que la toux provienne
du flux d’air des poumons, comme la parole, il s’agit d’'une action réflexe ne nécessitant pas un
contrdle moteur précis. Le processus de toux inclut une inhalation rapide suivie d’'une expiration
forcée contre une glotte fermée, qui s’'ouvre soudainement pour libérer un jet d’air (Chung et al.,
2008; Piirila et al., [1995). Le son de la toux peut étre divisé en trois phases : (1) l'inhalation, ou la
glotte reste ouverte pour amener de I'air dans les poumons ; (2) la compression, ou une expiration
forcée se produit contre la glotte fermée ; et (3) I'expulsion, ou la glotte s’ouvre pour produire le
son explosif (Chung et al., 2008). Des études cliniques ont montré que les modeles de toux va-
rient selon les pathologies respiratoires (Piirila et al.,|1995) et que des anomalies dans les phases
de toux peuvent étre liées a diverses pathologies (Korpas et al., [1996). Etant donné que la toux
peut étre collectée de maniére similaire a la parole tout en présentant moins de biais (comme le
contenu verbal), elle a été utilisée dans plusieurs études récentes pour des taches diagnostiques
de santé (Infante et al., 2017; Alqudaihi et al., 2021} Tena et al., 2022).

0.2.2 Représentations audio

Caractéristiques basées sur les connaissances Les recherches antérieures ont souligné I'im-
portance des caractéristiques basées sur les connaissances pour caractériser les traits sous-
jacents de la parole. Au-dela des caractéristiques classiques, telles que les mel-spectrogrammes
ou les MFCC, de nombreuses études ont exploré des caractéristiques adaptées a des applica-
tions spécifiques. Par exemple, des caractéristiques de phonation et d’articulation pour les taches
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de contr6le moteur de la parole (Arias-Vergara et al., 2017; Vasquez-Correa et al., 2018), des ca-
ractéristiques basées sur la prédiction linéaire pour séparer les informations sur la source vocale
et le tractus vocal (Zhu et al., 2023f), des caractéristiques prosodiques pour représenter la hauteur,
I'énergie et le rythme (Schuller et al., 2013b), ainsi que des caractéristiques de flux glottal pour mo-
déliser les cordes vocales (Drugman et al., 2012). De plus, des ensembles de caractéristiques plus
vastes ont été proposés, agrégant des descripteurs de bas niveau de la parole et leurs statistiques.
Par exemple, 'ensemble openSMILE ComParE (Eyben et al., [2010) est largement utilisé comme
base de référence dans plusieurs taches de détection d’attributs de la parole (Schuller et al., 2021,
2017). D’autres ensembles, tels que GeMAPS (Eyben et al., [2015), se concentrent sur la capture
de la qualité vocale et I'expression émotionnelle, tandis que I'extension GeMAPS (eGeMAPS) vise
a allier exhaustivité et efficacité informatique pour les taches paralinguistiques (Eyben et al.,[2015).

Représentations profondes Les progrés récents dans I'apprentissage profond ont considéra-
blement amélioré les performances des modeéles pour diverses taches de parole grace a I'appren-
tissage de représentations a partir de réseaux neuronaux profonds. Une méthode pour obtenir des
représentations au niveau des énonceés repose sur I'apprentissage supervisé sur de grandes quan-
tités de données, comme le modele x-vector (Snyder et al., [2018) et ECAPA-TDNN (Desplanques
et al., 2020), qui ont montré de bonnes performances sur des taches paralinguistiques (Morais
et al., [2022). Parallelement, I'apprentissage auto-supervisé (SSL) a attiré I'attention en raison de
sa capacité a apprendre des représentations riches a partir de données non étiquetées. Des mo-
deéles tels que Wav2Vec2 (Baevski et al., 2020), WavLM (Chen et al., [2022), et HUBERT (Hsu
et al.| [2021) illustrent ce paradigme. Wav2Vec?2 utilise I'apprentissage contrastif pour modéliser
des représentations de la parole en prédisant des portions masquées de I'audio (Baevski et al.|
2020). Les embeddings des différentes couches du transformeur ont prouvé leur utilité pour plu-
sieurs taches en aval, telles que la reconnaissance de la parole, la vérification du locuteur et la
reconnaissance des émotions. WavLM s’appuie sur Wav2Vec2 et améliore les performances dans
des taches paralinguistiques comme la reconnaissance des émotions et l'identification du locu-
teur (Chen et al.|2022). HUBERT utilise un cadre hiérarchique pour apprendre des représentations
contextualisées de la parole (Hsu et al., 2021). Ces modeles SSL se sont révélés efficaces pour
une large gamme de taches liées a la parole (Yang et al., 2021a), prouvant I'efficacité du SSL pour
apprendre des représentations généralisables. En comparaison avec les caractéristiques basées
sur les connaissances et les représentations supervisées, les représentations SSL ont montré une
amélioration marquée de la généralisation aux données non vues sans avoir besoin d’'un appren-
tissage supervisé a grande échelle.

0.3 Jeux de données et métriques d’évaluation

Etant donné que certains jeux de données ont été réutilisés dans plusieurs projets, nous listons
ici tous les jeux de données audio pathologiques et synthétiques utilisés par les articles inclus
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dans cette thése, afin d’éviter des descriptions répétitives. Comme les séparations entrainement-
validation-test varient d’'un projet a l'autre, ces informations sont détaillées dans la configuration
expérimentale des chapitres correspondants.

0.3.1 Jeux de données audio pathologiques

Au total, cette dissertation utilise sept jeux de données couvrant quatre types de pathologies
lies a la parole. Deux modalités sont explorées, a savoir les signaux de parole et de toux. Les
détails concernant ces jeux de données sont décrits dans les paragraphes suivants.

Cambridge COVID-19 Sounds Dataset Au moment de la rédaction, le Cambridge COVID-19
Sounds Dataset constitue la plus grande base de données audio publique disponible, avec divers
symptémes respiratoires et des informations sur le statut COVID-19 auto-déclaré (Xia et al., | 2021).
Il contient un total de 552 h de données audio enregistrées a distance de 36 116 individus a travers
le monde via une interface d’application. Pendant la collecte des données, les volontaires ont
été invités a effectuer trois taches : (1) discours scénarisé, ou tous les participants ont prononcé
la méme phrase — ‘J'espére que mes données peuvent aider a gérer la pandémie de virus’ —
trois fois dans leur langue maternelle ; (2) toux volontaire trois fois ; et (3) respiration profonde
par la bouche pendant trois a cinqg minutes. De plus, ils ont également auto-déclaré leur statut
COVID ainsi que certaines informations de métadonnées (par exemple, sexe, age, état médical
préexistant, symptémes respiratoires).

Bien que la base de données COVID-19 Sounds soit avantageuse en raison de sa taille, elle
peut ne pas étre la version optimale pour entrainer un modéle diagnostique, car plusieurs facteurs
n‘ont pas été contrdlés, tels que la langue, la fréquence d’échantillonnage ou I'environnement
acoustigue. Concernant la détection des symptomes respiratoires, nous avons mis en place deux
sous-ensembles de discours a partir de la base de données d’origine en éliminant plusieurs fac-
teurs de confusion potentiels. Le premier sous-ensemble a été publié avec la base de données
d’origine et a été utilise comme référence pour la tache de prédiction des symptdmes respira-
toires dans I'article COVID-19 Sounds (Xia et al., [2021). Ce sous-ensemble est désormais appelé
CS-Res. CS-Res contient des échantillons en anglais de 6 623 individus avec des symptémes
respiratoires (par exemple, mal de gorge, toux, etc.), ce qui donne un total de 31.3h de données
de parole. Les taux d’échantillonnage variaient en fonction des appareils utilisés, la majorité étant
échantillonnée a 44.1kHz (67,4%) et 16 kHz (29,8%). CS-Res a été soigneusement sélectionné
afin que la qualité des enregistrements et I'équilibre des classes soient controlés.

Le deuxieme sous-ensemble est similaire a CS-Res (en ce sens que seuls les échantillons en
anglais sont utilisés), mais sans contréler les autres facteurs. Ce sous-ensemble est appelé CS-
Res-L, avec un total de 123.1 h de discours, dont 57,1% ont été échantillonnés a 16 kHz et 40,4% a
44.1 kHz, le reste (2,5%) étant échantillonné a 8 kHz et 12 kHz. Pour les deux sous-ensembles, les
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participants ont été classés en deux classes : les positifs, ayant déclaré au moins un symptéme
respiratoire, et les négatifs, n’ayant déclaré aucun symptome. Avec CS-Res, nous avons suivi les
partitions officielles décrites dans (Xia et al., 2021). Avec CS-Res-L, une séparation personnalisée
indépendante des locuteurs a été effectuée avec un ratio de 7 :1 :2 (entrainement :validation ). Par
ailleurs, nous avons veillé a ce que la répartition des étiquettes de symptémes, du sexe et de I'age
soit similaire dans les trois divisions.

De plus, nous avons utilisé un autre sous-ensemble, appelé CS-Task2, qui a servi de référence
pour la tache de détection COVID-19 dans l'article COVID-19 Sounds (Xia et al., [2021). Deux
modalités étaient incluses, a savoir la toux et la parole. Le CS-Task2 contenait a I'origine 1 486
échantillons provenant de 1 000 sujets. Comme il a été utilisé uniquement comme jeu de test a
'aveugle dans nos expériences, nous avons supprimé les utilisateurs dupliqués pour simuler un
environnement réel, ce qui a permis d’utiliser un total de 1 000 échantillons de discours dans nos
expériences. Parmi ces échantillons, 88% des sujets COVID-positifs sont symptomatiques et 41%
des sujets COVID-négatifs présentent des symptémes ressemblant a ceux du COVID.

INTERSPEECH 2021 ComParE COVID-19 Dataset Le INTERSPEECH 2021 ComParE COVID-
19 Dataset (CSS) est I'un des premiers jeux de données COVID-19 publics disponibles, publié
avec le défi INTERSPEECH 2021 ComParE (Schuller et al.,|2021). Comme le Cambridge COVID-
19 Sounds Dataset, le CSS contient & la fois des signaux de toux et de parole, ou le contenu des
énoncés de parole est identique a celui de CS. Les enregistrements des ensembles de toux et de
parole sont échantillonnés a 16 kHz.

DiCOVA2 Dataset Ce jeu de données contient des données de parole utilisées dans le défi
Second Diagnosing COVID-19 using Acoustics organisé en Inde (Sharma et al., [2022). DiCOVA2
a collecté des données acoustiqgues multimodales (c’est-a-dire de la parole, de la toux et de la
respiration) a distance de 965 participants via des applications Android et Web. Les participants
ont été invités a garder I'appareil a 10 cm de leur bouche pendant I'enregistrement. Pour la piste de
parole, les participants ont compté de 1 a 20 a un rythme normal en anglais. Les enregistrements
étaient échantillonnés a 48kHz. De plus, les participants ont auto-déclaré leurs métadonnées,
telles que le sexe, les symptémes rencontrés et leur statut COVID-19, qui a été regroupé en labels
binaires (positif ou négatif).

TORGO Dataset Ce jeu de données comprend des enregistrements de parole et des caracté-
ristiques articulatoires synchronisées en 3D collectées auprés de témoins sains et de locuteurs
atteints de paralysie cérébrale (CP) ou de sclérose latérale amyotrophique (SLA), les deux causes
les plus fréquentes de dysarthrie (Rudzicz et al., 2012). La version publigue du TORGO comprend
8 individus atteints de dysarthrie et 7 témoins sains. Lors de la collecte des données, tous les
sujets ont été invités a lire des textes en anglais affichés sur un écran. Les données de parole ont
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été enregistrées a un taux d’échantillonnage de 22.1 kHz, tandis que les autres caractéristiques
ont été capturées a 44.1 kHz. Tous les sujets ont effectué quatre taches de lecture différentes : (1)
mots sans signification (ex. voyelles a haute et basse fréquence) ; (2) mots courts (ex. "oui", "non",
"dos", etc.) ; (3) phrases restreintes (ex. "Le rapide renard brun saute par-dessus le chien pares-
seux") ; (4) phrases non restreintes (ex. décrire spontanément 30 images provenant des cartes

photo Webber). Nous avons inclus des données des quatre taches dans notre analyse.

Nemours Dataset |l s’agit d’une collection d’enregistrements de parole provenant de 12 hommes,
dont 11 avec différents niveaux de dysarthrie et 1 témoin sain (Menendez-Pidal et al., |1996).
Chaque participant a été invité a enregistrer 74 phrases sans signification du type "Le X est en
trainde Yle Z." (X # Z). Les phrases ont été générées en sélectionnant au hasard X et Z dans un
ensemble de 74 noms monosyllabiques et en sélectionnant Y dans un ensemble de 37 verbes dis-
syllabiques. Tous les enregistrements ont été effectués dans une petite salle insonorisée avec un
microphone monté sur une table et numérisés par la suite a un taux d’échantillonnage de 16 kHz.
Nous avons étiqueté tous les locuteurs en deux classes : ceux ayant des symptémes relativement
séveres (scores inférieurs a 74.68, soit 6 locuteurs dysarthriques) et ceux ayant des symptémes
plus Iégers (scores supérieurs a 74.68, soit 5 locuteurs dysarthriques et 1 témoin sain).

NCSC Dataset |l s’agit du NKI CCRT Speech Corpus(Clapham et al., 2012). NCSC contient
des enregistrements de parole et des évaluations perceptuelles de 55 locuteurs (10 femmes et 45
hommes), qui ont subi un traitement de chimiothérapie et de radiothérapie concomitants (CCRT)
pour un cancer de la région téte et cou. Les enregistrements et évaluations ont été réalisés a
trois moments : (1) avant le CCRT ; (2) 10 semaines apres le CCRT ; (3) 12 mois aprés le CCRT.
Tous les sujets ont lu un passage de 189 mots d’'un conte de fées néerlandais dans une salle
traitée acoustiquement avec un taux d’échantillonnage de 44.1 kHz. Treize pathologistes de la pa-
role ont évalué l'intelligibilité de ces enregistrements de parole sur une échelle de 1 a 7. Nous
avons utilisé les données de NCSC publiées dans le cadre du sous-défi de pathologie INTER-
SPEECH 2012(Schuller et al., [2012), ou tous les enregistrements ont été étiquetés comme étant
soit "intelligibles", soit "non intelligibles", et ont été divisés en trois ensembles indépendants pour
I'entrainement et I'évaluation des modéles.

0.3.2 Jeux de données de parole synthétisée

De maniéere similaire aux autres sections de ce manuscrit, nous présentons ici un résumé
des jeux de données de parole synthétisée. Un total de six jeux de données sont inclus, chacun
étiquetant les échantillons comme réels (authentiques) ou faux (spoof). Les détails de ces jeux de
données sont présentés dans les paragraphes suivants.
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ASVspoof2019 La piste d’acces logique (LA) du défi ASVspoof 2019 est tirée du corpus multi-
locuteurs VCTK (Todisco et al.,|2019). Les énoncés de deepfake (DF) dans I'ensemble d’évaluation
ont été générés a l'aide de 17 algorithmes différents de synthése vocale (TTS) et de conversion
vocale (VC), dont six ont été inclus dans les ensembles d’entrainement et de validation, tandis que
les 11 autres étaient des attaques non vues. Tant les échantillons de parole réelle que générée
sont échantillonnés a 16 kHz.

ASVspoof2021 Un défi de détection de deepfakes (DF) a été ajouté au ASVspoof 2021 (Yama-
gishi et al., 2021). Les ensembles d’entrainement et de validation demeurent identiques a ceux
de ASVspoof 2019, mais 'ensemble d’évaluation a été considérablement élargi, comportant 600
000 énonceés générés par plus de 100 modéles de TTS ou VC. De plus, les conditions de données
et les techniques de compression audio utilisées dans I'ensemble d’évaluation different de celles
des ensembles d’entrainement et de validation, créant ainsi un cadre plus exigeant pour évaluer
la capacité de généralisation des détecteurs de deepfakes. Comme dans ASVspoof2019, tous les
fichiers audio sont échantillonnés a 16 kHz.

ASVspoof5 (2024) Tout en suivant une configuration similaire a celle de ASVspoof2021, ASVs-
poof5 inclut un nombre substantiellement plus élevé d’échantillons de parole dans les ensembles
d’entrainement et de développement. Lensemble d’évaluation contient des codecs et attaques in-
édits. Contrairement aux années précédentes, ASVspoof5 introduit également des échantillons
d’attaques adversariales, ajoutant un défi supplémentaire a la généralisation des modeéles.

In-the-wild Contrairement aux jeux de données des séries de défis ASVspoof, ou la majorité
des échantillons réels sont collectés en laboratoire, le jeu de données In-the-wild se distingue par
l'inclusion de deepfakes audio (et de leurs contreparties réelles) pour un ensemble de politiciens
et d’autres personnalités publiques, collectés a partir de sources accessibles au public telles que
les réseaux sociaux et les plateformes de vidéo en streaming. Ce jeu de données comprend un
total de 58 célébrités et politiciens, offrant ainsi 20.8 h de parole authentique et 17.2h de parole
usurpée, le tout échantillonné a 16 kHz.

MLAAD Basé sur des échantillons de voix réelles issus du jeu de données M-AILABS, MLAAD
constitue un jeu de données audio deepfake multilingue comprenant 160.2h de données vocales
synthétiques dans 23 langues différentes. Un total de 52 modéles génératifs ont été utilisés, cou-
vrant 22 architectures différentes. En comparaison avec les données des séries de défis ASVspoof,
MLAAD integre des modéles génératifs plus récents, tels que VITS (Kim et al., [2021). Les audios
générés sont échantillonnés a 16 kHz.
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WaveFake WaveFake contient de la parole resynthétisée a partir de 9 vocodeurs différents, utili-
sant les données de référence du jeu de données LJspeech (Frank et al.,[2021). Contrairement aux
jeux de données ASVspoof, les échantillons authentiques et les deepfakes dans WaveFake sont
appariés, c’est-a-dire qu’ils possédent le méme contenu parlé et le méme locuteur. Cela en fait un
jeu de données pertinent pour analyser les artefacts liés aux vocodeurs. A I'instar de MLAAD, les
audios générés sont échantillonnés a 16 kHz.

0.3.3 Meétriques d’évaluation

La performance diagnostique est généralement mesurée a l'aide de deux métriques princi-
pales, a savoir I'aire sous la courbe caractéristique de fonctionnement du récepteur (AUC-ROC)
et le score F1. La premiéere a été largement utilisée dans les tadches de détection de maladies
comme métrique de base (Sharma et al., 2022; Xia et al., |2021). Cependant, il a été démontré
que 'AUC-ROC est trop optimiste lorsqu’elle est appliquée a des ensembles de données forte-
ment déséquilibrés (Fernandez et al., |2018). En revanche, le score F1 s’avére étre plus robuste
dans des situations de déséquilibre. De plus, des métriques telles que la sensibilité (ou taux de
vrais positifs, TPR), la spécificité (ou taux de vrais négatifs, TNR), et le rappel moyen non pondéré
(UAR) sont souvent utilisées pour évaluer la performance du modéle sur une classe spécifique.

La détection de deepfakes s’apparente aux taches diagnostiques ou une décision binaire est
obtenue, ce qui permet d’utiliser TAUC-ROC et le score F1 pour évaluer la précision de la classifi-
cation. De plus, le taux d’erreur égal (EER) est fréquemment utilisé comme métrique d’évaluation
standard dans les défis ASVspoof passés (Todisco et al., 2019; Liu et al., [2023). LEER est défini
comme la moyenne arithmétique entre le TPR et le taux de faux positifs (FPR). Le seuil de 'EER
représente le point ou le taux de faux positifs (FPR) est égal au taux de faux négatifs (FNR).

Dans le cadre de I'anonymisation vocale, I'objectif est de tromper un modele de reconnais-
sance de locuteur pré-entrainé afin d’obscurcir I'identité du locuteur. Dans un cas idéal, le modéle
de reconnaissance de locuteur devrait obtenir une précision de 0% lorsqu’on lui demande de
reconnaitre l'utilisateur. Ainsi, nous utilisons le taux de mauvaise classification d’'un modéle de
reconnaissance de locuteur pour évaluer I'efficacité de 'anonymisation, un taux plus élevé étant
synonyme d’une meilleure performance d’anonymisation.

0.4 Organisation de la these

Le reste de ce document est organisé comme suit : le Chapitre 2 présente un apercu des
signaux acoustiques humains ainsi que leurs représentations couramment utilisées. Il décrit éga-
lement 'ensemble des jeux de données utilisés pour les études incluses dans cette thése. Dans le
Chapitre 3, nous introduisons les caractéristiques basées sur les connaissances extraites des si-
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gnaux de toux et de parole, ainsi que leurs performances dans des taches de diagnostic de santé,
avec une interprétation des caractéristiques. Le Chapitre 4 présente deux cadres d’apprentissage
de représentations pour des taches de classification généralisables et interprétables. Lun repose
sur un entrainement supervisé guidé par une carte de saillance pour le diagnostic de santé, et
'autre exploite 'apprentissage contrastif auto-supervisé pour la détection des deepfakes. Dans le
Chapitre 5, nous explorons la faisabilité de I'utilisation de 'anonymisation vocale pour la protection
de l'identité des utilisateurs dans des taches de diagnostic de santé. Nous montrons également
que les modéles génératifs utilisés pour 'anonymisation peuvent étre modifiés pour générer des
échantillons de deepfake afin d’attaquer les systemes de détection. Dans le Chapitre 6, nous intro-
duisons une architecture de modele générique avec des performances de pointe dans les taches
de diagnostic de santé et de détection de deepfake. Elle démontre une bonne généralisabilité en
zéro coup et une grande interprétabilité, tout en séparant les attributs liés au locuteur. Enfin, les
conclusions sont résumées dans le Chapitre 7, accompagnées de discussions sur les perspectives
de travaux futurs.

0.5 Chapitre 3 : Conception de caractéristiques basées sur les connaissances et
apprentissage automatique pour le diagnostic de santé

Les caractéristiques basées sur les connaissances et les systémes d’apprentissage automa-
tique sont souvent privilégiées dans les scénarios ou les données sont limitées et ou linterpré-
tabilité est essentielle. Dans le cadre du diagnostic de santé, les ensembles de données vocales
pathologiques présentent souvent un volume de données relativement plus faible par rapport a
d’autres ensembles de données de parole, limitant ainsi I'efficacité des modéles d’apprentissage
profond. De plus, le diagnostic de maladies nécessite frequemment un processus décisionnel ex-
plicable, ou une haute précision seule ne suffit pas pour une application dans le monde réel.
Les caractéristiques acoustiques basées sur les connaissances, fondées sur des connaissances
acoustiques et physiologiques, fournissent souvent des marqueurs fiables et interprétables, tels
que les tremblements vocaux ou les variations irréguliéres de la hauteur, qui sont corrélés avec
des pathologies respiratoires et neuromusculaires (Schuller et al., [2021;; [Little et al., 2008). Dans
des régimes de faible volume de données, des caractéristiques bien congues, combinées a des
modeles ML appropriés, peuvent surpasser les modéles DL (Zhu et al., ress), offrant ainsi une
classification précise et une interprétabilité accrue. Dans cette section, nous présentons plusieurs
ensembles de caractéristiques basées sur les connaissances pour la parole et la toux, ainsi que
des systémes ML inspirés de la physiologie pour aborder la détection du COVID-19.

Les principales contributions de ce chapitre sont résumées comme suit : Nous proposons
d’abord deux ensembles de caractéristiques faites a la main et des systémes ML pour les si-
gnaux de parole et de toux, respectivement, afin de capturer les anomalies liées a la respiration et
a l'articulation. Nous montrons ensuite de maniére empirique que les caractéristiques proposées
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surpassent les caractéristiques faites a la main existantes et les caractéristiques profondes dans
les taches de détection du COVID-19 dans un cadre de croisement de jeux de données. Enfin,
nous montrons que les caractéristiques proposées peuvent étre utilisées pour identifier les fac-
teurs affectant a la fois les systémes d’articulation et respiratoire, fournissant ainsi des explications
cliniques plus détaillées des résultats obtenus.

0.5.1 Méthodes proposées

Caractéristiques de la parole Nous proposons d’utiliser des caractéristiques basées sur le
spectre de modulation et la prédiction linéaire (LP) pour caractériser les anomalies des articu-
lations et du systéme respiratoire. Le spectrogramme couramment utilisé fournit des informations
sur I'évolution des composantes fréquentielles en fonction du temps. Cependant, les sources de
bruit communes se chevauchent a la fois dans le temps et dans la fréquence, ce qui rend cette re-
présentation sous-optimale pour les taches de classification reposant sur des données bruyantes.
Le spectre de modulation est connu pour capturer des périodicités d’ordre supérieur du signal,
qui ne sont pas évidentes dans les domaines temporel et temps-fréquence (Falk et al., [2010bj
Avila et al., [2018). Cette propriété s’est révélée utile pour la caractérisation des maladies, telles
que la détection des troubles du spectre de l'autisme a partir des pleurs de nourrissons et des
vocalisations non verbales (Bedoya et al., 2020), ainsi que pour la surveillance automatisée de
lintelligibilité de la parole dysarthrique (Falk et al., [2012). Nous I'explorons ici comme une repré-
sentation utile et robuste pour la détection du COVID-19. De plus, nous partons de I'hypothése
que le COVID-19 peut affecter a la fois les propriétés du tractus vocal (par exemple, en raison
de la fatigue musculaire accrue (Solomon, 2006; |[Helms et al., [2020)) et le signal d’excitation (par
exemple, une phonation altérée (Quatieri et al., [2020)). Alors que les caractéristiques du spectre
de modulation peuvent fournir des informations sur les premiers, nous proposons également d’uti-
liser 'analyse de prédiction linéaire (LP) pour décomposer le signal de parole en paramétres du
tractus vocal (c’est-a-dire, les coefficients LP) et en source d’excitation (c’est-a-dire, le résiduel
LP) (Makhoul, 1975). En général, nous extrayons plusieurs descripteurs et statistiques a partir des
deux représentations de signal susmentionnées et combinons les caractéristiques extraites dans
un seul ensemble pour la détection du COVID-19.

Caractéristiques de la toux Linformation sur la phase de la toux s’est révélée cruciale pour le
diagnostic de maladies, bien qu’elle ait été négligée par les modéles existants de traitement de la
toux. Par conséquent, nous proposons de segmenter les enregistrements de toux en trois phases
différentes (c’est-a-dire, inhalation, compression et expulsion) et d’extraire des caractéristiques de
chaque phase séparément pour explorer leur utilité dans la détection du COVID-19. Cependant,
comme l'information de phase n’est pas étiquetée dans les ensembles de données existants, nous
avons d’abord effectué une segmentation manuelle des enregistrements de toux pour obtenir une
segmentation précise des phases. Lune des six étiquettes suivantes est attribuée a chaque évé-
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nement audio : (1) inhalation, (2) compression, (3) expulsion (toux), (4) bruit, (5) silence, et (6)
autre (qui inclut tous les types de sons articulatoires autres que les sons de toux). Nous avons en-
suite extrait huit caractéristiques temporelles des toux annotées par phase, telles que la durée de
chaque phase et leurs relations, qui complétent l'information manquante dans les caractéristiques
acoustiques.

0.5.2 Résultats et discussions

Nous avons évalué les deux ensembles de caractéristiques sur les ensembles de données
ComParE, DICOVA2 et Cambridge pour la parole et la toux. Pour les taches liées a la parole, la
fusion des caractéristiques basées sur le spectre de modulation et la prédiction linéaire (LP) atteint
des performances systématiquement supérieures a celles des systémes de référence (c’est-a-dire,
basés sur openSMILE, les réseaux BiLSTM et VGGish) dans les tests intra- et inter-ensembles
de données. Ces résultats démontrent que les caractéristiques proposées pour la parole sont
plus généralisables a travers différentes distributions de données. Une analyse approfondie des
caractéristiques les mieux classées a mis en évidence des corrélations avec des phénomeénes tels
que la souffle dans la parole, 'enrouement vocal et l'inflammation du systéme articulatoire, qui
sont identifiés comme des symptdmes majeurs du COVID-19.

Concernant les taches liées a la toux, nous avons suivi une configuration de tests similaire a
celle des taches de parole, ou différentes caractéristiques ont été évaluées dans des contextes
intra- et inter-ensembles de données. Nous avons constaté qu’un petit ensemble de 11 caractéris-
tiques temporelles liées aux différentes phases de la toux permet déja d’obtenir des performances
comparables a celles de plus de 6000 caractéristiques acoustiques sur DiCOVA2. Lorsque ces ca-
ractéristiques temporelles sont fusionnées avec des caractéristiques acoustiques segmentées par
phase, une amélioration significative est observée dans les tests intra- et inter-ensembles de don-
nées. Ces résultats confirment notre hypothése selon laquelle les caractéristiques des phases de
la toux peuvent compléter les informations manquantes dans les caractéristiques acoustiques, et
que la segmentation en phases est essentielle pour capturer des biomarqueurs liés aux maladies
pouvant se généraliser a travers différents ensembles de données.

0.6 Chapitre 4 : Apprentissage profond de représentations généralisables et inter-
prétables

Dans le chapitre précédent, nous avons démontré que les caractéristiques basées sur les
connaissances peuvent favoriser I'interprétation des décisions, tout en surpassant certains mo-
déles d’apprentissage profond (DL) dans des contextes de données limitées, comme la détec-
tion de voix pathologiques. Plus récemment, des ensembles de données plus volumineux ont été
créés (Xia et al., 2021};|Coppock et al.,[2022b), ce qui motive I'apprentissage de représentations gé-
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néralisables dans une approche de bout en bout en utilisant des modéles plus grands. Cependant,
des études ont montré que les améliorations sont plus significatives pour les tests intra-domaine
(c’est-a-dire entrainés et testés sur le méme jeu de données), tandis que la généralisation a des
données non vues reste une tache difficile.

Une maniere d’améliorer la généralisabilité et I'interprétabilité des schémas d’apprentissage
des représentations profondes consiste a injecter des connaissances spécifiques au domaine
dans la conception de la stratégie d’apprentissage (Dash et al., [2022). En appliquant certaines
contraintes lors du processus d’apprentissage de bout en bout, on peut forcer les modéles a ac-
corder moins d’'importance aux biais non pertinents pour la tache et a se concentrer sur les attri-
buts liés a la tache. De cette maniére, les modeles peuvent encore apprendre des représentations
qui contiennent plus d’informations que les caractéristiques congues manuellement, tout en res-
pectant les attentes spécifiques a la tache. Dans ce chapitre, nous introduisons deux approches
d’apprentissage profond des représentations, respectivement pour les diagnostics de santé et la
détection de deepfakes.

Les principales contributions de ce chapitre sont résumées comme suit. Nous montrons com-
ment les connaissances spécifiques au domaine peuvent étre intégrées dans la conception de
différents cadres d’apprentissage des représentations pour améliorer la généralisabilité et l'inter-
prétabilité. Nous nous concentrons sur deux schémas d’apprentissage : 'apprentissage supervisé
pour les diagnostics de santé et I'apprentissage auto-supervisé pour la détection de deepfakes.
Dans les deux scénarios, les systemes proposés atteignent des performances a I'état de I'art dans
les tests de généralisation avec des résultats interprétables.

0.6.1 Meéthodes proposées

MTR-CRNN. Dans le chapitre précédent, nous avons démontré que le spectrogramme de mo-
dulation contient des informations cruciales pour les diagnostics médicaux. Cependant, ce spec-
trogramme de modulation était moyenné temporellement, ce qui signifie que la représentation ne
captait que les variations de fréquence et de fréquence de modulation, tout en négligeant les
dynamiques temporelles. De plus, les informations spectrales étaient décrites par des caracté-
ristigues concues manuellement, ce qui pouvait limiter leur pouvoir discriminatif. Pour surmonter
ces limitations, nous proposons le modéele MTR-CRNN, qui utilise une version tridimensionnelle
du spectrogramme de modulation (c’est-a-dire le modulation tensorgram, ou MTR) en entrée, et
'analyse a I'aide d’'un réseau neuronal convolutif récurrent (CRNN) pour explorer les informations
spectrales et temporelles.

Une autre innovation du modéle proposé est la carte de saillance spectro-temporelle, qui
agrége les informations spectrales et temporelles a partir du MTR et identifie les régions les
plus discriminatives. Des études antérieures ont suggéré que différentes régions du spectre de
modulation correspondent a des propriétés spécifiques du signal vocal (Greenberg et al., [1997;
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Sarria-Paja et al., [2013]; Zhu et al., [2022). Une meilleure compréhension des régions du spectre
de modulation utilisées par le modeéle permettrait une interprétation plus approfondie des résul-
tats et pourrait fournir des informations sur les propriétés acoustiques de la parole affectée par la
COVID-19. Cependant, les cartes de saillance par gradient existantes sont principalement concues
pour des images 2D, ou seules les informations spatiales sont prises en compte. Dans notre cas,
les entrées sont des tensorgrammes 3D ou les motifs spectraux 2D évoluent au fil du temps. Par
conséquent, nous avons congu une méthode de carte de saillance spectro-temporelle qui intégre
limportance temporelle lors du calcul de la saillance pour chaque pixel du motif spectral.

SLIM. Pour la majorité des modeéles de génération vocale, les sous-espaces du style et des in-
formations linguistiques sont supposés indépendants I'un de l'autre (Tan et al., 2021} |Kaur et al.|
2023; Triantafyllopoulos et al., 2023; Mohammadi et al., 2017). Par exemple, les systemes de
conversion vocale (VC) modifient la voix d’'un énoncé en remplagant les embeddings du locuteur
source par ceux du locuteur cible (Mohammadi et al., 2017} |Triantafyllopoulos et al., 2023)), en sup-
posant que ces embeddings ne contiennent aucune information linguistigue. De méme, les sys-
temes modernes de synthese vocale (TTS) reposent sur des représentations apprises de maniéere
indépendante pour modéliser différents aspects de la parole (par exemple, le texte, le locuteur,
'émotion) afin de produire une parole expressive (Baevski et al., 2022; Desplanques et al., 2020
Triantafyllopoulos et al., 2024).

En raison de cette hypothése de désentrelacement, un décalage est susceptible d’exister entre
les informations de style et linguistiques dans les discours générés par TTS/VC, ce qui les diffé-
rencie des discours réels. Pour capturer ce décalage, nous proposons un modele de désaligne-
ment style-linguistique (style-linguistics mismatch), ou SLIM. SLIM est entrainé en deux étapes.
La premiere étape fonctionne uniquement sur les données réelles et utilise un apprentissage
auto-supervisé pour construire des représentations de style et linguistiques ainsi que leurs dé-
pendances pour la parole réelle. Lors de la deuxieme étape, un classifieur est ajusté sur les repre-
sentations apprises via un entrainement supervisé sur des ensembles de données deepfake avec
des étiquettes binaires (réel/faux).

0.6.2 Résultats et discussions

Pour évaluer les performances du modele MTR-CRNN proposé, nous le comparons aux mo-
deles les plus performants sur CSS et DICOVA2 dans des configurations intra-dataset et inter-
dataset. Sans ['utilisation des cartes de saillance spectro-temporelles, MTR-CRNN obtient de
meilleures performances sur CSS et des performances légérement inférieures sur DiCOVA2 par
rapport aux modéles de référence. Dans le contexte inter-dataset, bien que MTR-CRNN surpasse
les modeles de référence, les scores AUC-ROC globaux sont significativement inférieurs a ceux
obtenus en intra-dataset. Cette tendance correspond a celle observée avec les caractéristiques
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basées sur les connaissances dans le chapitre précédent, ou tous les ensembles de caractéris-
tiques ont montré des difficultés lorsqu’ils ont été testés sur des données non vues. En filtrant les
régions moins discriminatives de MTR a l'aide des cartes de saillance spectro-temporelles, une
amélioration notable de 10% des scores AUC-ROC peut étre observée en termes de généralisa-
bilité inter-dataset (.600 & .705 pour CSS et .509 a .651 pour DICOVA2). A notre connaissance,
ce sont les meilleures performances inter-dataset rapportées jusqu’a présent, ce qui démontre
que le modéle MTR-CRNN proposé, associé aux cartes de saillance spectro-temporelles, peut
efficacement capturer les biomarqueurs liés aux maladies.

En ce qui concerne les taches de détection de deepfakes, nous comparons SLIM a plusieurs
modeles parmi les plus performants sur différents ensembles de données de deepfakes, dont la
plupart sont construits sur des représentations SSL. Avec seulement 5 millions de paramétres en-
trainables, SLIM surpasse de loin toutes les représentations SSL gelées sur des ensembles de
données non vus (réduction de 12 a 20% de 'EER sur MLAAD et In-the-wild). En mode de fine-
tuning complet, des améliorations supplémentaires sont obtenues, avec une diminution de 5% de
'EER par rapport aux SOTA. Ces résultats démontrent que la stratégie proposée d’apprentissage
auto-supervisé sur des discours réels permet d’apprendre une meilleure représentation pour les
taches de détection de deepfakes. De plus, nous quantifions le désalignement style-linguistique
dans les discours réels et artificiels et observons une distance cosinus significativement plus
grande entre les incorporations de dépendance style-linguistique pour les discours artificiels, ce
qui corrobore notre hypothése initiale sur le désalignement style-linguistique dans les discours
artificiels.

A partir des deux taches introduites ci-dessus, nous avons montré que les connaissances du
domaine peuvent étre intégrées dans les approches d’apprentissage supervisé et auto-supervisé,
et leur apporter des bénéfices. Comparées aux caractéristiques concues manuellement et aux
représentations de type boite noire, ces représentations profondes basées sur les connaissances
offrent 'avantage d’une performance élevée en détection tout en étant interprétables.

0.7 Chapter 5 : Privacy-preserving speech applications via voice anonymization

Dans le chapitre précédent, nous avons démontré que les représentations encodées par de
grands modeles peuvent considérablement améliorer la précision par rapport aux caractéristiques
basées sur les connaissances. Ces grands modeles contiennent généralement des centaines de
millions & des milliards de paramétres, nécessitant des ressources informatiques importantes tant
pour I'entrainement que pour l'inférence. Prenons I'exemple des diagnostics de santé a distance :
les poids des modéles ne sont généralement pas stockés localement sur les appareils mobiles
(Wang et al., 2018a), et les données vocales sont envoyées et traitées dans le cloud. Les décisions
sont ensuite transmises a I'appareil de I'utilisateur. Cependant, cette transmission des données vo-
cales via le cloud peut poser de graves menaces pour la vie privée des utilisateurs, puisque leur
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voix peut étre associée a des informations médicales sensibles telles que leur état de santé (Latif
et al., 2020a), I'évolution d’'une maladie (Harel et al., [2004), ou leur état mental (Low et al., [2020),
pour ne citer que quelques exemples. Une technique visant a préserver l'identité de I'utilisateur
est 'anonymisation de la voix (Tomashenko et al., 2022b,a). Traditionnellement, 'anonymisation
de la voix est utilisée dans les taches de reconnaissance automatique de la parole (ASR) pour
dissimuler l'identité de I'utilisateur tout en conservant le contenu du discours. Dans ce chapitre,
nous explorons si 'anonymisation de la voix peut étre utilisée pour protéger la vie privée dans les
applications de diagnostic vocal. Notre objectif final est de développer un modéle d’anonymisation
capable de masquer l'identité du locuteur tout en préservant les informations liées a la santé. En
parallele, étant donné que certains systemes d’anonymisation reposent sur des modéles géné-
ratifs vocaux, les discours anonymisés produits peuvent étre considérés comme des "deepfakes
pathologiques". Lorsqu’un locuteur cible est déterminé, le modéle d’anonymisation peut étre uti-
lisé pour convertir I'identité du locuteur tout en conservant I'état de santé du locuteur source. Cela
représente une nouvelle menace pour les modéles de détection de deepfakes, car ces derniers
n’‘ont pas été entrainés ni évalués avec des discours pathologiques. Ainsi, un second objectif de
ce chapitre est d’examiner la vulnérabilité des modeles existants de détection de deepfakes face
aux discours pathologiques anonymisés.

0.7.1 Méthodes proposées

Dans la premiére partie, nous avons réalisé une évaluation approfondie des effets de différents
anonymisateurs sur plusieurs modéles de diagnostic. Trois types d’anonymisateurs ont été utilisés.
Le premier repose sur une technique classique de traitement du signal et ne nécessite pas d’en-
trainement de modéle. Il utilise la méthode dite du coefficient de McAdams (McAdams, [1984) pour
décaler la position des formants mesurés a 'aide de la codification linéaire prédictive (O’Shaugh-
nessy, 1988). Par souci de simplicité, nous I'appelons méthode McAdams dans le texte suivant.
Les deuxiéme et troisieme anonymisateurs s’appuient sur un pipeline similaire a celui des mo-
déles TTS/VC. Le deuxiéeme anonymisateur, que nous nommons Ling-GAN, transcrit la parole en
séquences de phonemes et sépare les embeddings du locuteur a I'aide de modéles pré-entrainés
d’ASR et de SV, puis remplace les embeddings du locuteur d’origine par des embeddings géné-
rés par GAN pour masquer l'identité du locuteur. Ces embeddings générés par GAN, ainsi que
la séquence de phonémes, sont ensuite envoyés dans un modéle acoustique pour la synthése
vocale. Il est important de souligner que ce GAN préexistant n’a pas été entrainé sur des données
de parole pathologique (Meyer et al., [2022a). En conséquence, les embeddings générés peuvent
ne pas refléter les attributs liés a la santé, ce qui peut affecter la précision des diagnostics. Le
troisiéeme anonymisateur peut étre considéré comme une version améliorée du deuxiéme, isolant
et préservant davantage les informations prosodiques tout en affinant le GAN sur des données de
parole pathologique afin d’intégrer des informations de santé dans les embeddings du locuteur.
A linstar de Ling-GAN, Ling-Pros-GAN décompose d’abord la parole en séquence de phonémes,
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prosodie et embeddings du locuteur, puis remplace les embeddings d’origine par ceux générés par
le GAN. Nous utilisons un seuil de 0.3 lors du remplacement des embeddings du locuteur, seuil
qui s’est avéré efficace pour supprimer l'identité du locuteur tout en préservant au maximum les
informations liées a la santé. Concernant les modéles de diagnostic, nous nous appuyons sur les
modeéles de référence et sur nos modeéles baseés sur les caractéristiques de modulation présen-
tés dans les chapitres précédents. Nous explorons une liste exhaustive de différentes conditions
d’anonymisation, ou les données d’entrainement et de test peuvent étre anonymisées par diffé-
rents anonymisateurs (ou non). Au total, nous incluons cing modéles de diagnostic et les évaluons
dans treize conditions différentes. Pour évaluer I'efficacité de I'anonymisation, nous utilisons éga-
lement un modeéle de vérification de locuteur pré-entrainé afin de vérifier si les paroles originales
et anonymisées proviennent du méme locuteur. Un anonymisateur idéal devrait tromper le modéle
de vérification tout en maintenant la méme décision diagnostique.

Dans la deuxiéme partie, nous exploitons les paroles anonymisées générées précédemment,
que nous introduisons avec des échantillons de paroles originales (pathologiques et saines) dans
des modeles de détection de deepfake pré-entrainés. Ces modeles de détection ont été entrai-
nés uniquement sur des paroles saines, rendant leur robustesse face aux paroles pathologiques
inconnue. Dans un cas idéal, un modéle robuste de détection de deepfake devrait pouvoir clas-
ser les paroles originales (qu’elles soient saines ou pathologiques) comme réelles, et les paroles
anonymisées comme fausses.

0.7.2 Résultats et discussions

Concernant les taches de diagnostic sur les paroles anonymisées, toutes les méthodes d’ano-
nymisation montrent une dégradation de la précision des diagnostics, la dégradation la plus im-
portante étant observée avec les systémes qui modifient directement les embeddings du locu-
teur, a savoir Ling-GAN et Ling-Pros-GAN. Ces deux systemes atteignent cependant des perfor-
mances quasi parfaites en termes d’obfuscation de l'identité du locuteur. La méthode McAdams,
bien qu’elle préserve les informations liées a la santé, s’est révélée moins efficace pour I'anony-
misation. Entre les deux méthodes basées sur les GAN, Ling-Pros-GAN engendre une moindre
dégradation des performances de diagnostic. Notre analyse dans différents espaces de caractéris-
tigues montre que le plus grand décalage dans les distributions est observé avec les paroles ano-
nymisées par Ling-GAN, tandis que les deux autres méthodes montrent des décalages moindres.
Ces résultats corroborent avec le classement des dégradations des performances de diagnostic
observées avec les trois anonymisateurs. Globalement, nos résultats suggerent que les méthodes
existantes ne parviennent pas a préserver efficacement les informations diagnostiques tout en
obfusquant les identifiants du locuteur.

Lorsqu’ils sont utilisés comme générateurs de deepfakes pathologiques, ces anonymisateurs
entrainent une baisse significative des performances de détection, particulierement lorsque les

19



informations de santé et de prosodie sont préservées. Cela suggere que les modéles actuels de
détection de deepfakes ne sont pas encore robustes face a ce type unique de deepfake. Bien que
les informations liées a la santé soient souvent négligées dans les modéles génératifs existants,
les recherches futures devraient prendre en compte les deepfakes pathologiques pour améliorer
la généralisabilité des modéles.

0.8 Chapitre 6 : Un modeéle indépendant des taches, explicable et respectueux de
la vie privée

Dans les chapitres précédents, nous avons présenté différentes méthodes visant a améliorer
la généralisabilité, l'interprétabilité et la préservation de la vie privée dans les applications vocales.
Bien que ces techniques aient montré des résultats prometteurs, chacune aborde seulement un
aspect du probléme. Par exemple, les modéles proposés au chapitre [4] visent a améliorer la géné-
ralisation mais ne prennent pas en compte la confidentialité des utilisateurs, nécessitant ainsi le
recours aux méthodes d’anonymisation vocale introduites au chapitre [5|pour combler cette lacune.
Cependant, cela complique la conception globale du systéme et exige un réglage minutieux de
chaque composant pour éviter une dégradation des performances. Des problémes similaires se
retrouvent dans de nombreuses applications vocales en conditions réelles, ou I'agrégation de plu-
sieurs modeles spécifiques a des taches distinctes est nécessaire pour répondre a divers besoins.

Une facon de résoudre ce probléme consiste a explorer des modéles capables d’étre indépen-
dants des taches. Ainsi, des représentations universelles pour la parole, telles que Wav2vec?2 (Baevski
et al., |2020), WavLM (Chen et al., 2022) et HUBERT (Hsu et al., 2021), ont été proposées et ont
suscité un intérét croissant en raison de leur généralisabilité a différentes taches en aval (Yang
et al., [2021a). Toutefois, elles ont principalement été évaluées sur des taches vocales convention-
nelles, telles que la reconnaissance vocale, I'identification du locuteur et la reconnaissance des
émotions. Avec l'intérét croissant pour le diagnostic de santé et la détection de deepfakes, il n’est
pas évident que ces représentations universelles soient optimales pour ces taches. De plus, étant
donné que ces représentations sont congues pour inclure a la fois des informations linguistiques et
paralinguistiques, il est difficile de déterminer les attributs acoustiques utilisés pour chaque tache
spécifique. Enfin, puisque ces représentations sont connues pour contenir des informations rela-
tives a l'identité de I'utilisateur, leur utilisation dans des applications sensibles a la vie privée peut
étre limitée. Dans cette section, nous explorons la possibilité de concevoir une architecture de mo-
dele applicable a une variété de taches vocales (c’est-a-dire indépendante des taches), capable
d’apprendre une représentation explicable et dissociée de I'identité du locuteur.
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0.8.1 Meéthodes proposées

Les représentations universelles pour la parole existantes peuvent étre considérées comme
des représentations temporelles, ou chaque cadre temporel (20-25 ms) est associé a un vecteur
de caractéristiques de haute dimension. Ce design des encodeurs est principalement destiné a
traiter des taches nécessitant des décisions au niveau des cadres, comme la reconnaissance au-
tomatique de la parole (ASR) ou la détection d’événements acoustiques. Cependant, les taches
telles que le diagnostic de santé et la détection de deepfakes opérent au niveau des énoncés et
ne nécessitent pas de décisions a chaque cadre. Une solution couramment adoptée consiste a
effectuer un regroupement temporel pour obtenir une décision globale par énoncé. Cette méthode
repose sur I'’hypothese que les attributs au niveau des énonceés, tels que l'identité du locuteur et
les informations de santé, peuvent également étre encodés au niveau des cadres. Les statistiques
temporelles peuvent alors étre utilisées pour déduire le motif global. Cependant, nous soutenons
que les statistiques temporelles (par exemple, la moyenne et I'écart type) ne peuvent pas captu-
rer avec précision les attributs globaux. Une partie des informations au niveau des cadres (par
exemple, les phonémes) peut étre redondante pour les taches au niveau des énoncés et entrainer
une dégradation des performances du modeéle.

Par conséquent, nous proposons une nouvelle architecture de modéle, appelée WavRx, qui
se concentre sur les dynamiques a long terme des représentations universelles. Nous nous inspi-
rons du concept de spectre de modulation introduit dans les chapitres précédents, qui extrait les
périodicités de chaque canal de fréquence dans le spectrogramme, et appliquons une opération
similaire & chaque canal de caractéristiques des représentations universelles. Etant donné que les
représentations universelles sont généralement encodées avec une résolution temporelle de 20-
25 ms, nous appliquons une transformée de Fourier a court terme (STFT) le long de I'axe temporel,
avec une fenétre de taille beaucoup plus grande. Cela permet de convertir la représentation tem-
porelle en domaine fréquentiel, capturant ainsi les dynamiques des variations temporelles, ce qui
constitue le coeur de WavRx. Intuitivement, nous formulons I'hypothése que les attributs globaux
peuvent étre mieux encodés par les fréquences des représentations universelles, ce qui élimine la
majorité des détails au niveau des cadres. Finalement, WavRx étend la représentation universelle
en intégrant une branche dédiée aux dynamiques, qui encode les fréquences des embeddings
temporels. Pour les taches de diagnostic et de détection de deepfakes, les représentations dyna-
miques et temporelles peuvent ensuite étre fusionnées afin d’obtenir les meilleures performances.

0.8.2 Résultats et discussions

Nous avons évalué WavRx sur deux types de taches : le diagnostic de santé, ou six ensembles
de données pathologiques couvrant quatre maladies différentes sont utilisés, et la détection de
deepfakes, avec trois ensembles de données dédiés. Lors de I'évaluation, nous avons suivi une
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configuration similaire a celle des chapitres précédents, avec des entrainements et tests réalisés
dans des contextes intra-dataset et inter-datasets. Concernant le diagnostic de santé, WavRx dé-
passe les autres grands modéles de la parole (par exemple, Wav2vec2, WavLM, HUBERT, AST,
ECAPA-TDNN) sur cing des six ensembles de données évalués. Il démontre également une ca-
pacité de diagnostic en zéro-shot lorsqu’il est testé sur des données inconnues présentant des
pathologies similaires a celles des données d’entrainement (par exemple, la dysarthrie). En outre,
lorsqu’un classificateur est entrainé sur les embeddings de WavRx pour l'identification de locu-
teurs, la précision obtenue est nettement inférieure a celle obtenue avec des représentations
universelles. En visualisant les embeddings projetés de WavRx, ceux provenant de différentes
maladies sont bien discriminés, tandis que ceux provenant de différents locuteurs sont regrou-
pés. Ensemble, ces résultats suggérent que I'identité du locuteur est mieux dissociée des attributs
pertinents pour la tdche dans les embeddings de WavRx, sans aucune dégradation des perfor-
mances pour la tdche aval. De maniére similaire, WavRx surpasse également les représentations
universelles pour les taches de détection de deepfakes. Lorsque les modéles sont entrainés avec
ASVspoof2019 et testés sur ASVspoof2021, une dégradation moindre est observée lorsque les
embeddings dynamiques sont utilisés.

Par ailleurs, alors que les représentations universelles sont connues pour étre difficiles a inter-
préter en raison des variations temporelles entre les échantillons, WavRx présente I'avantage de
fournir une visualisation statique dans le domaine fréquentiel. Avec les taches de diagnostic et de
détection de deepfakes, des motifs similaires dans le domaine fréquentiel sont observés pour des
classes similaires, par exemple, des maladies ayant des pathologies proches ou des deepfakes
générés a I'aide des mémes vocodeurs.

0.9 Conclusions

Dans cette thése, nous nous sommes concentrés sur le développement d’applications acous-
tigues généralisables, interprétables et respectueuses de la vie privée, telles que les diagnostics
de santé et la détection des deepfakes. Les principales contributions de cette thése peuvent étre
résumées comme suit :

Jeu de données. Les jeux de données de toux existants manquent d’annotations sur les phases
de la toux, qui sont frequemment utilisées en évaluation clinique pour aider au diagnostic des
maladies respiratoires. Pour combler cette lacune, nous avons ouvert un jeu de données annoté
comprenant plus de 1000 enregistrements de toux liés a la COVID-19, annotés manuellement. Il
s’agit du plus grand jeu de données de toux avec des annotations détaillées a ce jour. La mise a
disposition de ce jeu de données encouragera le développement de nouveaux modeles de traite-
ment de la toux et permettra une meilleure compréhension de la physiologie de la toux.
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Ensembles de caractéristiques. Nous avons proposé deux ensembles de caractéristiques ba-
sées sur des connaissances pour les taches de diagnostic de santé. Le premier combine des
caractéristiques extraites du spectre de modulation et des caractéristiques de prédiction linéaire,
visant a capturer les anomalies articulatoires et respiratoires dans la parole pathologique. Nous
avons démontré leur efficacité dans les taches de détection de la COVID-19, surpassant les ca-
ractéristiques largement utilisées d’'openSMILE en termes de généralisation sur des données non
vues. Le second ensemble de caractéristiques, basé sur notre jeu de données annoté, consiste
en des descripteurs liés aux phases qui identifient des anomalies au niveau des poumons, de
la trachée et des cordes vocales. Nous avons montré que les caractéristiques liées aux phases
surpassent de maniere significative les caractéristiques acoustiques extraites a I'aide d’outils stan-
dard.

Architectures de modeéles et stratégies d’apprentissage. Nous avons proposé plusieurs nou-
velles architectures de modeéles et stratégies d’apprentissage avec une meilleure généralisabilité
et interprétabilité. Cela inclut : (1) MTR-CRNN, qui apprend a capturer des biomarqueurs res-
piratoires en se concentrant sur des régions spécifiques dans la représentation du modulation
tensorgram, identifiées grace a une carte de saillance spectrale-temporelle. Sa généralisabilité
inter-données pour la détection de la COVID-19 est nettement supérieure aux réseaux de réfé-
rence comme VGGish, ainsi qu’a d’autres systémes primés basés sur des connaissances. (2)
SLIM, un cadre d’apprentissage innovant qui capture la dépendance entre le style et le contenu
linguistique dans la parole réelle et I'utilise pour la détection des deepfakes. Contrairement aux mo-
deéles existants qui s’appuient uniquement sur I'apprentissage supervisé, SLIM integre une phase
d’apprentissage contrastif auto-supervisé pour capturer les modéles de parole réels absents des
représentations SSL existantes. Sans fine-tuning complet, nous avons montré que SLIM surpasse
de maniére significative d’autres grands modéles de parole entierement ajustés, en particulier
pour la détection d’attaques inconnues. (3) Pour protéger la vie privée des utilisateurs dans les
systemes de diagnostic vocal, nous avons évalué les méthodes existantes d’anonymisation de la
voix et proposé une méthode améliorée qui atténue la dégradation des précisions diagnostiques.
Enfin, (4) nous avons introduit WavRx, un modéle indépendant des taches, interprétable et pré-
servant la vie privée. WavRx atteint non seulement I'état de I'art sur divers jeux de données de
parole pathologique et synthétisée, mais produit également des représentations plus facilement
interprétables et indépendantes des locuteurs. Ces caractéristiques démontrent son potentiel pour
une utilisation dans des applications réelles.
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1 INTRODUCTION

Human-centric audio applications, such as automatic speech recognition (ASR), speaker veri-
fication (SV), and respiratory health diagnostics, have become integral to diverse fields, including
customer service (Wang et al., [2023b), autonomous driving (Cui et al., 2024), healthcare (Lugovic
et al., 2016), and biometrics (Markowitz, [2000), just to name a few. As these applications transition
into real-world use, achieving robust performance demands a focus on three essential properties :
generalizability, interpretability, and security.

Generalizability refers to a model’s capability to maintain high predictive accuracy when tes-
ted on data with unseen distributions, i.e., distributions that differ from the data seen during trai-
ning (Wang et al.l 2022). While machine learning (ML) systems usually assume the similar data
distributions for training and test sets, this is usually hard to achieve in real-world scenarios, where
various factors, such as background noise, recording conditions, or different dialects, could mis-
lead the model to make false predictions. As ML models are known to be data-hungry, one way
to improve generalizability is through data manipulation, such as augmentation or generation, to
expand the diversity and quantity of training data (Adila et al., [2022). While such methods are
simple and cheap to implement, they can be ineffective when little knowledge is known about the
testset distributions and may introduce unwanted model biases (Maharana et al., 2022). Another
line of work focuses on investigating novel model architectures and learning strategies, which aim
at learning a generalizable representation while keeping training data intact (Wang et al., |2022).
A generalizable representation is expected to contain only task-related attributes while being inde-
pendent of unwanted factors. In the case of speech health diagnostics, for example, a generalizable
representation should contain only health-related information while being robust to other acoustic
attributes, such as gender, language, and speech content.

For some speech applications, such as healthcare, high accuracy alone is not sufficient, since
the decision-making process of ML/DL models needs to be understood by human experts in order
to establish trust. In these cases, models need to be interpretable so that both correct and incor-
rect decisions can be explained and validated by humans. Take health diagnostics as an example,
interpretability enables clinicians to understand the basis of a model’s predictions, such as specific
vocal biomarkers or acoustic patterns indicative of certain conditions (Doshi-Velez et al., |2017).
An interpretable model helps experts assess the reliability of its outputs, facilitating informed clini-
cal decisions that align with domain knowledge. However, one challenging issue faced by ML/DL
models is the trade-off between performance and interpretability. While pure data-driven models
usually provide better performance, the lack of interpretability limits their application in real-world
scenarios.

Lastly, since voice carries a variety of speaker-specific information, such as gender and age,
it has been used as a biometric modality in many user verification applications, such as gaining
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access to personal banks (Markowitz, 2000). Meanwhile, with the rapidly growing number of voice
cloning tools, it is now possible to replicate someone’s voice using only a 3-second voice recording
(Wang et al., [2023a). As such, regulations have been made worldwide to protect individuals’ voice
biometrics and to limit the use of voice cloning tools, some examples include the General Data
Protection Regulation (GDPR) in Europe (Zarsky, 2016) and the Personal Information Protection
Law (PIPL) in China (Calzada, 2022). In this dissertation, we propose to address the security and
privacy-preserving issue via voice anonymization which obfuscates user identity when sharing the
data, and deepfake detection to identify synthesized voice.

1.1 Objectives

The research work described in this dissertation aims at improving the generalizability, explai-
nability, and security of audio applications. The detailed objectives are summarized as follows :

1. Design novel features and representations for improving the generalizability and interpreta-
bility of health diagnostics and deepfake detection models;

2. Explore novel model architectures that can be reused for different datasets and tasks;

3. Develop model training strategies to learn generalizable representations and improve the
explainability of decision-making process of black-box models;

4. Design privacy-preserving techniques that secure user’s identity while maximizing downs-
tream task performance.

1.2 Summary of Contributions

The contribution of the research work reported in this dissertation can be summarized as fol-
lows :

1. We curated a phase-annotated cough dataset and developed several physiological-inspired
systems for speech and cough based health diagnostics. Different from the black-box mo-
dels, the proposed features and models are motivated from the nature of human articulation
and respiration, hence can be better explained and generalized across different datasets.

2. We designed a novel end-to-end model with a learnable spectral-temporal saliency map for
health diagnostics. With the guidance from the saliency map, the proposed model showed to
generalize well to speech samples from unseen datasets with more interpretable decision-
making processes.

3. We conducted a comprehensive evaluation of the feasibility of using voice anonymization to
protect the user identity leakage for speech-based health diagnostic models. We further de-
signed an improved anonymization approach to tackle limitations of the existing techniques.

4. We explored the robustness of current deepfake detection models to anonymized health
and pathological speech, and further discussed the observed limitations and challenges.
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5. We proposed a novel pre-training strategy for generalized audio deepfake detection, which
focuses on the style-linguistic mismatch in generated speech. Existing models typically
rely on supervised training with universal representations, our proposed representation, on
the other hand, is learned in a self-supervised manner without the need for fake speech
samples, and is shown to generalize better to unseen attacks than other widely used uni-
versal representations.

6. We proposed a generic model architecture that focuses on the temporal dynamics of uni-
versal speech representations. The model is shown to achieve state-of-the-art on multiple
pathological speech datasets as well as deepfake speech datasets, along with good zero-
shot generalizability. We also showed that the learned dynamics are independent of speaker
identities, hence can be used for privacy-preserving applications.

1.3 Publications

Here, we list the published papers related to the projects conducted during the PhD program.
Publications included in the dissertation
Journal publications

Zhu, Yi, and Tiago Falk. "WavRx : a Disease-Agnostic, Generalizable, and Privacy-Preserving
Speech Health Diagnostic Model." IEEE Journal of Biomedical Health Informatics, early access,
14 pages, Sept. 2024.

Zhu, Yi, and Tiago H. Falk. "Spectral-temporal saliency masks and modulation tensorgrams
for generalizable COVID-19 detection." Computer Speech & Language, Vol. 86, June 2024.

Zhu, Yi, Mohamed Imoussaine-Aikous, Carolyn Cété-Lussier, and Tiago H. Falk. "On the Im-
pact of Voice Anonymization on Speech Diagnostic Applications : a Case Study on COVID-19
Detection." IEEE Transactions on Information Forensics and Security, Vol. 19, pp.5151-5165, April
2024.

Zhu, Yi, Abhishek Tiwari, Jodo Monteiro, Shruti Kshirsagar, and Tiago Henrique Falk. "COVID-
19 detection via fusion of modulation spectrum and linear prediction speech features." IEEE/ACM
Transactions on Audio, Speech, and Language Processing, Vol. 31, pp. 1536-1549, April 2023.

Conference proceedings

Zhu, Yi, Surya Koppisetti, Trang Tran, and Gaurav Bharaj. "SLIM : Style-Linguistics Mismatch
Model for Generalized Audio Deepfake Detection." Advances in neural information processing sys-
tems (NeurlPS) 2024.

Zhu, Yi, Saurabh Powar, and Tiago H. Falk. "Characterizing the temporal dynamics of universal
speech representations for generalizable deepfake detection." In 2024 |IEEE International Confe-

27



rence on Acoustics, Speech, and Signal Processing (ICASSP) Workshops, pp. 139-143. |IEEE,
2024.

Zhu, Yi, Mohamed Imoussaine-Aikous, Carolyn Coté-Lussier, and Tiago H. Falk. "Investiga-
ting biases in COVID-19 diagnostic systems processed with automated speech anonymization
algorithms." In 3rd Symposium on Security and Privacy in Speech Communication, pp. 46-54.
2023.

Zhu, Yi, Mahil Hussain Shaik, and Tiago H. Falk. "On the importance of different cough phases
for COVID-19 detection." International Conference on Acoustics, Speech and Signal Processing
(ICASSP), pp. 1-5. IEEE, 20283.

Zhu, Yi, and Tiago H. Falk. "Fusion of modulation spectral and spectral features with symptom
metadata for improved speech-based COVID-19 detection." International Conference on Acous-
tics, Speech and Signal Processing (ICASSP), pp. 8997-9001. IEEE, 2022.

Zhu, Yi, Alex Mariakakis, Eyal De Lara, and Tiago H. Falk. "How generalizable and interpre-
table are speech-based COVID-19 detection systems? : A comparative analysis and new system
proposal." In 2022 IEEE-EMBS International Conference on Biomedical and Health Informatics
(BHI), pp. 1-5. IEEE, 2022.

Other publications
Journal publications

Zhu, Yi, Mahsa Abdollahi, Ségolene Maucourt, Nico Coallier, Heitor R. Guimaraes, Pierre Gio-
venazzo, and Tiago H. Falk. "MSPB : a longitudinal multi-sensor dataset with phenotypic trait mea-
surements from honey bees." Nature Scientific Data 11, no. 1 (2024) : 860.

Fischer, Bennet, Mario Chemnitz, Yi Zhu, Nicolas Perron, Piotr Roztocki, Benjamin MacLellan,
Luigi Di Lauro et al. "Neuromorphic Computing via Fission-based Broadband Frequency Genera-
tion." Advanced Science 10, no. 35 (2023) : 2303835.

Tiwari, Abhishek, Raymundo Cassani, Shruti Kshirsagar, Diana P. Tobon, Yi Zhu, and Tiago
H. Falk. "Modulation spectral signal representation for quality measurement and enhancement of
wearable device data : A technical note." Sensors 22, no. 12 (2022) : 4579.

Conference proceedings

Zhu, Yi, Mahsa Abdollahi, Ségoleéne Maucourt, Nico Coallier, Heitor R. Guimaraes, Pierre Gio-
venazzo, and Tiago H. Falk. "Early prediction of honeybee hive winter survivability using multi-
modal sensor data." In 2023 |IEEE International Workshop on Metrology for Agriculture and Fores-
try (MetroAgriFor), pp. 657-662. IEEE, 2023.

Guimaraes, Heitor R., Mahsa Abdollahi, Yi Zhu, Ségoléne Maucourt, Nico Coallier, Pierre Gio-
venazzo, and Tiago H. Falk. "Adapting Self-Supervised Features for Background Speech Detection
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in Beehive Audio Recordings." In 2023 IEEE International Workshop on Metrology for Agriculture
and Forestry (MetroAgriFor), pp. 663-667. IEEE, 2023.

Guimaraes, Heitor R., Yi Zhu, Orson Mengara, Anderson R. Avila, and Tiago H. Falk. "Asses-
sing the vulnerability of self-supervised speech representations for keyword spotting under white-
box adversarial attacks." In 2023 |IEEE International Conference on Systems, Man, and Cyberne-
tics (SMC), pp. 1672-1677. IEEE, 2023.

1.4 Open-source code and model hyperparameters

Here, we list the links to open-source code produced within research projects reported in this
document.

1. https://github.com/zhu00121/WavRx
2. https://github.com/zhu00121/Anonymized-speech-diagnostics

3. https://github.com/zhu00121/Universal-representation-dynamics-of-deepfake-s
peech

4. https://github.com/MuSAELab/modulation_filterbanks
5. https://github.com/zhu00121/two_stage_fusion

6. https://github.com/MuSAELab/COVID_Cough_Phases

The hyper-parameters of the open-sourced models are described in detail in the corresponding
publications. To facilitate better readability of this dissertation, we leave out these details in the text,
and encourage interested readers to refer to the publications listed in Section|1.3

1.5 Thesis organization

The remainder of this document is organized as follows : Chapter 2 includes some background
on the human acoustic signals, as well as their commonly-used representations. It also describes
all the datasets used for the studies included in this dissertation. In Chapter 3, we introduce the
knowledge-based features extracted from cough and speech signals, as well as their performance
on health diagnostic tasks with feature interpretation. In Chapter 4, we show two different repre-
sentation learning frameworks for generalizable and interpretable classification tasks. One relies
on saliency-map guided supervised training for health diagnostics, and the other leverages self-
supervised contrastive learning for deepfake detection. In Chapter 5, we explore the feasibility of
using voice anonymization for user identity protection in health diagnostics tasks. We further show
that the generative models used for anonymization can be modified to generate deepfake samples
to attack detection systems. In Chapter 6, we introduce a generic model architecture with state-
of-the-art performance on health diagnostics and deepfake detection tasks. It demonstrates good
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zero-shot generalizability and interpretability, while disentangling the speaker-related attributes.
Finally, conclusions are summarized in Chapter 7 along with discussions on future work directions.
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2 BACKGROUND

In this Section, we firstly introduce the physiological nature behind the production of different
sound modalities. We then describe the knowledge-based features as well as deep representa-
tions extracted from these sound modalities for different downstream tasks. Lastly, we dive into
three major applications this dissertation focuses on and introduce their background and current
challenges.

2.1 Production and Application of Speech and Cough Signals

2.1.1 Speech signals

The production of speech signals is a complex physiological process that involves the coor-
dination of multiple anatomical structures. Speech production begins with the respiratory system,
where airflow is generated from the lungs (Honda, 2008). The air is expelled through the trachea
and into the larynx, where the vocal folds are located. When the vocal folds are closed and air
passes through them, they vibrate to produce voiced sounds. Meanwhile, speech also includes
unvoiced segments, where airflow is not interrupted by the vocal folds, resulting in sounds like fri-
catives (e.g., /s/ or /f/), plosives (e.qg., /p/, /t/), and nasal stops (e.g., /m/, /n/). These sound waves
are further shaped into distinct speech sounds through the actions of the articulatory system, which
includes the tongue, lips, teeth, and palate (Stevens| [2000). The movement of these articulators
modifies the airflow which leads to the speech that can be perceived by humans.

Speech carries layers of information, such as the speech content, speaker identity, emotion,
health, etc. One common way to categorize them is to divide speech into linguistic and paralin-
guistic aspects (Schuller et al., 2013a). Linguistic aspects refer to the explicit verbal content, in-
cluding vocabulary and syntax, while paralinguistic attributes encompass non-verbal elements that
influence how the message is interpreted (Scherer, [2003; [Schuller et al., 2013a). For example,
paralinguistic attributes like prosody, pitch, tone, loudness, and speech rate, significantly impact
the listener’s perception and understanding of the spoken message.

Among many paralinguistic speech applications, one emerging topic is speech-based health
diagnostics (Ramanarayanan et al., 2022). Since respiratory and articulatory systems can be af-
fected by a large number of diseases, such as COVID-19, Parkinson’s disease, Dysarthria, or
Chronic Obstructive Pulmonary Disease (COPD), changes in speech patterns can be induced by
abnormalities in these regions, which makes speech a potential candidate for health diagnostics
and monitoring. For instance, individuals with neurodegenerative diseases, such as Alzheimer’s or
Parkinson’s, may exhibit distinct alterations in their speech, including changes in volume, clarity,
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and rhythm, which can be analyzed to monitor disease progression (Brabenec et al., [2017). More
recently, a substantial body of work has shown the use of speech for COVID-19 detection (Desh-
pande et al., 2020a).

2.1.2 Cough signals

Another acoustic modality entailing information regarding the respiratory health condition is the
cough. While coughs originate from the airflow from lungs, which is similar to speech, it is a reflex
action and does not require fine motor control. The process of coughing involves a rapid inhalation
followed by a forceful exhalation against a closed glottis, which then abruptly opens, releasing a
burst of air (Chung et al., [2008; |Piirila et al., [1995). For involuntary coughs, the vocal folds do
not vibrate, as the primary goal is not sound production but the expulsion of substances from the
respiratory tract (Fontana et al.,[2006). For voluntary coughs (i.e., forced coughs), however, studies
have shown more involvement of vocal folds in order to initiate the bursting sound production
(Fontana et al., 2006; Lee et al.,|2002).

Cough is an important symptom of over 100 diseases (Korpas et al., [1996), such as COPD,
asthma, and COVID-19 (Ciotti et al., 2020), to name just a few. Pathological abnormalities in the
respiratory system (e.g., phlegm, inflammation in lung bifurcations) can be reflected by the changes
in the characteristics of the coughs (Korpas et al., 1987). A cough sound can be generally divided
into three phases : (1) inhalation (inspiration), where the glottis remains wide open to bring air
into the lung area; (2) compression, where a forced expiratory effort is against the closed glottis;
and (3) expulsion, where the glottis is open again in the moment of the transient explosive sound is
generated (Chung et al.,|2008). Clinical studies have shown that cough phase patterns vary across
respiratory diseases (Piirila et al.,|1995) and abnormalities in different cough phases can be linked
to different pathological origins (Korpas et al., [1996). For example, the length of the compression
phase can be indicative of the location of secretions in lung airways (Piirila et al., 1995), while
the first explosive sound reflects the condition of tracheal bifurcations (Korpas et al.,|1996). Given
that cough can be collected in the same way as speech while carrying potentially fewer biasing
factors (e.g., speech content), it has been used for health diagnostic tasks in several recent studies
(Infante et al., 2017} |Alqudaihi et al., 2021 [Tena et al., [2022).

2.2 Audio Representations

2.2.1 Knowledge-based features

Earlier works have emphasized the use of knowledge-based features to characterize under-
lying speech characteristics. Beyond conventional speech features, such as mel-spectrograms or
mel-frequency cepstral coefficients (MFCCs), various studies have explored a wide range of fea-
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tures tailored to specific applications. Some examples include phonation and articulation features
for speech motor control tasks (Arias-Vergara et al., [2017; Vasquez-Correa et al., 2018), linear
prediction (LP)-based features for separating vocal source and vocal tract information (Zhu et al.,
2023f), prosodic features to represent pitch, energy, and rhythm (Schuller et al., 2013b), as well
as glottal flow features to model vocal fold behavior (Drugman et al., 2012). Furthermore, some
larger feature sets have been proposed which aggregates different low-level descriptors of speech
and their statistics. The openSMILE ComParE feature set (Eyben et al., 2010), for instance, has
been widely adopted as a baseline across several tasks, including detection challenges involving
different types of speech attributes (Schuller et al., 2021}, 2017). Other widely used feature sets
include GeMAPS (Eyben et al., 2015), which focuses on capturing voice quality and emotional ex-
pression, and the extended GeMAPS (eGeMAPS), designed to balance comprehensiveness and
computational efficiency for paralinguistic tasks (Eyben et al., [2015).

Once extracted, these hand-crafted features are typically fed into classical ML classifiers, such
as support vector machines (SVM) or random forests. The benefits of using hand-crafted features
include their explainability, the suitability for small datasets, and their potential for better generali-
zation across diverse datasets (Zhu et al., [2022). These features also facilitate the integration of
domain-specific knowledge, offering insights into the underlying mechanisms of speech production
and perception. These advantages make knowledge-based features great candidates for tasks
with limited amount of data and varied data distributions, such as health diagnostics.

2.2.2 Deep representations

Recent advancements in deep learning have significantly enhanced model performance on
various speech tasks through learning representations from deep neural networks (hereinafter re-
ferred to as deep representations). For utterance-level representations, one commonly-used deep
representation is the x-vector (Snyder et al., 2018), which employs deep neural networks for spea-
ker verification and identification tasks. Utilizing a time-delay neural network (TDNN), the x-vector
model extracts speaker embeddings from variable-length speech segments, effectively capturing
temporal dynamics within the audio signal (Snyder et al., 2018). The ECAPA-TDNN architecture
further incorporates a context aggregation module and a lightweight convolutional design to en-
hance the representation of speaker characteristics (Desplanques et al., 2020). By leveraging
attention mechanisms and multi-scale feature extraction, ECAPA-TDNN has been shown to out-
perform x-vector on speaker recognition benchmarks while minimizing the influence of noise and
variability in recording conditions. While trained for speaker tasks, both representations have de-
monstrated good performance when transferred to other paralinguistic tasks (Morais et al., [2022).

In parallel to these supervised learning techniques, self-supervised learning (SSL) has gai-
ned attention for its ability to learn richer representations from unlabelled data. Models such as
Wav2Vec2 (Baevski et al., [2020), WavLM (Chen et al.| |2022), and HUBERT (Hsu et al., |2021)
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exemplify this paradigm. Wav2Vec 2.0 employs contrastive learning to model speech representa-
tions by predicting masked portions of input audio based on contextual information (Baevski et al.,
2020). The embeddings from different transformer layers have shown useful on several different
downstream tasks, including automatic speech recognition (ASR), speaker verification, and emo-
tion recognition. WavLM builds on Wav2Vec?2 by performing denoising together with masked token
prediction, and has shown better performance in paralinguistic tasks, such as emotion recogni-
tion and speaker identification (Chen et al., 2022). HUBERT utilizes a hierarchical framework to
learn contextualized speech representations by masking input audio and predicting these mas-
ked segments (Hsu et al., 2021). These SSL models have proven effective for a wide range of
speech-related tasks (Yang et al., [2021a), showcasing the efficacy of SSL for learning generali-
zable representations.

The success of self-supervised pre-training has extended to foundation models and universal
representations for specific domains, where large transformer-based models are pre-trained with
domain-specific data, such as respiratory sound (Baur et al., [2024; [Zhang et al., [2024b,a). For
example, Health-aware Audio Representation (HeAR) is a masked autoencoder (MAE) based mo-
del pre-trained on 313 million 2s-long respiratory audio clips (Baur et al., 2024), and achieves bet-
ter performance than general SSL audio representations on health diagnostics tasks. Recent works
have also explored other generative and contrastive methods for large-scale pre-training (Zhang
et al., 2024a), as well as leveraging pre-trained large language models to improve generalizabi-
lity (Zhang et al., 2024b). Compared to knowledge-based features and supervised trained repre-
sentations, SSL representations have shown marked improvement on generalization to unseen
data without the need for large-scale downstream supervised training.

2.3 Scope of Applications

In this manuscript, we focus on three distinct audio applications. The following subsections
provide an introduction of each application and the key challenges they face.

2.3.1 Audio-based Health Diagnostics

During recent years, speech and respiratory signals have emerged as promising modalities
for disease diagnosis and remote health monitoring. Compared to conventional testing methods,
such as X-rays, CT-scans, and blood tests, audio diagnostic systems are advantageous in terms
of short processing time and low testing cost. Audio diagnostics is based on the assumption that
diseases causing abnormalities in articulatory and/or respiratory systems would lead to an atypical
pattern in human voice and respiration (Fagherazzi et al., 2021). Such abnormality could be due to
a variety of reasons, such as impaired neuromuscular control or an inflammation in the vocal tract
and lungs (Fagherazzi et al., [2021).
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While the impact on the acoustic signals may sometimes be imperceptible to humans, a ML
model could be trained to detect certain disease-related digital biomarkers. In a typical audio-
based health diagnostic system, users are prompted to read several sentences or cough a few
times, while the acoustic signals are collected remotely via a microphone. The signals are then
sent to the diagnostic model to extract digital biomarkers and decide if the user is disease-positive
or negative. Existing audio diagnostic models are facing generalization and interpretability issues
(Naude, 2020). The former refers to the case where models trained on one dataset have been ob-
served to perform poorly on unseen datasets; while the latter points to the black-box nature of most
diagnostic models, where the decision-making process cannot be explained by a human. Together,
these issues make it challenging for existing models to be deployed in real-world settings. In this
manuscript, we introduce novel features and ML techniques that improve the model generalization
and interpretability.

2.3.2 Synthesized Speech Detection

The growing interest in generative models has led to an expansion of publicly available tools
that can closely mimic the voice of a real person (Tan et al., 2021). Text-to-speech (TTS) or voice
conversion (VC) systems can now be used to synthesize a fake voice from only a few seconds
of real speech recordings (Tan, 2023). When these generation tools are used by bad actors, their
outputs, commonly referred to as ‘audio deepfakes’ (Khanjani et al., 2023), can pose serious dan-
gers. Examples include impersonation of celebrities/family members for robocalls (Knibbs, 2024),
illegal access to voice-guarded bank accounts (Cox, 2023), or forgery of evidence in court (Pender,
2023). Therefore, synthesized speech detection models have been explored to tackle audio deep-
fakes. However, similar to audio diagnostic systems, deepfake detection models lack generalization
to unseen generative models (i.e., unseen attacks) as well as explainability of model decisions. In
this manuscript, we introduce novel models and learning strategies that help bridge this gap.

2.3.3 Voice Anonymization

Today, the great majority of speech applications rely on deep neural network (DNN) architec-
tures with models containing hundreds of millions of parameters with this number continuously
rising. Commonly, these parameters are not stored locally on mobile devices (Wang et al., [2018a)
and speech data are sent and processed in the cloud; decisions are then transmitted back to the
user device. As more and more cases of cyberattacks are being reported (Stuppl 2019; Kaloudi
et al.,[2020; Yamin et al.,[2021), this transmission of speech data over the cloud could pose serious
threats to user privacy and security. It has been previously reported that voice assistants and many
third-party applications collect users’ voice without their knowledge and share it with advertising
partners (lgbal et al., 2022). For example, Amazon patented a technique which recognizes health
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status via conversations with users and advertises the related medicines to them (Jin et al.,|2018).
This could be particularly risky for speech diagnostics applications, since the user’s voice could
be linked with sensitive medical information, such as health status (Latif et al, 2020a)), disease
progression (Harel et al., 2004), or mental state (Low et al., 2020), just to name a few. As such,
speech privacy-preserving methods have gained increased attention globally, especially with the
release of regulations, such as the General Data Protection Regulation (GDPR) in Europe (Zarsky,
2016) and the Personal Information Protection Law (PIPL) in China (Calzada, 2022). The latter is
particularly aimed at personal biometrics (i.e., voice, facial image, and fingerprints).

Alternately, voice anonymization methods have emerged with the aim of manipulating the
speech signal such that information about speaker identity is obfuscated, while the linguistic content
and other para-linguistic attributes (e.g., timbre, naturalness) remain intact. Given the burgeoning
interest in this domain, the Voice Privacy Challenge series (VPC) were held in 2020 and 2022 to
foster development in speech anonymization techniques (Tomashenko et al., 2022b,a). However,
these challenges were aimed at developing anonymization methods for downstream automatic
speech recognition tasks (Tomashenko et al., [2022bla; Fang et al., |2019; Meyer et al., [2022a),
where linguistic content was preserved, but not para-linguistic information. Therefore, part of this
dissertation is dedicated to exploring the impact of voice anonymization techniques on health diag-
nostics tasks, as well as new anonymization approaches that can simultaneously preserve health
information and user privacy.

Moreover, as the field of voice-based remote diagnostics progresses, it is likely that in the future
the first step in a diagnostic system will entail a deepfake detection step, to ensure that fraud is
not being committed (e.g., see (Chen et al., 2021b))). Since voice anonymization is one application
of voice conversion, the anonymized voice can be regarded as a special type of ‘deepfake’ and
be blocked by future deepfake detection systems. As an exploratory goal, in this thesis we mea-
sure the robustness of existing deepfake detection models (trained on non-pathological speech) to
anonymized pathological speech and discuss the limitations and challenges observed.

2.4 Datasets

Since some datasets have been reused across several projects, here we list all pathological
and synthesized audio datasets that have been used by papers incorporated in this thesis to avoid
repetitive descriptions in later chapters. Since the train-validation-test splits vary across projects,
this information is detailed in the experimental setup in the corresponding chapters.
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TABLEAU 2.1 : Summary of pathological audio datasets and their occurrences in different chapters in this dis-
sertation.

Dataset Modality Pathology Chapter
! CS-Res Speech Respiratory symptoms 6
! CS-Res-L Speech Respiratory symptoms 6
1 CS-Task2 Cough COVID-19 3
! CS-Task2 Speech COVID-19 3&48&5
CSS Speech & Cough COVID-19 3&4&5
DICOVA2  Speech & Cough COVID-19 3&4&5
TORGO Speech Dysarthria 6
Nemours Speech Dysarthria 6
NCSC Speech Cervical cancer 6

 Subsets from the Cambridge COVID-19 Sound Dataset.

2.4.1 Pathological audio datasets

In total, in this dissertation we employed seven datasets covering four types of speech-related
pathologies. Two modalities are explored, namely speech and cough signals. Details about these
datasets are described in the following paragraphs. Table [2.1]outlines the datasets used in different
chapters.

Cambridge COVID-19 Sounds Dataset At the time of writing, the Cambridge COVID-19 Sounds
Dataset exemplifies the largest publicly available audio database with various respiratory symp-
toms and self-reported COVID-19 status (Xia et al., 2021). It contains a total of 552h of audio
data recorded remotely from 36,116 individuals around the globe via an app interface. During data
collection, volunteers were prompted to conduct three tasks : (1) scripted speech, where all partici-
pants uttered the same sentence — ‘| hope my data can help to manage the virus pandemic’ — three
times in their mother tongue; (2) voluntary cough for three times; and (3) deep breathing through
the mouth for three to five minutes. In addition, they also self-reported their COVID-status along
with certain metadata information (e.g., gender, age, pre-existing medication condition, respiratory
symptoms). It should be emphasized that not all participants had conducted a PCR test before
recording, hence the COVID-status was in the form of a subjective evaluation (e.g., ‘I think never
had COVID-19’) rather than a binary label (i.e., positive vs negative). Such ambiguity in COVID-19
labels motivated us to use this database primarily for respiratory abnormality detection, and only
as an additional evaluation set for COVID-19 detection.

Although the COVID-19 Sounds database is advantageous in its size, it may not be the optimal
version to train a diagnostics model considering that multiple factors were not controlled, such as
language, sampling rate, or acoustic environment. Regarding respiratory symptom detection, we
set up two speech subsets from the original database by screening out several potential confoun-
ding factors. The first subset was released along with the original database, which was used as the
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benchmark data for the respiratory symptom prediction task in the COVID-19 Sounds paper (Xia
et al., 2021). This subset is henceforth referred to as CS-Res. CS-Res contains English samples
from 6,623 individuals with respiratory symptoms (e.g., sore throat, cough, etc.), resulting in a
total of 31.3h speech data. The sampling rates varied upon different devices used, with the ma-
jority sampled at 44.1 kHz (67.4%) and 16 kHz (29.8%). CS-Res was carefully curated so that the
recording quality and class balance were controlled.

The second subset is similar to CS-Res (in that only English samples are used) but without
controlling for the other factors. This subset is referred to as CS-Res-L, with a total of 123.1h
of speech, of which 57.1% were sampled at 16 kHz and 40.4% at 44.1kHz and the rest (2.5%)
were sampled at 8 kHz and 12 kHz. For both subsets, participants were labelled into two classes,
namely the positive ones who reported at least one respiratory symptom, and the negative ones
reporting no symptoms at all. With CS-Res, we followed the official partitions as described in (Xia
et al., 2021). With CS-Res-L, a customized speaker-independent split was performed with a ratio
of 7 :1 :2 (train :validation :test). Meanwhile, we ensured that the distribution of symptom labels,
gender, and age were similar in all three splits.

Furthermore, we employed another subset, termed CS-Task2, which was used as the bench-
mark data for the COVID-19 detection task in the COVID-19 Sounds paper (Xia et al., 2021). Two
modalities were included, namely cough and speech signals. The CS-Task2 originally contained
1,486 samples from 1,000 subjects. Since it was used only as a blind test set in our experiments,
we removed the duplicated users to simulate a real-world setting, thus a total of 1,000 speech
samples were used in our experiments. In these samples, 88% of the COVID-positive subjects are
symptomatic and 41% of the COVID-negative subjects are with COVID-like symptoms.

INTERSPEECH 2021 ComParE COVID-19 Dataset The INTERSPEECH 2021 ComParE COVID-
19 Dataset (CSS) is one of the earliest publicly available COVID-19 datasets, which was released
together with the INTERSPEECH 2021 ComParE challenge (Schuller et al., |2021). Similar to the
Cambridge COVID-19 Sounds Dataset, CSS contains both cough and speech signals, where the
speech utterance content is the same as CS. Recordings in both cough and speech sets are sam-
pled at 16 kHz. With the speech set, a total of eight languages were included, with the majority
of samples being uttered in English, Portuguese, Italian, and Spanish. The gender split was 45%
female and 35% male (the remaining 20% chose Prefer not to say or Other). Close to 28% of the
COVID-positive subjects were asymptomatic, while only 59% of the COVID-negative subjects were
without respiratory symptoms.

DiCOVA2 Dataset This dataset contains speech data used in the Second Diagnosing COVID-
19 using Acoustics challenge organized in India (Sharma et al., [2022). DICOVA2 collected multi-
modal acoustic data (i.e., speech, cough, and breathing) remotely from a total of 965 participants
via Android and Web apps. Participants were advised to keep the device 10 cm from their mouth
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during recording. For the speech track, participants did number counting from 1 to 20 in a normal
pace in English. The recordings were sampled at 48 kHz. Furthermore, participants self-reported
their metadata, such as gender, experienced symptoms, and COVID-19 status which was grouped
into binary labels (either positive or negative). Since the test labels were not made accessible to
the public, we used the validation data as the new test set, and partitioned the original training data
into the new training set and validation set (80% :20%).

TORGO Dataset This dataset consists of speech recordings and synchronized 3D articulatory
features collected from healthy controls and speakers with either cerebral palsy (CP) or amyotro-
phic lateral sclerosis (ALS), the two most prevalent causes of dysarthria (Rudzicz et al., [2012).
TORGO was originally designed to develop ASR models for dysarthric individuals. The publicly
available version of TORGO includes 8 individuals with dysarthria and 7 healthy controls. During
data collection, all subjects were asked to read English text from the screen. The speech data
were recorded from two microphones, one facing the participant at a distance of 61 cm with a
sampling rate of 22.1 kHz while the other is head-mounted with a sampling rate of 44.1 kHz. Only
the data from the front-facing microphone were employed herein. All subjects conducted four dif-
ferent reading tasks : (1) non-words (e.g., high- and low-pitch vowels); (2) short words (e.g. ‘yes’,
‘no’, ‘back’, etc.); (3) restricted sentence (e.g., “The quick brown fox jumps over the lazy dog”); (4)
unrestricted sentence (e.g., spontaneously describe 30 images from the Webber Photo Cards).
We included data from all four tasks in our analysis. As there were no official data partitions, we
followed the speaker-independent principle to split all 15 subjects into three sets : (1) training
set (‘FC02’,'F03’,'F01’,'MC04’,'MC03’,'M02’); (2) validation set (‘MC02’,'FC01’,'M03’,'M01’); and
(3) test set (‘FC03','F04’,'MCO01’,'M05’,'M04’). The average dysarthria severity was made similar
for all three sets.

Nemours Dataset This is a collection of speech recordings from 12 males, 11 with different le-
vels of dysarthria and 1 healthy control (Menendez-Pidal et al.,|1996). Each participant was asked
to record 74 nonsense sentences of the form “The X is Ying the Z.” (X # Z). Sentences were ge-
nerated by randomly selecting X and Z without replacement from a set of 74 monosyllabic nouns
and selecting Y without replacement from a set of 37 disyllabic verbs. All recordings were collected
in a small sound dampened room with one table-mounted microphone, and digitized subsequently
using a 16 kHz sampling rate. Apart from recording sessions, Nemours also included a perception
session where 5 listeners tried to identify the words of the nonsense sentences. The average num-
ber of correct identifications was calculated per speaker and the Frenchay speaker assessment
scores were reported, which reflects the severity of dysarthria. The average assessment score of
the dysarthric speakers is 74.68 with a standard deviation of 14.54. We labelled all speakers into
two classes, namely the relatively severe individuals with scores lower than 74.68 (6 dysarthria

1. ‘F’ and ‘M’ stand for female and male; ‘C’ stands for healthy controls.
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TABLEAU 2.2 : Summary of the synthesized datasets. The main characteristics are described in the notes to
differentiate one from the others.

Dataset Chapter Notes
ASVspoof2019 4 &6 Conventional generative models without codecs
ASVspoof2021 4 &6 Different speech codecs; 100+ types of attacks
ASVspoof5 (2024) 4 Different codecs + more recent generative models
In-the-wild 4 Celebrity voice collected from in-the-wild conditions
MLAAD 4 Multilingual deepfakes
WaveFake 6 Vocoder-resynthesized speech

speakers), and the mild ones with scores higher than 74.68 (5 dysarthria speakers plus 1 healthy
control).

NCSC Dataset This refers to the “NKI CCRT Speech Corpus” (Clapham et al., 2012). NCSC
contains speech recordings and perceptual evaluations of 55 speakers (10 female and 45 male),
who underwent concomitant chemo-radiation treatment (CCRT) for cancer of the head and neck
region. Recordings and evaluations were made at three moments : (1) before CCRT; (2) 10-weeks
after CCRT; and (3) 12-months after CCRT. All subjects read a 189-word passage from a Dutch
fairy tale in a sound-treated room. Speech data were collected using a microphone with a 44.1 kHz
sampling rate at a distance of 30 cm from mouth. Thirteen speech pathologists rated the intelligi-
bility of these speech recordings on a scale of 1 to 7. We employed the NCSC data released by
the INTERSPEECH 2012 Pathology Sub-Challenge (Schuller et al.l 2012), where all recordings
were labelled either as ‘intelligible’ or ‘non-intelligible’, and were split into three independent sets
for model training and evaluation. However, since the test labels were not accessible to the public,
we used the validation set as the new test set and split the original training set into the new training
and validation set with a ratio of 80% :20%.

2.4.2 Synthesized speech datasets

Similarly, we present a summary of all the synthesized speech datasets included in this ma-
nuscript in Table[2.2] In total, there are six synthesized datasets where samples are labelled either
as real (i.e., bonafide) or fake (i.e., spoof). Details of these datasets can be found in the following
paragraphs.

ASVspoof2019 The Logical Access (LA) track of the ASVspoof 2019 challenge is derived from
the multi-speaker VCTK corpus (Todisco et al., 2019). The DF utterances in the evaluation set were
generated using 17 different TTS and VC algorithms, among which six were seen in the training
and validation sets while the remaining 11 were unseen attacks. Both real and generated speech
are sampled at 16 kHz.
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ASVspoof2021 A DF track was added to the 2021 ASVspoof challenge (Yamagishi et al.,[2021).
The training and validation sets remained the same as in ASVspoof 2019, but the evaluation set
was increased to 600k utterances generated by more than 100 TTS or VC models. Furthermore,
the data conditions and audio compression techniques of the evaluation data also differed from
that of the training and validation set, hence posing a more stringent setting to evaluate the gene-
ralizability of DF detectors. Similar to ASVspoof2019, all speech files are sampled at 16 kHz.

ASVspoof5 (2024) While sharing the similar setup as ASVspoof2021, ASVspoof5 includes a
substantially large amount of speech samples in train and development sets, where the evalua-
tion set contains unseen codecs and attacks. Different from previous years, ASVspoof5 includes
adversarial attack samples to challenge the model generalization.

In-the-wild Different from the ASVspoof challenge series datasets where majority of the real
samples are collected in lab, the In-the-wild dataset is unique for including audio deepfakes (and
corresponding benign audio) for a set of politicians and other public figures, collected from publicly
available sources such as social networks and video streaming platforms. A total of 58 celebrities
and politicians are included, leading to 20.8h of bona-fide and 17.2h of spoofed audio, with a
sampling rate at 16 kHz.

MLAAD Based on real voice samples from the M-AILABS dataset, MLAAD is a multilingual deep-
fake audio dataset comprising 160.2 h of synthetic voice data in 23 different languages. A total of 52
generative models are used, covering 22 different model architectures. Compared to the ASVspoof
challenge series data, MLAAD includes more recent audio generative models, such as VITS (Kim
et al., |2021). The generated audios are sampled at 16 kHz.

WaveFake WaveFake contains speech resynthesized from 9 different vocoders using ground-
truth from the LJspeech (Frank et al., |2021). Different from the ASVspoof datasets, genuine and
DF samples in WaveFake are paired (i.e., same spoken content and speaker), thus serves as a
good candidate to capture the vocoder-related artifacts. Similar to MLAAD, the generated audios
are sampled at 16 kHz.

2.5 Evaluation metrics

Diagnostics performance can usually be measured by two metrics, namely the area under
the receiver operating curve (AUC-ROC) and the F1 score. The former has been used widely in
disease detection tasks as a baseline metric (Sharma et al., 2022} Xia et al., [2021). However,
AUC-ROC has been shown to be over-optimistic when evaluating on extremely imbalanced data-
sets (Fernandez et al., [2018). The F1 metric, on the other side, is more robust in an imbalanced
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setting. Furthermore, sensitivity (or true positive rate, TPR) and specificity (or true negative rate,
TNR) are often used to gauge model performance on one specific class. For diagnostics tasks,
we usually regard healthy as negative, and pathological as positive. Because positive samples are
usually the minority class, while the missed prediction of a positive sample is more disastrous than
that of a negative sample, the unweighted average recall (UAR) can then be used to obtain an
average of TPR and TNR.

Deepfake detection is similar to diagnostics tasks where a binary decision is obtained, therefore
AUC-ROC and F1 can be used for evaluating classification accuracy. Furthermore, the equal error
rate (EER) is often used as a standard evaluation metric in the past ASVspoof challenges (Todisco
et al., [2019; [Liu et al.,2023). The EER value is defined as the arithmetic mean between TPR and
FPR. The EER threshold represents the point where the false positive rate (FPR) equals the false
negative rate (FNR).

For voice anonymization, the goal is to fool a pre-trained speaker recognition model so that the
speaker identity can be obfuscated. In an ideal case, the speaker recognition model is expected to
achieve 0% accuracy when asked to recognize the user. Therefore, we use misclassification rate of
a speaker recognition model to reflect the anonymization efficacy, where higher rate corresponds
to better anonymization performance.
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3 KNOWLEDGE-BASED FEATURE ENGINEERING AND ML FOR HEALTH
DIAGNOSTICS

3.1 Preamble

This Chapter is compiled from manuscripts published in the IEEE Transactions in Audio, Speech,
and Language Processing (Zhu et al., 2023f), and the International Conference on Acoustics,
Speech and Signal Processing (ICASSP) 2022 & 2023 (Zhu et al., ress, 2023€).

3.2 Introduction

Knowledge-based features and ML systems are often favored in scenarios with limited data
and a high demand for interpretability. In the case of health diagnostics, pathological voice data-
sets often come with a relatively smaller data volume compared to other speech datasets, the-
refore limiting the effectiveness of DL models. Furthermore, disease diagnosis often requires an
explainable decision-making process, where high accuracy alone is not sufficient enough for the
application in real-world. Knowledge-based acoustic features, rooted in acoustic and physiological
insights, often provide reliable and interpretable markers, such as vocal tremor or irregular pitch,
which correlate with respiratory and neuromuscular pathologies (Schuller et al., 2021} |Little et al.|
2008). In low-data regimes, well engineered features combined with properly designed ML models
can outperform DL models (Zhu et al., ress), providing accurate classification and enhanced in-
terpretability. In this section, we introduce several novel knowledge-based feature sets for speech
and cough, together with physiology-inspired ML systems to tackle COVID-19 detection.

The main contributions of this chapter are summarized as follows :

1. We propose two hand-crafted feature sets and ML systems for speech and cough signals,
respectively, to capture respiration and articulation related abnormalities;

2. We empirically show that the proposed features outperform existing hand-crafted and deep
features on the COVID-19 detection tasks;

3. We evaluate the proposed features in a cross-dataset setting, where the proposed features
demonstrate good generalizability to unseen datasets;

4. We show that the proposed features can be used to pinpoint factors affecting both the ar-
ticulation and the respiratory systems, thus providing more detailed clinical explanations to the
obtained findings.
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3.3 Related work

During the past few years, the COVID-19 pandemic has affected hundreds of millions of lives (He-
ckman et al., [2020). Due to the scarcity of medical testing toolkits and the heavy reliance on
medical professionals, researchers have explored using speech and cough signals as alternative
methods to remotely diagnose the disease. It has been established that the COVID-19 virus can
affect many of the systems involved with speech production (Quatieri et al., 2020). For example,
the virus affects the respiratory system, targeting the lungs and other airway passages, thus resul-
ting in shortness of breath, coughs, and atypical breathing modulations, to name a few symptoms
(Vetter et al., 2020). These, in turn, can irritate the vocal cords, resulting in inflammation, sore
throats, hoarseness, and breathiness. Moreover, temporary neuromuscular deficits have been re-
ported (Helms et al.,|2020), thus also affecting speech articulators, causing atypical changes in the
acoustic properties of the produced speech signal (Quatieri et al., 2020). These factors suggest
that automated analysis of speech and cough signals for COVID-19 detection can be possible.

Existing acoustics-based (i.e., speech and cough) COVID-19 detection systems have focused
mainly on two aspects : i) the design of acoustic features and ii) data-driven ML algorithms that find
non-linear (discriminatory) patterns in the acoustic signals. Regarding knowledge-based speech
and cough features, one of the most widely used feature sets explored for COVID-19 monitoring
has been the so-called ComParE acoustic feature set 2016 (Weninger et al., 2013). This ComParE
set contains over 6,000 features that cover different speech signal representations such as mel-
frequency cepstral coefficients (MFCC), pitch contour, voicing related information, as well as their
low-level descriptors (LLDs). In the recent INTERPSEECH 2021 Computational Paralinguistics
ChallengE COVID-19 speech and cough sub-tasks, the ComParE set 2016 was used as one of
the benchmark features (Schuller et al., 2021).

With these features, Jing et al showed that it could be possible to predict the severity of
the disease, patient anxiety, sleep quality, and fatigue (Han et al., 2020). Alternatively, as mel-
spectrograms can be seen as an image representation of the acoustic signals, several attempts
have been made to explore their use with convolutional neural networks (CNNs) (Deshpande et al.,
20204 |Pinkas et al., |2020; |Pahar et al., [2021; Nessiem et al., 2021). In fact, the majority of the
existing speech-based systems have focused on the use of deep neural networks (DNNs) for the
task at hand (e.g., (Pinkas et al.,[2020; [Pahar et al., 2021;|Nessiem et al., 2021)). Notwithstanding,
the COVID Challenge showed that support vector machines (SVM) could still outperform DNNs
(Schuller et al., 2021). Furthermore, while larger transformer-based speech models have obtained
promising results in some diagnostic tasks, it remains challenging to interpret the model decisions
and pinpoint the symptom-related disease biomarkers.

Ultimately, we are interested in systems that are i) accessible to all, i.e., does not require very
complex models that cannot be run on legacy devices; ii) interpretable, hence the input features, as
well as the predictions made by the system, can be explained and understood; and iii) generalizable
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to unseen conditions, such as speakers, languages, or microphones. To achieve these goals, we
have proposed novel feature sets motivated by the physiology of speech and cough production,
and developed ML-based COVID-19 diagnostic systems.

3.4 Modulation spectrum and linear prediction based COVID-19 speech detection
system

In this section, we describe the proposed system and motivate the use of the modulation spec-
trum and linear prediction (LP) features. It should be noted that some datasets include samples
with varying sampling rates, with the majority sampled at 16 kHz. Hence, we resampled all recor-
dings to 16 kHz prior to feature extraction.

3.4.1 Modulation spectral features

The commonly-used spectrogram provides information on how frequency components change
as a function of time. However, common noise sources overlap in both time and frequency, thus
making the representation sub-optimal for classification tasks relying on noisy data. The modu-
lation spectrum, in turn, characterizes the rate-of-change of these frequency components, thus
better separating signal and noise components, making it a better candidate for in-the-wild appli-
cations (Falk et al., 2010b; |Avila et al., |2018). The modulation spectrum is also known to capture
higher-order periodicities of the signal not otherwise obvious in time and time-frequency domains.
This property has shown to be useful for disease characterization, such as autism spectrum di-
sorder detection from toddler cries and non-verbal vocalizations (Bedoya et al., [2020), as well as
automated intelligibility monitoring of dysarthric speech (Falk et al., 2012). We explore it here as a
useful, robust representation for COVID-19 detection.

The signal processing steps involved in the computation of the modulation spectrogram are
depicted in Fig. First, the speech signal z(¢) is transformed to the time-frequency domain
(spectrogram) via the short-time Fourier transform (STFT) (here, implemented using a 256-point
FFT). A second transform is then applied across the time axis, for each frequency bin magnitude
| X (¢, f)|. This results in a frequency-frequency representation of the signal termed ‘modulation
spectrogram’ (X (f, f)), which characterizes the rate-of-change of different spectral components.
Here, f is used to characterize the conventional frequency (Hz) and f,,, the modulation frequency.
As the majority of the modulation spectral content of speech is known to lie below 20 Hz f,,, (Falk
et al., 2010a), parameters used in the computation of the modulation spectrogram have been
chosen here such that f,,, =0—20Hz and f =0 — 8 kHz.

While one may choose to use the modulation spectrogram directly as input to ML algorithms
(i.e., to be treated as an image, as most applications relying on spectrograms do (Laguarta et al.,
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FIGURE 3.1 : Signal processing steps involved in the computation of the modulation spectrogram.
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2020)), it increases the model complexity and makes the system less interpretable. To improve the
interpretability and simplicity of the proposed method, here we have decided to extract spectral
power and descriptor features from the modulation spectrogram and use those instead to reduce
the input dimensionality. Figure [3.2 depicts this feature extraction process.

We first quantize the modulation spectrogram into 400 bins by grouping the 0-20 Hz f,, axis
into twenty 1-Hz bins. Similarly, the 0-8 kHz frequency axis is grouped into twenty 400-Hz bins.
Next, the spectral power of each bin is then normalized by the total power of the modulation spec-
trogram, then used as modulation spectral energy features. Next, we compute eight spectral shape
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descriptors for each of the 20 conventional frequency bins (i.e., descriptors computed across mo-
dulation frequency axis), as well as for the 20 modulation frequency bins (i.e., across conventional
frequency). This results in an additional 320 features (20 x 8 x 2). The eight descriptors include :
spectral centroid, entropy, spread, skewness, kurtosis, flatness, crest, and flux. A detailed descrip-
tion of these descriptors can be found in (Peeters| 2004; Wu et al., [2011). Overall, a total of 720
modulation spectral features (MSF) are computed and tested.

3.4.2 Vocal tract and excitation signal decomposition

In an effort to build COVID-19 diagnostic tools that have improved interpretability, we part from
the hypothesis that COVID-19 can affect both the vocal tract properties (e.g., via increased muscle
fatigue (Solomon, [2006; Helms et al., 2020)) and the excitation signal (e.g., impaired phonation
(Quatieri et al., [2020)). While modulation spectral features may provide some insights from the
former, we propose to also use linear prediction (LP) analysis to decompose the speech signal into
vocal tract parameters (i.e., LP coefficients) and the excitation source (i.e., LP residual) (Makhoul,
1979). Linear prediction analysis assumes that speech is generated by the excitation of a linear
time-varying filter (vocal tract) by impulses for voiced speech segments or random noise for unvoi-
ced speech segments (Markel et al.,2013). The vocal tract can be modeled as an all-pole filter, of
which the transfer function can be given by :

1 G
A(z)  1-F_ agz"F

H(z) = (3.1)

where G is the gain factor of the LP filter and is set to 1, p is the order of the LP filter and implies
that the past p samples are used in the prediction of the current sample. More specifically, the
speech signal s(n) can be approximated by

s(n) = Z ags(n — k) + Gu(n), (8.2)
k=1

where the coefficients a; are the linear predictive coefficients (LPCs) and p = 18 is used herein, as
speech sampled at 16 KHz is used in our experiments.

The excitation signal, in turn, is represented by the prediction error signal e(n), which is the
difference between the estimated speech $(n) and the original speech s(n), i.e.,

e(n) = s(n) — 5(n) = Gu(n), (8.3)

where a;, in (4.8) can be estimated by minimizing the energy of e(n) using Burg’s method (Makhoul,
1977). Henceforth, we utilize features extracted from the LP residual as features characterizing the
excitation and the ax, k = 1, ... 18 as features characterizing the vocal tract.
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FIGURE 3.3 : Signal processing steps involved in the computation of the vocal tract and excitation signals from
LP analysis.

The excitation signal, however, differs based on the periodicity of the speech segment. Voiced
speech segments are produced when quasi-periodic pulses of air generated by the vibration of
vocal folds resonate through the vocal tract, where the fundamental frequency of vibration of the
vocal folds is usually interpreted as pitch (Zhang, 2016)). As such, the residual signal has strong
impulse-like peaks corresponding to the glottal pulses produced during voiced speech. Unvoiced
segments, on the other hand, are produced without vibration of the vocal cords, and have residuals
that are commonly modeled as noise (Zhang, 2016). In our analysis, we use the pYAAPT open
source pitch tracker (Zahorian et al., [2008) in order to separate voiced and unvoiced segments
prior to LP analysis. The following pitch tracking hyper-parameters were used in our analyses :
30 Hz minimum pitch searched, 400 Hz maximum pitch searched, 15 ms frame length, and 5 ms
frame hops.

From the LP analysis, different features are then extracted from the vocal tract and excitation
signals from the voiced and unvoiced segments. Figure [3.3|depicts the steps taken for the calcula-
tion of the proposed LP features. First, LP analysis is performed on voiced speech frames and the
following features are extracted : (i) 18 LPCs, to indicate the shape and resonance characteristics
of the vocal tract, (i) mean and standard deviation of the pitch values computed over all voiced
speech frames in a recording, and the (iii) mean, standard deviation, kurtosis, and skewness of the
voiced LP residual, computed per frame. These latter four per-frame features are finally aggregated
using the mean and standard deviation statistics, thus resulting in eight voiced LP residual tempo-
ral dynamics features. Lastly, the same eight residual temporal dynamics features are extracted,
but for the unvoiced frames. A total of 36 LP features are computed (18 + 2 + 8 + 8).

3.4.3 Feature selection

In order to reduce the number of features to be input to ML algorithms and better understand
the importance of the different extracted features, the Minimum Redundancy Maximum Relevance
(MRMR) feature selection algorithm was used. The MRMR algorithm finds the optimal feature sub-
set, such that the top-ranked features are mutually dissimilar, while being maximally related to the
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FIGURE 3.4 : Feature fusion schemes tested : (a) early-stage fusion, (b) intermediate-stage fusion via PCA, and
(c) multiple kernel learning fusion.

outcome variable (i.e., in our case, the COVID-19 diagnostic) (Radovic et al., [2017). It is a filter-
based feature selection method in the sense that feature ranking is performed independent of the
downstream ML algorithm, hence allowing for experiments with different models to be performed
using the selected top features. Moreover, it allows for assessment of the potential of new engi-
neered features and not necessarily on the ML algorithms. As we are interested in gauging the
benefits and interpretability of the proposed features, a filter method is preferred. In this study, the
number of features to be selected was sequentially experimented from 5 to 100, where the optimal
number was determined by the performance achieved during cross-validation trials.

3.4.4 Classifiers and fusion methods

As mentioned above, results from the 2021 ComParE COVID-19 Challenge have shown that
conventional models, such as support vector machines (SVM), can achieve similar results relative
to DNNs (Schuller et al., 2021). Meanwhile, as is pointed out in (Tu, [1996), overly complex models
could easily overfit to small datasets, hence leading to lower generalizability across unseen data
conditions. Therefore, we explore the use of conventional classifiers in order to achieve better
interpretability as well as lower computational complexity. In particular, a linear SVM classifier is
used, as well as a decision tree (DT) classifier, as these have shown increased interpretability in
the past (Slack et al., [2019). Random forests (RF) are also explored, as they have shown high
accuracy across different clinical applications and can be made interpretable (Hara et al., [2018). In
all cases, the scikit-learn toolkit was utilized (Pedregosa et al., 2011). For the SVM, a linear kernel
was used. For the decision tree classifiers, a maximum tree depth of 10 was selected since we
observed larger values to result in over-fitting; other parameters were set to default values.

Next, we take the advantage of the complementarity of the proposed features and explore dif-
ferent feature fusion schemes. Since our focus is to investigate the importance of different feature
sets and their complementarity, we explored rather conventional feature fusion methods and leave
the optimal fusion strategies for future investigation. As shown in Fig. three fusion methods
are explored, namely : (a) early-stage fusion, where MSF and LP features are aggregated into one
larger feature vector, (b) features from the two methods are aggregated via principal component
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FIGURE 3.5 : Two-stage, decision-level fusion scheme proposed for improved COVID-19 detection.

analysis (PCA), and (c) in the case of the SVM classifier, a multiple kernel learning method is ex-
plored where different kernels are tested for each feature set, and the optimal kernel combination is
found. Here, the open source MKLpy toolbox (Lauriola et al., 2020) was used for multi-kernel lear-
ning, where the regularization hyper-parameter A\ was tuned empirically by experimenting values
from 0 to 1.

In addition to feature fusion, decision level fusion combines decisions made by different sys-
tems. This architecture is favored when errors made by different systems are mutually exclusive
(Ramachandram et al., 2017). Decision level fusion, however, requires additional data to train the
meta-classifier. Motivated by the previous findings where a reduced coordination of speech subsys-
tems was found in COVID-19 patients (Quatieri et al., 2020), we here propose a two-stage system
to capture complications in the articulators or the phonation system (or both) (depicted by Fig.[3.5).
While the first stage targets deficits in the articulators, samples deemed negative pass through a
second stage to avoid potential abnormalities in the phonation system being overlooked. As such,
the two-stage approach should lead to higher sensitivity levels. Our experiments showed that com-
bining the top-40 MSFs and top-10 LP features, as ranked by MRMR, led to improved results. A
linear SVM classifier was used for the MSFs, while a DT-based classifier was used for the top LP
features. With this two-stage approach, recordings are first processed by the MSF-based system.
Positive predictions are kept as is, whereas those deemed to be negative, are further processed
by the LP based system to be fine-tuned, as shown in the figure.

3.5 Evaluation of speech features

3.5.1 Datasets and evaluation metrics

For the evaluation, we relied on the INTERSPEECH 2021 ComParE COVID- 19 Dataset (CSS),
DiCOVA2 dataset, and the subsets of Cambridge COVID-19 Sounds Dataset. Regarding evalua-
tion metrics, we used the metrics adopted by the COVID-19 detection challenges, namely AUC-
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ROC, UAR, sensitivity, and specificity. Details of these three datasets and evaluation metrics can
be found in Sections[2.4 and respectively.

3.5.2 Benchmark systems

As two of the used datasets were part of international COVID-19 challenges, we utilize their
benchmark systems as baselines in our experiments. As stated above, since data partitions are
different from the original challenge ones due to limited data accessibility, we reproduced the ba-
seline systems following the system architecture described in their corresponding papers (Schuller
et al., 2021 [Sharma et al., [ 2022; [Xia et al., 2021). A brief description of the baseline systems is
presented below.

ComParE + SVM : 6,373 acoustic features are extracted using the openSMILE toolbox (Eyben
et al., 2010) and fed into a linear support vector machine (SVM) for final predictions. This system
has been used as a benchmark on all three datasets. Note that the work in (Schuller et al., 2021)
showed that using the bag-of-words (BoW) methodology on openSMILE features could lead to im-
proved results. BoW on top of modulation features has also shown to be useful for speech emotion
recognition (Kshirsagar et al., 2022). As we are interested in gauging the benefits of the proposed
features, we compare them with the original openSMILE set and leave BoW extended features as
future work.

Spectrogram + VGGish : Raw audio waveforms are first converted to 2-dimensional mel-spectrograms
and then fed into a pre-trained VGGish network for classification. The VGGish backbone and the
fully-connected layers are fine-tuned jointly on each dataset. This is a benchmark system used for
the Cambridge subset.

Spectrogram features + BiLSTM : 192 log mel-spectrogram features are extracted per speech
frame, which are then fed into a bi-directional long short term memory (BiLSTM) recurrent neural
network for classification. This is one of the benchmark systems for the DiCOVA2 dataset.

3.5.3 Two-stage fusion

To evaluate the efficacy of proposed features, Table [3.1]reports the UAR, sensitivity, and speci-
ficity levels achieved on the CSS dataset along with the top-performing classifier and the number
of top-selected features used. As can be seen, the proposed MSF feature set achieves the hi-
ghest UAR (0.661) and sensitivity (0.515). This is followed by the combined LP feature set, which
achieves a UAR of 0.606 and sensitivity of 0.408. Both of the proposed feature sets outperform the
benchmark system (ComParE+random forest) in terms of these two performance metrics, whilst
requiring a significantly lower number of features (40). When comparing results achieved with the
similar number of features (i.e., 40-50), the benchmark features, on the other hand, achieve the
highest specificity value of 0.961. The marked increase in specificity achieved relative to sensiti-
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TABLEAU 3.1 : Performance of proposed and benchmark features used individually with the CSS dataset. Bold
values indicate the best system based on a given figure-of-merit. Statistically significant improvement relative
to the highest benchmark UAR is highlighted with an asterisk.

Feature #No. Classifier\ UAR  Sensitivity Specificity

SVM 0.661* 0.447 0.876
MSF 40 DT 0.578 0.515 0.641
RF 0.602 0.269 0.935
SVM 0.551 0.220 0.882
LP features 10 DT 0.571 0.369 0.771
RF 0.606 0.408 0.804
SVM 0.537 0.139 0.935
Benchmark 6373 DT 0.566 0.426 0.706
RF 0.586 0. 400 0.771
SVM 0.540 0.153 0.927
Benchmark 50 DT 0.507 0.223 0.791
RF 0.534 0.108 0.961
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FIGURE 3.6 : Confusion matrices of systems tested on CSS (with best results chosen) for (a) MSFs based
system, (b) LP features based system, and (c) Benchmark system.

vity suggests that all models are better at classifying non-COVID samples rather than COVID-19
samples. Confusion matrices achieved for the three systems are shown in Fig. As can be seen,
only 24.7% of positive predictions made by MSFs were false alarmed. The LP features, however,
render a false alarming rate that is almost twice as high (40.2%). On the other hand, the correct
rejection rate of MSFs and LP features are relatively close (34.9% and 39.7%). Based on the high
precision achieved by MSFs, the development of a hierarchical system is motivated, where MSFs
pre-screen COVID-19 samples at the first stage, with the negative predictions being then sent as
inputs to a second stage classification using LP features (see Fig. [3.5).

Next, we explore the effects of fusion on system performance. Table presents the results
obtained with the four fusion methods described in Section [3.4.4] As can be seen, the proposed
two-stage system achieves the highest UAR (0.682), hence a 3.2% increase relative to the best
single feature reported in Table[3.1] and a 16.4% increase relative to the benchmark performance.
The multi-kernel learning fusion method, in turn, results in the highest sensitivity (0.746), thus a
44.9% improvement relative to the sensitivity of the best single feature. Early-stage fusion achieves
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TABLEAU 3.2 : Performance comparison of different fusion methods evaluated with CSS. Bold values indicate
the best system based on a given figure-of-merit. Statistically significant improvement relative to the highest
UAR obtained by single feature modality is highlighted with an asterisk.

Fusion type Configuration\ UAR  Sensitivity Specificity

SVM 0.664 0.380 0.948

Early-stage DT 0.607 0.347 0.867

RF 0.630 0.418 0.842

PCA+SVM | 0.641 0.493 0.789

Intermediate-stage PCA+DT 0.593 0.311 0.895
PCA+RF 0.610 0.346 0.874

MKL Polynomial | 0.652 0.746 0.558
Two-stage SVM+DT 0.674 0.508 0.840
SVM+RF 0.682* 0.531 0.833

the highest specificity. Finally, the two-stage fusion method based on SVM and a random forest
classifier achieves the best trade-off between sensitivity and specificity, hence could be a better
candidate for use in the clinic. Overall, it is clear that fusion of both MSF and LP features results
in the best accuracy, likely due to the fact that the different features are capturing different aspects
of the disease in a complementary manner. Overall, the two-stage system is shown to statistically
outperform the benchmark system in terms of UAR, whilst requiring a significantly lower number of
features (i.e., 50 compared to over 6,000), thus is used throughout the remainder of this paper.

3.5.4 System generalizability

While the two-stage system performs significantly better than the benchmark system on the
CSS dataset, it is crucial to examine whether such system architecture and the proposed features
can also be useful on other datasets. Table[3.3|compares the performance of the proposed 2-stage
system, as well as systems trained on single feature modalities and two benchmark systems, on
the DICOVA2 and Cambridge datasets. With an AUC-ROC of 0.612 achieved with the Cambridge
set, the two-stage system outperforms both ComParE and VGGish-based benchmark systems.
However, the improvement over the VGGish system is not statistically significant. Meanwhile, it
can be noticed that using a small number of LP features alone achieves comparable performance
relative to the more complex VGGish benchmark. Notwithstanding, the spectrogram with BiLSTM
classifier remains the top-performer system on the DICOVA2 dataset with an AUC-ROC of 0.770.

Moreover, it can be observed that the performance of all tested systems varies greatly across
datasets. For example, the ComParE benchmark achieves an AUC-ROC of 0.751 on DiCOVA2 but
only 0.521 on Cambridge and an UAR of 0.537 on the CSS dataset. A similar, but relatively smaller,
variance can be observed with our proposed two-stage system, which achieves an AUC-ROC of
0.711 on DICOVA2 and 0.612 on the Cambridge set. These findings suggest that the prediction
tasks with CSS and Cambridge datasets may be more challenging relative to DiCOVA2, which may
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TaBLEAU 3.3 : Performance comparison on Cambridge and DiCOVA2 datasets. Scores reported are averaged
over 10 different cross-validation runs. Bold values indicate the best system for a given metric. The statistically
significant difference between the highest AUC-ROC obtained by benchmark systems and the two-stage system
is highlighted with an asterisk.

Evaluation metrics

Dataset System

AUC-ROC Sensitivity  Specificity

MSF+SVM 0.543 0.760 0.366

LP+RF 0.595 0.575 0.625

Cambridge Two-stage 0.612 0.722 0.413

ComParE+SVM 0.521 0.431 0.619

Spec+VGGish 0.608 0.582 0.615

MSF+SVM 0.693 0.729 0.567

LP+RF 0.633 0.401 0.806

DiCOVA2 Two-stage 0.711 0.708 0.689

ComParE+SVM 0.751 0.731 0.671

Spec+LSTM 0.770* 0.653 0.791

TABLEAU 3.4 : Performance comparison in cross-dataset testing conditions. Scores reported are averaged over
10 different cross-validation runs. Bold values indicate the best system for a given condition. The system with a
significantly improved average AUC-ROC relative to the other systems is highlighted with an asterisk. CA :Cam-
bridge; DI :DiCOVA2.

System CSS+CA—DI CSS+DI—CA CA+DI—-CSS Ave
Two-stage 0.606 0.554 0.578 0.579*
ComParE+SVM 0.570 0.515 0.506 0.530
Spec+LSTM 0.489 0.484 0.477 0.483
Spec+VGGish 0.491 0.502 0.485 0.493

be due to the high percentage of asymptomatic COVID-19 samples and symptomatic non-COVID
samples.

Finally, we test the generalizability of the investigated systems. Table summarizes the AUC-
ROC achieved with the different systems within cross-dataset testing conditions. In this experiment,
training is performed on two combined datasets and tested on the third unseen set without any
model fine-tuning. As can be seen, a marked drop is observed for all systems, which is in line
with findings reported with other modalities (e.g., cough and image) (Roberts et al., 2021 /Akman
et al.,[2021). Interestingly, for the deep learning based systems, all performances degrade to below
chance levels, suggesting that the systems may be overfitting to specific database nuances and
not necessarily COVID-19 information. In comparison, our two-stage system maintains an average
AUC-ROC of 0.579 across the three cross-dataset conditions, significantly outperforming all other
benchmarks. These findings suggest that the proposed two-stage system may indeed be capturing
relevant phonation and articulators information important for COVID-19 detection.
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FIGURE 3.7 : Modulation spectrogram of COVID-19 speech (left) and non-COVID speech (right). Both are avera-
ged across samples from the CSS training set.

3.5.5 Interpretation of speech features

As we are interested in developing interpretable models, we explore the discriminatory potential
of the two proposed feature sets using the CSS dataset. Modulation spectrograms, normalized
and averaged over the training set files, are depicted in Fig. [3.7]for the COVID-19 and non-COVID
speech recordings. As can be seen, speech from COVID-19 patients shows some unique patterns,
especially around f,, =6 —10Hzand f =04 —-1.2kHz,and f,, =6 — 14 Hzand f = 2 — 2.8 kHz.

To further explore the discriminatory potential of the modulation spectrum, the Fisher ratio (F-
ratio) is used and computed between the modulation spectrograms of the two groups. To calculate
the F-ratio, two estimates of the variance are made, including the between and within group va-
riances, where the F-ratio is given by :

M
F — ratio = —Mifwtfh: (3.4)
where M Sperveen represents the between group variance and M S,,i:nin represents the within group
variance for each of the 400 entries of the modulation spectrogram (MS). Higher F-ratio values

suggest increased group discrimination.

The top-left plot in Fig. shows the F'-ratio map indicating which parts of the modulation
spectrogram provide the most discriminatory information. F'-ratio analysis suggests increased dis-
crimination around f,, = 8 — 11 Hz and f = 0.4 — 1.2 kHz, as well as between f,, = 1 —6 Hz
and f = 0 — 400 Hz, and to a lesser extent between f = 6 — 8 kHz. Similar F-ratio computations
are also made with the eight spectral shape descriptors computed across the 20 conventional fre-
quency bins (top-right plot in Fig. and the descriptors computed across the 20 modulation
frequencies (bottom-left plot in Fig. [3.8). Lastly, four regions are found that overlap between the
three MSF features classes, hence suggesting that these are the modulation frequency ranges
providing the most discriminatory potential for COVID-19 detection from speech (bottom-right plot
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FIGURE 3.8 : F-ratio plots of modulation spectrogram energies (top-left), spectral shape descriptors computed
across conventional frequency (top-right) and modulation frequency (bottom-left), and their four overlapping
regions (bottom-right).

in Fig. [3.8). These ranges include : (1) f,, =1 -6 Hzand f = 0 — 0.4 kHz, (2) f,, = 6 — 13 Hz,
f=04-12kHz, 3) fr, =8 — 12 Hz, f =2 —2.4kHz, and (4) f,, =3 — 5 Hz, f =4 — 4.8 kHz.

For the proposed LP features, a Welch t-test is used to test for significance between the two
groups. The Welch’s t-test is a parametric test that compares the means between two independent
groups without assuming equal population variances (Welch, 1947), thus, is favored when the
sample sizes of two groups are unequal. The t-statistic and p-value are used to gauge the discri-
minatory potential of the LP features. Table [3.5]reports the statistical test results for the 20 features
obtained from the voiced segments. A significance level of 99% (p < 0.01) is used and seen in 7
of the 18 LPCs. In particular, it is observed that the 6th, 12th, and 16th LPC of COVID-19 speech
are significantly higher than those from non-COVID speech, whereas the 1st, 11th, 13th, and 17th
LPC are higher for non-COVID speech. No significant differences are observed for the two pitch
descriptors.

Table [3.6| shows the test results for the residual features of the voiced and unvoiced segments.
All residual features, except the mean, show significant differences between the two groups. In
particular, COVID-19 speech demonstrates significantly higher values for average kurtosis and

56



TABLEAU 3.5 : Welch’s t-test results of LP features for voiced segments. An x indicates features that achieved
p <0.01.

Feature t D
LPC-1* -3.1714 0.0016
LPC-2 1.8291 0.0682
LPC-3 -0.9879 0.3239
LPC-4 1.3276 0.1852
LPC-5 -2.3710 0.0185
LPC-6* 2.8390 0.0050
LPC-7 -2.2956 0.0226
LPC-8 2.1144 0.0356
LPC-9 -2.1762 0.0307
LPC-10 2.4304 0.0160
LPC-11* -2.9794 0.0032
LPC-12* 3.3049 0.0011
LPC-13* -2.9700 0.0033
LPC-14 2.0232 0.0441
LPC-15 -1.7128 0.0878
LPC-16* 2.6769 0.0078
LPC-17* -3.0076 0.0028
LPC-18 1.5792 0.1152
Pitch (Mean) -1.1187 0.2640
Pitch (Std) -1.1843 0.2370

skewness, as well as the variation of kurtosis and skewness of voiced residual segments. Meanw-
hile, the non-COVID group shows higher variations of voiced residual signal values. Similar to the
voiced residual features, COVID-19 speech shows significantly higher value of average kurtosis
and skewness, while non-COVID speech demonstrates higher cross-frame variations of unvoiced
residual signal values.

One common symptom of COVID-19 is hoarseness due to inflammation of the vocal folds. In
severe cases, the voice can become almost a whisper. Previous work on the modulation spectral
analysis of whispered speech has shown that whispers can be manifested below f = 1 kHz and
between 3 kHz< f < 4.5 kHz and f,, > 10 Hz (Falk et al., [2012). These findings suggest that
some of the modulation spectral changes seen could be due to increased hoarseness of COVID-
19 speech. Moreover, temporary neuromuscular impairments have been reported with COVID-19
(Helms et al.,[2020), hence potentially affecting muscular control, and ultimately speech production.
The seven LPC coefficients that show significant differences could be linked to such neuromuscular
deficiencies. Moreover, as mentioned in (Quatieri et al., [2020), speech production can be modeled
as a combination of airflow from the lungs, passing into the larynx, where coordinated coupling with
phonation is achieved, followed by vocal tract shaping during articulation. As such, the proposed
MSFs can also be seen as a correlate of the breathing amplitude modulations, especially those
in the lower f,, range. Plots of COVID-19 modulation spectrograms in Fig. [3.7] demonstrate pro-
nounced effects in this range, potentially due to breathing issues caused by impaired lung function
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TABLEAU 3.6 : Welch’s t-test results of LP residual features for voiced and unvoiced segments. An x indicates
features that achieved p <0.01, while «x indicates p <0.001.

Segments Feature t P
Mean (mean) -0.1935 0.8466
Std (mean)* -2.8676 0.0043
Kurtosis (mean)** 6.3310 0.0000
Voiced Skewness (mean)** 6.1813 0.0000
Mean (std)** -4.2438 0.0000
Std (std)* -3.0236 0.0026
Kurtosis (std)** 5.0586 0.0000
Skewness (std)** 5.5291 0.0000
Mean (mean) -0.1169 0.9070
Std (mean) -2.5331 0.0116
Kurtosis (mean)** 4.3677 0.0000
Unvoiced Skewness (mean)* 2.6003 0.0097
Mean (std)** -4.0154 0.0001
Std (std)** -4.0621 0.0001
Kurtosis (std) 1.6488 0.1000
Skewness (std) 2.0208 0.0440

(Chowdhury et al., [2020). Lastly, the significant changes seen in the LP residuals for both voiced
and unvoiced segments also point towards phonation impairments, potentially also caused by in-
flammation of the larynx. For example, the increase in the LP residual kurtosis values in COVID-19
speech could be indicative of higher levels of vocal harshness, whereas the lower variability of LP
residuals’ values could suggest more breathy signals.

Lastly, we examined the complementarity between the baseline openSMILE and our proposed
MSF features. The two feature sets were concatenated then MRMR was performed to select the
top-10 features. This process had been repeated for CSS, DiCOVA2, and Cambridge set. It is no-
ted that two features consistently appeared in the top-10 list for each dataset, including ‘spectral
kurtosis across modulation frequencies at f = 2 — 2.4kHz' (MSF) and ‘pcm_fftmag_spectral en-
tropy’ (openSMILE). As previously discussed, the changes to MSFs could be due to increasing
vocal hoarseness of COVID patients, possibly caused by inflammation of the respiratory system.
Additionally, existing literature has shown that an increase in spectral entropy is seen in muffled
speech compared with clean speech Memon| (2020), as well as in reduced speech quality due to
poor manner of articulation |Llanos et al.|(2017). As the same pattern is observed here for COVID
speech, it could be associated with the difficulty in articulation and oral-facial muscle fatigue in
COVID-19 |Helms et al.| (2020), as well as nasal congestion causing speech to sound e.g., more
muffled.
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3.6 Phase based cough features

3.6.1 Cough segmentation

Different from existing cough features which follow a speech-like feature extraction pipeline, we
propose to segment cough recordings into three different phases (i.e., inhalation, compression,
and expulsion) and to extract features from each phase separately to explore their usefulness for
COVID-19 detection. However, since the phase information is not labeled by existing datasets, we
performed manual segmentation of the cough recordings to obtain precise phase segmentation.

Cough recordings from the ComParE and DiCOVA2 datasets were aggregated and randomly
assigned to three annotators without class labels or meta-data information. Two annotators labelled
half of the samples while the third annotator labelled all samples. Inconsistent annotations were
discussed among annotators at the end for a final decision. Since recordings were collected in
uncontrolled environments, cough signals could be mixed with other unwanted artifacts, such as
background noise. Meanwhile, it was observed that other articulatory sounds could appear along
with coughs, such as the sound of a gag reflex or a throat clearing. Hence, annotators were asked
to assign one of the following six labels to each audio event : (1) inhalation, (2) compression, (3)
expulsion (cough), (4) noise, (5) silence, and (6) other (which includes all types of articulatory
sounds other than cough sounds).

A detailed annotation procedure can be summarized as follows. First, all audio files were impor-
ted to the PRAAT software (Boersma et al., 2001) for visualization of the corresponding waveform
and spectrogram. Annotators started by identifying the onset of the cough (expulsion) phases since
the start of a bursting sound can be more easily located visually. As the majority of the recordings
were collected indoors, such explosive sounds could lead to reverberant tails, which made it chal-
lenging to accurately find the offset of the cough phases. As such, the offset was determined
empirically once the amplitude decreased to 5% of the maximal expulsion phase amplitude and
the reverberation tail was labelled as noise.

The inhalation phases, in turn, were more difficult to locate due to their low amplitude, thus
could often be fully masked by background noise. Hence, only the audible inhalation phases were
labelled. Once cough and inhalation phases were determined, the segment between the end of
the inhalation and the start of the cough was labelled as a compression phase. Articulatory sounds
were annotated using a similar procedure. Other unwanted segments were labelled as either noise
or silence depending on their loudness. An example of a cough recording annotation can be found

in Fig[3.9]
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FIGURE 3.9 : Example cough annotation excerpt. Blue vertical lines represent the onset and offset of each
phase.

3.6.2 Cough processing pipeline

Extracted features can be divided into two categories : (1) traditional acoustic features (over
6,000 features) computed using the OPENSMILE toolkit (Eyben et al., 2010) and (2) hand-crafted
cough temporal features (henceforth referred to as “temporal features”). The acoustic features are
computed across three different segments : (1) the entire cough recording, as in the ComParE ba-
seline system (Coppock et al., 2022a); (2) only during cough phases; and (3) only during inhalation
phases. The temporal features, in turn, capture cough properties not available within openSMILE.
A total of 11 features are computed, including : the frequency of coughs, inhalations, and other
articulatory sounds; the average and standard deviation of the duration of cough, inhalation, and
compression phases; the ratio of inhalation duration and compression duration to cough duration.
A description of these features can be found in Table

These temporal features are engineered based on clinical cough measures and pathological
insights. For example, the duration of compression phases has been linked to the presence and lo-
cation of secretion in the airways (Piirila et al.,|1995). Inhalation and cough features, in turn, can be
indicative of inflammation in different respiratory components (Shannon et al., 2004}, Widdicombe,
1954). Lastly, combinations of these feature sets are explored to examine their complementarity;
the five different combinations tested are depicted by Fig. To test the impact of the different
feature sets, and not necessarily of the classifier, each feature set is trained with both the SVM
with a linear kernel and the random forest (RF) classifier. The best performance achieved and
corresponding classifiers will be reported herein.
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TABLEAU 3.7 : Description of cough temporal features.

Abbreviation \ Cough temporal features

Numcoy Number of coughs/sec

NUumMinn Number of inhalations/sec
Numeom Number of articulatory sound/sec

Durcoy_ave,Durcoy sta | Ave and std of cough duration
Durinh_ave,DUrinn_std Ave and std of inhalation duration
Durcom_ave,Durcom std | Ave and std of compression duration

Ratloinh&cou Rath Of Durinh_ave tO Durcouiave
Ratiocomacough Ratio of Durcom ave t0 Durcou_ave
Single feature set . Concatenated feature sets
Temporal
i Acoustice, g Temporal Temporal Temporal Acousticcygh
|
Acousticgire Acousticc,gh Acoustic; e Temporal i Acoustic; e AcoustiCgire Acoustic,gn Acoustic e Acoustic; e
Condition 1 Condition 2 Condition 3 Condition 4 Condition 5 Condition 6 Condition 7 Condition 8 Condition 9

FIGURE 3.10 : Various feature sets and their combinations evaluated in this study (Acoustic : openSMILE,
Temporal : proposed).

3.7 Evaluation of cough features

3.7.1 Model performance

Here, we report the performance achieved by different feature set combinations (Table [3.8). As
can be seen, for within-dataset tests, the top-performer feature set on ComParE is the fusion of
cough and inhalation acoustic features with temporal features (condition 9), achieving an average
AUC-ROC of 0.679. For DICOVAZ2, in turn, the fusion of baseline acoustic features (computed
across the entire recording) and temporal features (condition 5) achieved the highest AUC-ROC
of 0.710, with the temporal features only providing a slight increase. The results also show that
the importance of cough phases for COVID-19 detection varies across datasets, suggesting poor
generalizability. For example, the inhalation features outperformed all other single feature sets on
ComParE, while only achieving chance-level performance on DICOVA2. A possible explanation
is that COVID-positive recordings in DICOVA2 are noisier, thus leading to degraded inhalation
phase segments. Moreover, while the proposed temporal features alone do not achieve state-of-
the-art performance, their fusion to acoustic ones consistently improved accuracy suggesting their
complementarity.

As highlighted in (Zhu et al ress), existing COVID-19 detection systems based on speech
have poor generalizability across datasets. Results for cross-dataset tests suggest this is also
the case for coughs where cross-dataset AUC-ROC values were substantially lower than those
achieved with within-dataset tests. For sub-condition C-to-D, the fusion of cough acoustic and
temporal features (condition 6) showed the highest accuracy with an average AUC-ROC of 0.622.
For sub-condition D-to-C, on the other hand, the 11-dimensional proposed temporal feature set
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TABLEAU 3.8 : Performance comparison for different feature set combinations. Average AUC-ROC scores are
reported with 95% Cls. Bold values indicate best performance for a given condition. C-to-D : train on ComParE
and test on DiCOVA2. D-to-C : train on DiCOVA2 and test on ComParE.

. Within-dataset . Cross-dataset
Cond Dim Dim
ComParE DiCOVA2 CtoD DtoC
1 6373 .619(.481-.757) .704 (.629-.778) 300 .506 (.405-.608) .547 (.491-.604)
2 6373 .528 (.400-.654) .647 (.616-.679) 300 .532(.419-.645) .523 (.374-.672)
3 6373 .637 (.515-.751) .515(.438-.593) 300 .433(.322-.543) .501 (.397-.605)
4 11 532 (.417-.646) .595 (.491-.700) 11  .548 (.455-.642) .576 (.520-.633)
5 6384 .618(.479-.756) .710(.640-.779) 300 .558 (.460-.659) .549 (.483-.615)
6 6384 .528 (.401-.654) .655(.607-.703) 300 .622 (.559-.686) .537 (.474-.599)
7 6384 .644 (.528-.760) .569(.444-.694) 300 .438(.324-552) .518 (.415-.622)
8 12746 .648 (.550-.755) .648 (.600-.697) 300 .556 (.460-.651) .565 (.471-.659)
9 12757 .679 (.558-.781) .650 (.603-.698) 300 .576 (.506-.647) .566 (.480-.651)

alone achieved the best overall accuracy. The feature sets based on inhalation phase features
showed the greatest impact dropping to levels below chance. This is likely due to the effect that
environmental noise can have on such low-amplitude segments.

3.7.2 Interpretation of cough features

To evaluate the group-level difference in temporal features between COVID-positive and COVID-
negative coughs, a Welch’s t-test (Delacre et al., [2017) is performed to examine the statisti-
cal significance. Among the 11 temporal features, eight were found to be significantly different
(p-value < 0.05), of which four were with highly significant difference (p-value < 0.01). Of these,
the frequency of cough/expulsion and inhalation phases were found to be significantly lower for
COVID-positive coughs, suggesting that COVID-19 patients made fewer (forced) coughs than heal-
thy individuals during the same time duration. Studies have shown that voluntary coughs rely more
on the larynx (Piirila et al., [1995; |[Korpas et al., [1996) compared to involuntary coughs, and could
be associated with airway clearance ability (Pitts et al., 2008). Considering that subjects were as-
ked to make forced coughs in both datasets, such finding indicates that COVID-19 patients might
have decreased control in lower airways, which could be possibly caused by inflammation and
decreased neuromotor control of larynx muscles (Naunheim et al., 2020).

In turn, inhalation and compression phases of COVID-positive coughs were shown to be longer
and with higher variations. These two phases are at the preparation stage of a cough and have
been reported to be longer when secretions are present in the smaller airways (Macklem) [1974;
Macklem et al., [1968). Similar patterns have also been found in chronic bronchitis and emphy-
sema (Piirila et al., [1995), of which mucus and shortness of breath are two major symptoms. Inter-
estingly, no significant difference was found in cough duration, which has been shown to increase
by 50-100% when inflammation exists in the vocal chord (Korpas et al., [1996). Notwithstanding,

62



the obtained findings suggest that the proposed temporal feature set can be a good candidate to
capture interpretable and pathological origins of COVID-19 coughs.

3.8 Conclusion

In this chapter, we proposed and evaluated the generalizability and interpretability of two physiology-
inspired feature sets for COVID-19 speech and cough, respectively. Regarding speech features,
changes in the modulation spectrum, linear prediction coefficients, and linear prediction residuals
are investigated and the top-ranked features were found closely related to COVID-19 symptoms.
With the obtained insights, a two-stage COVID-19 prediction system is then proposed and tested
on three different COVID-19 speech datasets. Experimental results show the proposed two-stage
feature fusion system outperforming several benchmarks, especially those based on complex deep
neural networks. The two-stage system is tested in a cross-dataset evaluation scheme and shown
to achieve greater generalizability across unseen conditions.

For engineering the cough features, we first curated a cough phase segmented dataset ba-
sed on 1,259 cough recordings. Based on these fine-grained annotations, new cough temporal
features are proposed and fused with conventional acoustic features computed separately for dif-
ferent phases. Within- and cross-dataset experiments have shown the importance of the different
cough phases for COVID-19 detection, the complementarity of the cough temporal features to
acoustic ones, as well as improved generalizability and interpretability.
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4 GENERALIZABLE AND INTERPRETABLE DEEP REPRESENTATION
LEARNING

4.1 Preamble

This Chapter is compiled from materials extracted from the manuscripts published at Computer
Speech & Language (Zhu et al., 2024b), the Advances in Neural Information Processing Systems
(NeurlPS) 2024 Zhu et al.|(2024d), and the ASVspoof5 Workshop (Zhu et al., [2024c).

4.2 Introduction

In the previous Chapter, we demonstrated that knowledge-based features can benefit decision
interpretation, while outperforming some DL models in the low-data regime, such as pathological
voice detection. With that being said, the capability of DL models has not been fully explored due
to data scarcity. To tackle this issue, a substantial amount of effort has been carried out by re-
searchers around the world that made more pathological speech data available (Xia et al., [2021};
Coppock et al., 2022b). Such data expansion motivates the learning of generalizable representa-
tions in an end-to-end approach by utilizing larger models. One typical strategy is to use pre-trained
large speech models as upstream representation encoders, and append lightweight downstream
classification heads for fine-tuning.

While such an approach has shown to outperform knowledge-based ML systems in several
tasks (Latif et al., [2020b; |Yang et al., 2021a), studies have demonstrated that the improvement is
more significant for in-domain tests (i.e., train and test using the same dataset), while generalizing
to unseen data remains as a challenging task. Furthermore, since end-to-end models learn repre-
sentations in a data-driven manner, the output is usually hard to be interpreted by humans. One
way to improve the generalizability and interpretability of deep representation learning schemes
is to inject domain knowledge into the learning strategy design (Dash et al.| 2022). For example,
diagnostic models are expected to not place focus on speech content or background noise for pre-
diction. In-the-wild voice data, however, could make it difficult for models to filter these redundant
details without guidance. By applying certain constraints during the end-to-end learning process,
we can force the models to put less emphasis on such biases and focus on task-related attributes.
By doing so, models can still learn representations that carry more information than hand-crafted
features, while following task-specific expectations. In this chapter, we introduce two deep repre-
sentation learning approaches for health diagnostics and deepfake detection, respectively. Since
these two tasks differ in nature, they will be described separately in two sections, i.e., Section
for health diagnostics, and Section [4.5| for deepfake detection.

65



Overall, the main contributions of this chapter are summarized as follows :

1. We show how domain knowledge can be integrated in the design of different representa-
tion learning frameworks for better generalizability and interpretability. We focus on two learning
schemes, supervised learning for health diagnostics and self-supervised learning for deepfake de-
tection. In both scenarios, the proposed systems obtain SOTA performance in generalization tests
with interpretable results;

2. In Section 4.4, we propose a novel diagnostic system that learns biomarkers from the mo-
dulation tensorgram representation of speech, and generates a spectral-temporal saliency map to
highlight the discriminative regions for interpretation;

3. In Section we introduce a deepfake detection framework that learns the dependency bet-
ween style and linguistic aspects in real speech via self-supervised pre-training. The dependency
embeddings are found crucial for discriminating unseen attacks and interpreting downstream mo-
del decisions.

4.3 Related work

4.3.1 \Voice health representations

As more pathological speech data become available, researchers have started exploring the
use of pre-trained deep models for disease diagnosis. Xia et al., for example, reported improve-
ments in COVID-19 detection performance when using VGGish networks pre-trained on large-
scale image datasets as a front-end feature extractor (Xia et al.,|2021). Similar improvements were
seen in other studies (Coppock et al., 2022b), where transformer-based models pre-trained on
non-pathological speech datasets were used. These deep models typically take raw waveforms
or the spectrograms as input (Sharma et al.| [2022; Akman et al., 2021}, Deshpande et al., 2020a).
While the waveform and spectrogram representations can provide details about linguistic and para-
linguistic content (Benzeghiba et al., 2007), it has been shown they are sensitive to environmental
artifacts (e.g., background noise and/or room reverberation) and contain disease-irrelevant infor-
mation that may bias diagnostic models (e.g., speech content, age, and gender (Zhu et al., 2023al).
Such limitation poses a constraint on model generalizability and interpretability, since it is not clear
what information these models are relying on for decision-making.

One alternative representation that has been explored in speech applications is the modulation
spectrum representation (MSR) (Kingsbury et al., |1998| Haridas et al., 2018; Wu et al., 2011),
which was shown useful for COVID-19 detection in the previous Chapter. However, in our pre-
vious work, the temporal dynamics were overlooked, as the MSR entails only the frequency and
modulation frequency changes. Furthermore, the spectral information of MSR was described by
hand-crafted features which may limit its discriminative power. In the first part of this Chapter, we
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propose a model that takes a 3-dimensional version of the MSR as input to automatically learn the
biomarkers.

4.3.2 Deepfake speech detection methods

Similar to diagnostics, audio deepfake detection (ADD) models follow a similar trend, where
pre-trained large speech models are often used as upstream feature extractors, the extracted re-
presentations are fed into different types of downstream classifiers to discriminate deepfakes (Yi
et al., [2023). Since synthetic samples can be generated effortlessly with off-the-shelf speech ge-
nerative models, ADD models are often trained in a supervised manner with a large set of labeled
data. However, a major issue faced by existing ADD systems is the severe degradation in perfor-
mance when tested on unseen data (Muller et al., 2022; Shih et al., 2024), which questions their
applicability and trustworthiness for real-world scenarios. To address this issue, multiple works
have explored methods to improve model generalizability. With added training cost, improvements
have been reported when front-ends are fully fine-tuned alongside the back-end classifiers during
downstream training (Tak et al., [2022b; Wang et al., [20210). Further improvements were achieved
with data augmentation, such as RawBoost (Tak et al., [2022a,b) and neural vocoding (Wang et al.,
2023c). More recent works also show that distilled student models can generalize better than large
teacher models (Lu et al., 2024; |Wang et al., |2024). Still, large discrepancies between in-domain
and out-of-domain performance are common (Yi et al., |2023; |Li et al., [2024).

In addition to generalization, existing ADD models also fall short on interpretability. Several
studies have shown that current SOTA models may be focusing on artifacts introduced in the fre-
quency spectrum during voice synthesis and/or the artifacts in non-speech segments (Shih et al.|
2024;[Muller et al., 2021} |Liu et al., [2023;|Zhang et al., [2023). While some works proposed to tackle
this issue by using interpretable knowledge-based features, such as characterizing breaths (Lay-
ton et al., 2024) and vocal tract and articulatory movement details (Blue et al., 2022), the overall
detection performance was inferior to deep models.

In the second part of this Chapter, we introduce a novel self-supervised pre-training stage tailo-
red for ADD, which learns the dependency between different aspects in real speech (e.g., speech
content, prosody, emotion, etc.). Our proposed model stems from an assumption that the style-
linguistics dependency is challenging to be modeled perfectly by existing TTS and VC models.
For the majority of generative speech models, the style and linguistic subspaces are assumed
to be independent of each other (Tan et al., 2021 |Kaur et al., [2023]; [Triantafyllopoulos et al.,
2023; Mohammadi et al., 2017). For example, VC systems change the voice of an utterance by
replacing the source speaker's embeddings with those of the target speaker (Mohammadi et al.,
2017}, [Triantafyllopoulos et al., 2023), assuming that these embeddings contain no linguistics in-
formation. Similarly, modern TTS systems rely on independently learned representations to model
different speech aspects (e.g., text, speaker, emotion) to synthesize expressive speech (Baevski
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training saliency map
FIGURE 4.1 : Overview of the MTR-CRNN system pipeline.

et al.,|2022; Desplanques et al., [2020; [Triantafyllopoulos et al.,[2024). Because of this disentangle-
ment assumption, a mismatch likely exists between the style and linguistics information in TTS/VC
speech that differentiates it from real speech. Since such dependency is difficult to be modelled
by existing generative models, the pre-trained representation is by nature a good candidate for
discriminating deepfake samples.

4.4 MTR-CRNN : Modulation Tensorgram Representation based Convolutional Re-
current Neural Network

In this Section, we introduce and evaluate a speech-based diagnostic model for COVID-19.

4.4.1 System Overview

The whole pipeline of our proposed system is depicted in Fig. We first extract the 3D modu-
lation tensorgram representation (MTR) from the raw waveform, then feed it into the downstream
CRNN model. Once the training is completed, a spectral-temporal saliency map is then computed
based on the network gradients to capture the important regions in MTR. During the testing stage,
the irrelevant regions in MTR are masked out, which forces the model to make decisions using only
the salient regions. We explain each step of our pipeline in the following subsections.

4.4.2 Modulation Tensorgram Representation

In the previous Chapter, the steps for obtaining MSR were demonstrated. The 3D MTR is an
advanced version of MSR which contains more temporal details. The general processing pipeline
for generating MTR is depicted in Fig. First, as speech recordings are collected with different
devices, the signal amplitude is normalized to remove unwanted amplitude variations caused by
different loudness levels. Next, the pre-processed signal z(n) is filtered by acoustic filterbanks.
For a faster implementation, the signal was first framed with 10ms-windows with the hop length of
2.5ms, leading to a framed signal z(m). Regarding the choice of filterbanks, while the gammatone
filterbank is commonly used to mimic human perception of sound (Patterson et al., [1987), it is not
clear whether such a filterbank remains optimal for processing COVID-19 speech. For example,
a recent study showed that a bio-inspired filterbank could outperform the conventional gamma-
tone filterbank when analyzing COVID-19 coughs (Dash et al., [2021). Hence, we experiment with
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FIGURE 4.2 : Block diagram of the processing steps to compute the 3D modulation tensorgram.

Snapshots from 3D MTR

Temporally averaged MTR

Frame 1 Frame 5 Frame 9 Frame 13 Frame 17
Frame 21 Frame 25 Frame 29 Frame 33 Frame 37

FIGURE 4.3 : Examples of the averaged 2D MTR and MTR snapshots at ten different frames. Examples are
generated from the same speech sample.

two different 23-channel filterbanks : linear-scale and gammatone (Slaney et al., [1993). Further-
more, based on insights from (Santos et al., |2013), different lower and upper frequency ranges are
explored.

After applying the first filterbank, the temporal envelope e;(m) is computed from each filtered
signal z;(m) via the Hilbert transform :

ej(m) = \/2;(m)? + H(2;(m))?, (4.1)

where #(-) denotes the Hilbert transform and the subscript j denotes the jth filterbank. To ob-
tain temporal dynamics information, each temporal envelope e;(m) is then windowed with a 256-
millisecond (ms) Hamming window and an overlap of 192 ms. Such window length is relatively
longer than that used in conventional spectrograms (e.g., 16 ms) and has been shown to provide
appropriate resolution in low-frequency modulation frequencies (Falk et al., 2009).

To obtain the modulation spectrum E;(m; f,,) from each acoustic frequency component, the
discrete Fourier transform DFT(-) is applied to the temporal envelope e;(m) :

Ej(m; fim) = [DFT (ej(m))], (4.2)

where | - | denotes the absolute value operation, m denotes the frame number, and f,,, denotes
modulation frequency. An 8-channel modulation filterbank is then used to group neighboring modu-
lation frequencies. Similar to the acoustic filterbanks, two different modulation filterbank types are
tested, as are different lower/upper modulation frequency values. Table summarizes the types
of filterbanks tested and upper/lower frequency ranges. The optimal settings found through our ex-
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TABLEAU 4.1 : Overview of the Modulation Tensorgram Parameter Search Detailing Types of the Filterbank,
Acoustic Frequency (f) Range, and Modulation Frequency (f,.) Range.

Parameter \ Range | Step | Optimal
Acoustic filterbank gammatone, linear - gammatone
Modulation filterbank log, linear - log
Lower bound f (kHz) 0-1 125 125
Higher bound f (kHz) 6-8 1 8
Lower bound f,, (Hz) 0-3 1 3
Higher bound f,,, (Hz) 16-128 8 32
4x150x23x8 1675%23x8 25x128 25x128 25x128
' e 4x25x238 7364128 PN
1x150x23x8 \\ _
A o E2N
‘ fcl | v | 2
conv3¥ -
MSR sequence 3x3x3 convé
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FIGURE 4.4 : Model architecture of the proposed MTR-CRNN system.

perimentation are also reported in the table. Lastly, all MSRs computed per frame are aggregated
into a final 3D representation called a “modulation tensorgram” (MTR).

Fig. illustrates the importance of using a 3D tensorgram representation, as opposed to an
averaged 2D representation used in the previous Chapter. On the far left, the MSR averaged over
all frames is shown. On the right, ten different MSR snapshots are shown. As can be seen, the
modulation spectral patterns can differ greatly across time frames and such changes may carry
important diagnostic cues.

4.4.3 Model Architecture

The model architecture of MTR-CRNN is depicted in Fig. The CRNN model is comprised of
two blocks, namely the 3D convolutionel neural network (CNN) block and the recurrent neural net-
work (RNN) block. To ensure that the input sequence length is compatible with the 3D maximum
pooling layers in the CNN block, speech samples are first unified to 10 s length by right zero-
padding shorter recordings and segmenting longer recordings. This leads to a consistent 3D MTR
shape {1 x 150 x 23 x 8} across all speech samples. Each input 3D MTR is then mean-variance
normalized. Each part of the CNN block consists of a convolutional layer, a batch normalization
layer, and a max pooling layer. A {3 x 3 x 3} kernel is used for all three convolutional layers to
extract meaningful modulation spectral patterns from neighboring MTR snapshots. The max poo-
ling layer aims to remove the redundant MTR snapshots with relatively low energies, as these
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MTR snapshots usually correspond to silent frames. The output of the CNN block is then fed into
a fully-connected layer to reduce feature dimensionality, leading to an output sequence of shape
{25 x 128}.

The subsequent RNN block has three cascaded bi-directional gated recurrent unit (GRU) layers
to explore the temporal dependency of neighboring MTR snapshots. The output of the RNN block
is then layer-normalized and fed into a pooling layer, which finds the maximal value along the time
dimension to generate a sequence-level embedding of shape {1 x 256}. Lastly, a fully-connected
layer is used to project the 256-dimension embedding to a 1-dimension output, which is then pas-
sed through a sigmoid layer to obtain the final COVID-19 probability score. To avoid over-fitting, a
dropout factor of 0.7 is applied to the last fully-connected layer.

4.4.4 MTR Saliency Maps

Previous studies have suggested that different regions of the modulation spectrum correspond
to different properties of the speech signal (Greenberg et al., 1997} Sarria-Paja et al., |2013; |Zhu
et al., 2022). A better understanding of the MSR regions being used by the model would allow
for better interpretation of the results and could lead to insights about the acoustic properties of
COVID-19 speech. To this end, we propose a spectral-temporal saliency map based on the “vanilla
gradient” saliency map algorithm originally invented for weakly supervised learning (Simonyan
et al., 2013). The vanilla gradient method relies on calculating gradients through backpropagation
with respect to each pixel in the input image. The value assigned to each pixel reflects the relevance
to the final prediction, where higher values indicate higher relevance (Simonyan et al., 2013). The
method has been shown to be more robust than perturbation-based methods, thus is a good
candidate for in-the-wild data (Adebayo et al.,|2018). However, the original vanilla gradient saliency
map is designed for 2D images, where only spatial information is considered. In our case, the inputs
are 3D tensorgrams where the 2D spectral patterns change through time. Hence, we designed a
spectral-temporal saliency map method which integrates the temporal importance when computing
saliency for each pixel in the spectral pattern.

The processing steps used to compute the spectral-temporal saliency maps are depicted in
Fig. First, the vanilla gradient method is used to compute raw saliency maps from a trained
MTR-CRNN. The output map shape remains the same as the input shape, i.e., {150 x 23 x 8}.
Although the raw saliency maps suggest attentive regions in each MTR snapshot, the temporal
saliency is not well presented. Inspired by an audio-visual fusion saliency model (Koutras et al.,
2018), we solve this issue by first transforming the 3D raw saliency maps to a set of 1D temporal
saliency coefficients. The transformation procedure is as follows. A 3D filter F'is first used to discard
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the low-saliency regions in each 2D saliency map M (¢, i, j) with a pre-determined threshold :

1 for [M(t,i,7)| > 0.2 max{M}

.. (4.3)
0 for |M(t,i,j) <0.2max{M},

F(t,i,j) = {
where M denotes the raw 3D saliency map. Our exploratory analysis showed that higher thre-
shold values (> 0.3) led to insignificant difference noticed between COVID-positive and negative
samples, while lower values (< 0.1) failed to filter out the unwanted regions. Values between 0.1
and 0.3 led to similar outputs. Hence, we set the threshold value to 0.2. Next, the filter is applied to
each 2D saliency map and an averaging is used to obtain the temporal saliency coefficient C; :

Zi,j(F(tv Zv]) © M(t7 i,j))M(t’ Z»])

Cy(t) = (4.4)
Each set of coefficients is of shape {150 x 1}, corresponding to the temporal attention scores at
each time step. To unify the coefficient range across samples, each set of coefficients is normalized
between 0 and 1 and a 1D median filter is applied. Lastly, the temporal saliency coefficients C; are
multiplied with the raw saliency map to obtain the spectral-temporal saliency map Mg :

Mgr = Cy(t)M(t). (4.5)

As the final goal is to localize modulation spectral regions that are most closely related to
COVID-19, the 3D spectral-temporal saliency map Mg is then averaged over time, which results
in a single 2D saliency map M 4,. per sample. To further explore group differences, the Fisher
ratio (F-ratio) is computed between two groups (COVID-19 positive and COVID-19 negative) of
temporally averaged saliency maps :

VAR,
VAR’

F-ratio = (4.6)
where V AR, represents the between-group variance, and VAR, represents the within-group va-
riance for each of the 23 x 8 saliency map values. Fisher ratio scores are then used to highlight the
important discriminatory regions in the MTR.

4.4.5 Experiments

Comparison with benchmark models To evaluate the performance of the proposed MTR-
CRNN, we compare it to the best performing models on CSS and DiCOVA2 in within-dataset and
cross-dataset settings. As can be seen in Table the within-dataset results on CSS show the
proposed MTR-CRNN system outperforming even the CSS benchmark, resulting in a final average
AUC-ROC of 0.770. On the DiCOVAZ2 dataset, the obtained results were in line with those obtained
from the DICOVA2-optimized benchmark. Overall, systems achieved a somewhat lower accuracy
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TABLEAU 4.2 : Task-1 Performance Comparison. Average and Standard Deviation of AUC-ROC Scores Are Cal-
culated From 10 Different Initializations. Bold Values Indicate the Highest AUC-ROC. ‘DiC’ Corresponds to Di-
COVA2 and ‘Num_param’ to Number of Parameters in the Deep Learning Models.

Within-dataset Cross-dataset
System Num_param
CSS DiC CSS—DiC DiC—CSS
CRNN 0.9 million  .770+.019 .781+.011 .600+.023 .509+.004
CSS-Benchmark - .758+.008 .756+.010 .511+.007 .486+.009

DiC-Benchmark 0.8 milion .714+.015 .789+.016 .483+.020 .462+.019

on the CSS dataset, suggesting that COVID-19 detection with CSS could be a more challenging
task. This is likely due to the varied language distribution of the dataset, as well as the higher per-
centage of asymptomatic COVID-19 samples present in CSS. When tested in the cross-database
setting, the proposed MTR-CRNN system showed a substantial improvement relative to the bench-
marks. As can be seen, the benchmarks dropped to chance levels when tested on unseen sets.
As CSS and DICOVA varied greatly in demographics (e.g., language, gender, age) and speech
content, these results suggest that the proposed method achieved greater generalizability and
robustness to unseen data, whilst requiring only 0.1 million more parameters than the DiCOVA2
benchmark. Notwithstanding, the drops seen in accuracy suggest that further improvements may
be possible.

Interpretation of spectral-temporal saliency maps We have shown that although MTR-CRNN
obtains better performance than benchmark models, the generalizability to unseen datasets can
be further improved. Furthermore, it is not clear what information the CRNN model relies on for
decision-making. These issues are tackled by the spectral-temporal saliency maps obtained from
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FIGURE 4.6 : Discriminative patches found consistently in the spectral-temporal F-ratio plots. Two middle
spectral-temporal F-ratio plots are generated with the spectral-temporal saliency maps, while the raw F-ratio
plots are generated directly from the raw saliency maps. Brighter areas represent higher discrimination bet-
ween positive and negative COVID-19 speech samples.

the pre-trained CRNN models. Specifically, we first generate two saliency maps separately, one
from the CRNN trained with CSS and the other from the CRNN trained with DiCOVA2. We then

cross-validate the two maps to pinpoint shared salient regions. The saliency maps and regions are
depicted in Fig. [4.6]

To avoid measuring energy in individual acoustic-modulation frequency bins, here we propose
to group neighboring frequency-frequency bins into patches. We empirically propose patches of
shape {6 x 3} where modulation spectral energy values within the patches are summed and min-
max normalized. As shown in the figure, two patches, denoted by R1 and R2, are chosen to
represent the two most discriminant regions consistently present across the two datasets. R1
corresponds to f = 650 — 1600 Hz and f,, = 5 — 13 Hz while R2 to f = 125 — 500 Hz and
fm = 3.5 — 10 Hz. Previous studies have shown that whispered speech is usually manifested at
f < 1kHz and f,, = 5 — 13 Hz (Sarria-Paja et al., 2013), which partly overlaps with the location
of R1 and R2. This finding could be linked to an increased level of vocal hoarseness that has
been commonly reported with COVID-19 speech, possibly caused by inflammation of the vocal
tract area. In turn, the highest F-ratio values for both datasets were found around f = 1.6 kHz
and f,, = 5 — 6 Hz. This corroborates previous findings where COVID-19 speech showed more
centralized spectral energy at around f = 2 kHz (Zhu et al., 2022).

Moreover, a direct comparison of the raw and spectral-temporal F-ratio plots shows that both
are almost identical for CSS, but a marked difference can be seen for DiCOVA2. In the raw F-
ratio plot of DICOVA2, the highlighted R1 area in the spectral-temporal plot is barely noticeable.
Brighter regions appear more often in the higher acoustic and modulation frequency ranges, which
have been linked in the past to represent room acoustic effects, such as reverberation (Falk et al.,
2009). Itis suspected that when the DiCOVA2 data were collected, isolation was still required when
testing positive, thus COVID-19 positive speech samples could be affected by e.g., room reverbe-
ration, which is more pronounced in enclosed environments. This further shows the importance of
aggregating the temporal aspect within the saliency map, thus allowing the model to focus on true
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TABLEAU 4.3 : Performance Comparison of Different MTR Masks. The Last Column Reports AUC-ROC Averaged
Across All Tasks. Bold Values Indicate the Best System for a Given Task. C-B : Benchmark model on CSS; D-B :
Benchmark model on DiCOVAZ2.

Within-dataset Cross-dataset Unseen dataset

Sys Patches Ave
CSsSs DiC C—D D—C C—Cam D—Cam C+D—Cam

R1 .732+.019 .741+£.017  .705+.015  .651+.013 .5124.006 .5314.007 .5544.010 .632+.091
Ours R2 .591+.018 .756+.010 479+.017 .5244.019 .514+.008 .5424.009 .552+.011 .565+4-.084
R1&2 .656+.015 .775+.017 .602+.010 .558+.016 .538+.009 .556+.010 .560+.007 .606+.078
Original .770+.019 .781+.011 .600+.023 .509+.004  .540+.011 .5414.007 .543+.008 .6124+.106
C-B - .758+.008 .756+.010 .5114.007 .486+.009 .522+.006 .5014.009 .536+.006 .581+.105
D-B - .714+.015 .789+.016 .483+.020 462+.019 .471+.007 .483+.010 486+.011 .556+.126

COVID-19 discrimination properties and not potential database biases due to, e.g., room properties
resulting from quarantine isolation.

Improved generalizability with spectral-temporal masking With these insights and obtained
saliency maps, masking is applied to the MTR to extract the two regions only. Table (columns
3-6) reports the accuracy achieved when only R1, only R2, and both R1+R2 regions are used in
the mask. For comparisons, the original results with the full MTR (as per Table [4.2) are also listed.
As can be seen, for the within-dataset test, the original configuration outperformed the masked
ones for both datasets. Notwithstanding, the masked version resulted in the highest accuracy in
the cross-dataset task, with a substantial margin of improvement relative to the original version.

Interestingly, using only R1 resulted in the highest cross-database accuracy, with no benefits
seen by adding information from R2. Columns 7-9 show the accuracy achieved when a model is
trained on only the CSS dataset (and tested on the unseen Cambridge set), only DiCOVA2, and
on the combined CSS+DiCOVA2 sets, respectively. As can be seen, accuracy drops for all tes-
ted algorithms. All proposed solutions outperform the two benchmarks. In this setting, aggregating
information from both R1 and R2 regions showed the greatest accuracy across most conditions.
Moreover, increasing the training set size by aggregating two datasets showed some improvement
in accuracy, but not substantial. For comparisons, within-dataset accuracy on the Cambridge set
for the CSS and DiICOVA2 benchmarks of .541 and .543 were achieved. As such, our proposed
system with patched input outperforms the two benchmarks even in a more stringent testing condi-
tion, which shows the robustness of the patches found in Task-2 and the generalizability across
datasets.

4.5 SLIM : Style-Linguistic Mismatch Model for Speech Deepfake Detection

In the previous Section, we focused on incorporating domain knowledge into a supervised
training scheme for health diagnostics. In this Section, we show that domain knowledge can also
drive a self-supervised learning scheme. More specifically, we model the dependency between
style and linguistics aspects of real speech via self-supervised contrastive learning, and introduce
a deepfake speech detection model that focuses on style-linguistics mismatch (SLIM).
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4.5.1 Quantifying mismatch by CCA analysis

As is discussed in Section a mismatch likely exists between the style and linguistics
information in TTS/VC speech that differentiates it from real speech. To study this hypothesis, we
conduct a proof-of-concept experiment on a sample subset of ASVSpoo£2019 (Todisco et al.,[2019).
Following previous research (Raghu et al.,|2017; Kornblith et al., [2019; Pasad et al.,2021), we use
canonical correlation analysis (CCA) to derive a subspace where the linear projections of the style
and linguistics embeddings are maximally correlated for the real class. We choose the last layer
output of the pre-trained wav2vec2-large-x1sr-53-english model (Grosman,2021) for linguistics
representation, and the pre-trained ECAPA-TDNN embeddings (Desplanques et al., [2020) for style
representation.

TABLEAU 4.4 : Mean and standard deviation of Pearson correlation coefficients (CC) calculated between style

and linguistics embeddings for real and TTS/VC samples across 5 unseen speakers. Significant difference
(calculated by Welch’s t-test) is seen between real speech and all types of generated speech.

Class Real A01 (TTS) AO02 (TTS) AO03 (TTS) A04 (TTS) AO05(VC) A06 (VC)
CC .308+.025 .202+.033 .217+.020 .243+.024 .253+.021 .214+.026 .252+.020

We randomly select 100 real speech samples from the ASVspoof2019 (Todisco et al., [2019)
training set to fit 20-dimensional CCA features for both linguistics and style representations. We
then apply the CCA projection to 200 audio files from 5 unseen speakers and 6 TTS/VC systems,
and compute the correlation values between these projected style and linguistics vectors to quantify
the subspace similarities.

Table shows the obtained results. A higher CC is seen for the real samples, whereas signi-
ficantly lower correlations are observed for both TTS and VC generated samples. Moreover, TTS-
samples on average show lower r (0.228) than VC-samples (0.236), indicating that VC-samples are
closer to real speech in terms of style-linguistics dependency. This could explain why VC samples
were found to be more challenging to detect than TTS samples in the ASVspoof2019 challenge (Liu
et al., 2023). While our findings demonstrate the usefulness of CCA for validating the subspace
mismatch, its limitations, such as that it only explores the linear composites of the variables (Wee-
nink, 2003), might make it sub-optimal to be used independently for deepfake detection. We there-
fore develop a detection framework that explicitly studies the style-linguistic mismatch and scales
to larger amounts of data.

4.5.2 Model architecture

Our two-stage Style-LInguistics Mismatch (SLIM) learning framework is outlined in Fig. The
first stage operates on the real class only and employs self-supervised learning to build style and
linguistic representations and their dependencies for real speech. In the second stage, a classifier
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is fit onto the learned representations via supervised training over deepfake datasets with binary
(real/fake) labels.
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FIGURE 4.7 : SLIM : A two-stage training framework for ADD. Stage 1 extracts style and linguistics representa-
tions from frozen SSL encoders, compresses them, and aims to minimize the distance between the compressed
representations (L...ss), as well as the intra-subspace redundancy (L., and L;;nguistics)- The Stage 1 features
and the original subspace representations (pre-trained SSL embeddings) are combined in Stage 2 to learn a
classifier via supervised training.

0
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4.5.2.1 Stage 1 : One-class self-supervised contrastive training

The goal of the first stage is to learn pairs of dependency features from style and linguistics
subspaces, which are expected to be highly correlated for real samples and minimally correlated
for deepfakes. Since only real samples are needed, we incorporate other open-source speech
datasets to diversify the style variations. Given a speech sample, we first extract the style and lin-
guistics representations separately using pre-trained networks. Since recent SSL models achieve
superior performance on multiple speech downstream tasks compared to conventional speech re-
presentations (e.g., ECAPA-TDNN) (Baevski et al., 2020; Chen et al., 2022 Hsu et al., 2021} Yang
et al., |2024a; [Pepino et al., 2021) we select a group of SSL models fine-tuned for paralinguistics
and linguistics tasks as candidate encoders (Fan et al., 2021 Vaessen et al., [2022]; Pepino et al.,
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2021; Wang et al., 2021c; Babu et al., 2021). In addition, it has been shown that early to middle
model layers carry paralinguistics information, while later layers encode linguistics content (Pasad
et al.,[2021};/Ashihara et al., 2024; Lin et al.,|2023; Shah et al.,|2021). We, thus, conducted thorough
analyses to examine the cross-correlation between pre-trained SSL model layers and chose layer
0-10’s output from Wav2vec-XLSR fine-tuned for speech emotion recognition to represent style, and
layer 14-21’s output from Wav2vec-XLSR fine-tuned for automatic speech recognition, to represent
linguistics information.

Both style (X) and linguistics (X) embeddings are three-dimensional tensors € REXF*T,
where K denotes the transformer layer index, F' denotes the feature size, and T denotes the
number of time steps. These subspace embeddings are sent into compression modules C(-), which
average the transformer layer outputs and reduce the feature size from 1024 to 256. We refer to
the output from the compression modules as dependency features : Sy, = C(Xg) for style and
L;, = C(X},) for linguistics, and their temporally averaged versions are denoted S; and L. These
dependency features are learned by minimizing the self-contrastive loss L., defined as :

Econ = Ecross + )\Eintrm £int7"a = £style + £linguistics (47)
1 & — -
Loross = 7 2 1S5 = Lpelles  Lintra = 11858} — Tl + LT} T (4.8)
t=0

Leross denotes the cross-subspace loss; Ly, is the intra-subspace loss, defined in terms of L.
and Lyinguistics (Figure ; A € [0,1] is a hyperparameter that weighs the two loss terms, T is the
number of time steps; and ||(.)||3 is the Frobenius norm. The L...ss term reduces distance between
the compressed style and linguistic embeddings, while the L;,,;, term reduces redundancy within
the (temporally averaged) style and linguistic features by pushing off-diagonal elements to zero.
The learned dependency features from Stage 1 can be used to quantify whether a mismatch exists
between the style and linguistics of an audio. We further demonstrate this in Section {4.5.5

4.5.2.2 Stage 2 : Supervised training

The second stage of SLIM follows a standard supervised training scheme, where the depen-
dency features and subspace representations are concatenated and fed into a classification head
to generate a binary real/fake outcome. As shown in Figure the subspace SSL encoders and
compression modules are obtained from Stage 1 and are all frozen during Stage 2. Since the
dependency features are specifically designed to capture the style-linguistics mismatch alone, we
complement them with the original embeddings in order to capture other artifacts that can help
separate real samples from the fake class. The original embedding dimensions are reduced from
1024 to 256 through an attentive statistics pooling (ASP) layer and a multi-layer perceptron (MLP)
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network. The projected subspace embeddings when concatenated with dependency features re-
sult in 1024-dimensional vectors. The classification head consists of two fully-connected layers
and a dropout layer. Binary cross-entropy loss is used to jointly train the ASP and MLP modules
alongside the classification head.

4.5.3 Training and evaluation details

Stage 1 training Unlike benchmark models which are trained end-to-end in a supervised man-
ner, our model relies on two-stage training where each stage requires different training data to
avoid information leakage. Since only real samples are needed in Stage 1, we take advantage of
open-source speech datasets by aggregating subsets from the Common Voice (Ardila et al., [2020)
and RAVDESS (Livingstone et al., 2018) as training data and use a small portion of real samples
from the ASVspoof2019 LA train for validation. Both Common Voice and RAVDESS cover a variety
of speaker traits. The former is a crowdsourced dataset collected online from numerous speakers
with uncontrolled acoustic environments, while the latter is an emotional speech corpus with large
variations in prosodic patterns. Such data variety enables our model to learn a wider range of
style-linguistics combinations.

Stage 2 training and evaluation For a fair comparison with existing works, we adopt the stan-
dard train-test partition, where only the ASVspoo£2019 logical access (LA) training and development
sets are used for training and validation. For evaluation, we use the test split from ASVspoo£f2019
LA (Todisco et al.,2019) and ASVspoof2021 DF(Liu et al.,2023). ASVspoof2019 LA and ASVspoof2021
DF have been used as standard datasets for evaluating deepfake detection models, where real
speech recordings originate from the VCTK and vCC datasets (Yamagishi et al., 2019 |Lorenzo-
Trueba et al., 2018} |Yi et al., 2020) and the spoofed ones are generated with a variety of TTS
and VC systems. In addition, we assess our model’s generalizability on out-of-domain data :
In-the-wild (Muller et al.,|2022), and the English subset from MLAAD v3 (Muller et al., [2024).

4.5.4 Datasets

Table[4.5|describes the details of datasets used for Stage 1 and Stage 2 training and evaluation.
Further details about the synthesized datasets can be found in Section [2.4.2]

4.5.5 Experiment results

Detection performance. Table summarizes the detection performance of all models and
compares the number of trainable parameters. We discuss the models with frozen front-end here,
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TABLEAU 4.5 : Summary of datasets used for Stage 1 and Stage 2 training and evaluation.

Stage 1 datasets

Name Split #Sample #Real #Fake #Attacks Speechtype Environment
Common Voice Train 3k 3k — — Scripted Crowdsourced
RAVDESS Train 3k 3k — - Scripted Studio
19 LA train Valid 500 500 — - Scripted Studio
Stage 2 datasets

Name Split #Sample #Real #Fake #Attacks Speechtype Environment
19 LA train Train 25380 2580 22800 6 Scripted Studio
19 LA dev Valid 24884 2548 22336 6 Scripted Studio
19 LA eval Test 71237 7355 63882 17 Scripted Studio
21 DF eval Test 611829 22617 589212 100+ Scripted Studio
In-the-wild Test 31779 11816 19963 N/A Spontaneous In-the-wild
MLAAD-EN Test 37998 18999 18999 25 Scripted Studio

and compare the models with fine-tuned front-ends. ASVspoo£f2019 eval set contains 19 types of
attacks, out of which 6 are seen during training. This makes it the simplest of the four test datasets.
We see that a majority of the models achieve near-perfect performance, with several including
SLIM reporting EER below 1%. As expected, degradation is seen when models are tested on
ASVspoof2021, where the majority of attacks are unseen. Both W2V-LCNN and SLIM are top-
performers, with no significant difference between the two.

With the out-of-domain datasets (In-the-wild and MLAAD-EN), more severe degradation is
observed, where the majority report EERs over 20%. SLIM, however, outperforms the others with
EER of 12.9% and 13.5% on In-the-wild and MLAAD-EN, respectively. It should be noted that
although ASVspoof2021 is often used as a standard dataset to evaluate model generalizability to
unseen attacks (Liu et al., 2023), part of the real samples in ASVspoof2021 originate from the same
dataset (the VCTK corpus (Yamagishi et al.l 2019)) as the ASVspoof2019 training data (Todisco
et al., 2019} |Chintha et al.,[2020; Tak et al., 2021}, | Xie et al., |2023;\Wang et al., 2021b). As a result,
the real samples from ASVspoof2019 and ASVspoof2021 share a similar distribution, whereas the
In-the-wild and MLAAD-EN samples share nearly no overlap with ASVspoof. Generalization to
In-the-wild and MLAAD-EN is therefore more challenging than to ASVspoof2021. The large gains
reported by SLIM demonstrates how the style-linguistics mismatch helps with generalization to
unseen data.

In Table we also demonstrate the benefits of introducing Stage 1 by considering features
from SLIM variants as inputs to Stage 2 : dependency features, the style and linguistics embed-
dings (Enc,:, and Ency;y,,4), as well as their combination. The architecture of the classification head
is kept the same, except for the number of neurons in the input layer. The dependency features out-
perform the rest on the two out-of-domain datasets, while the subspace embeddings perform better
on ASVspoof2021. Simply concatenating the style and linguistics embeddings does not yield signi-
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ficant improvements when compared to benchmark models. This suggests that the style-linguistics
dependency may not be fully captured by supervised training methods without explicit guidance.

TABLEAU 4.6 : Detection performance on different deepfake datasets. Experiments were repeated three times
with different random seeds, and average metric values are reported. #Param refers to the number of trainable
parameters (in millions). For SLIM, we sum up parameters trained at both stages. A few models do not make
their code open-source, we therefore include the metrics reported in their papers and skip parameter calculation
(N/A). Lowest EERs are bolded per category.

ASVspoof19 ASVspoof21 In-the-wild MLAAD-EN #Param

Category Model (million)
EER| F1t EER| F1t EER| Fi11 EER| F1¢

LCNN (Chintha et al,2020) 3.7 .834 255 .197 65.6 .373 37.2 654 4
RawNet2 (Tak et al,, 2021) 3.0 .875 22.3 .213 37.8 .602 33.9 676 4
PS3DT (Yadavetal,2023) 45 - — - 297 — — — NA

W2V-ASP 33 .858 19.6 233 302 .705 291 715 9
WLM-ASP 0.3 983 9.0 426 254 .751 30.3 .709
HUB-ASP 0.5 975 154 .289 29.9 .718 31.0 .702
W2V-LLGF (Wang etal}2021b) 2.3 .936 9.4 .402 251 .756 27.8 .731 10
Frozen W2V-LCNN (Xie etal 2023) 06 - 81 - 245 — — -
W2V+WLM 18 .916 225 203 30.3 .704 27.0 739 9
frontend W2V+HUB 0.9 .956 142 310 27.9 737 27.6 732 9
WLM+HUB 0.8 .963 16.7 269 292 724 285 720 9
SSL-Fusion (Yang etal|[2024b) 0.3 .981 89 .419 242 765 265 .739 10

SLIM variants (ours)
Ency, 6.7 .740 8.6 .438 29.2 .724 25.4 .756 9
Enciny, 59 .764 9.3 .407 30.4 .708 25.0 .760 9
EnCsiyictiing 3.5 .834 9.0 .429 251 .757 23.9 .772 10
Dependency 2.8 .897 20.5 .234 25.8 .750 19.8 .811 9
Full 0.6 .969 8.3 .451 129 .895 13,5 865 11

o ©

W2V-ASP (Martin-Donas et al.,2022) 0.3 .984 45 .646 18.6 .836 19.2 .817 317
W2V-AASIST (Tak et al.[[2022b) 0.2 .991 3.6 .707 17.5 .847 145 856 317
SLIM (ours) 0.2 .989 4.4 651 12.5 .898 10.7 .892 253

Finetuned
frontend

Style-linguistics mismatch of deepfakes. Figure[4.8|shows the distribution of cosine distances
between the style and linguistics dependency features for the real and fake classes; larger dis-
tances indicate a higher mismatch. Since the distance values approximately follow a Gaussian dis-
tribution with unequal variances, we further conduct a Welch’s t-test (Ahad et al., 2014) to examine
the statistical significance of the difference between real and fake samples. For all three datasets,
the average cosine distance is found to be significantly lower for real speech than for deepfake
samples (p < 1le~®). This further corroborates our hypothesis that a higher style-linguistics mis-
match exists for fakes. On the other hand, the distance distributions of real and fake samples still
share a large overlap, indicating that dependency features alone are not sufficient for perfectly
discriminating between the two classes.

Analysis of style-linguistics dependency features. Table[4.6/demonstrates that style-linguistics
dependency features can provide better generalizability than the subspace embeddings (Table [4.6]
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FIGURE 4.8 : Cosine distance (log scale) calculated between the style and linguistics dependency features for
ASVspoof2021 DF eval, In-the-wild, and MLAAD-EN. Whiskers from top to bottom represent the 75% quartile,
median, and 25% quartile of the distribution.
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FIGURE 4.9 : Projected embeddings using t-SNE for style-linguistic representations : (a) subspace embeddings
- real class, (b) subspace embeddings - fake class, (c) dependency features - real class, (d) dependency fea-
tures - fake class. Data distributions are visualized on the upper and right side of the embedding plots. Red :
ASVspoof2021; Green : In-the-wild; Blue : MLAAD-EN.

SLIM variants, rows 1-4). To examine these results, we first aggregate ASVspoof2021, In-the-wild,
and MLAAD-EN, and project the dependency features as well as the concatenated subspace embed-
dings to a 2-dim space using t-SNE for visualization (Figure [6.3). Since we use frozen front-ends,
the embeddings input to Stage 2 training are not affected by backpropagation. ldeal embeddings
would exhibit maximal separation between the real and fake classes, while showing minimal shift
within each class for different dataset distributions. In Figure [6.3] we see that the dependency fea-
tures show larger discrimination between real and fakes (4.9¢| and [4.9d) than the concatenated
subspace embeddings and[4.9b), and also a smaller shift between datasets : fake and real
samples from the same dataset (color) clusters have less overlap in distribution in the plots.

Interpretation of model decisions. Next, we perform a qualitative evaluation of the model deci-
sions. Figure shows the mel-spectrograms of four samples selected from In-the-wild. These
four demonstrate typical acoustic characteristics that represent a larger group of recordings : (1)
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FIGURE 4.10 : Mel-spectrograms of select samples from In-the-wild. SLIM classifies all four correctly, and
when reporting fakes, provides guidance on abnormalities in style and/or linguistics. Also, the dependency and
subspace features in SLIM are complementary to each other. Left : samples missed by dependency features
but correctly identified by the style and linguistic features; right : vice versa.

top-left is a fake sample with audible artifacts at high-frequency region; (2) top-right is a fake sample
with unnaturally long pauses heard before and after the phrase “but not”; (3) bottom left is a real
sample with an atypical speech style where the word pronunciations are elongated; (4) bottom
right is a real speech recorded in a noisy condition. We find that among the top-performing sys-
tems shown in Table [4.6] only SLIM classified all four samples correctly (both frozen and fine-tuned
versions; with all features), while others mostly failed on (2) and (4). Findings here suggest that
SLIM provides guidance when abnormalities in style and linguistics occur. Such guidance can be
complemented via post-hoc analysis tools such as human evaluations or saliency maps (Arrieta

et al., [2020) for further interpretation.

Additionally, we note that the decisions made by dependency features and the original sub-
space representations are complementary to each other. Samples in the right column are correctly
identified as fake by the dependency features but missed by the original subspace representations,
and vice-versa (left column missed by dependency features). These results corroborate the nature
of the two feature types. The dependency features are learned by modelling the general style-
linguistics relationship seen in real speech, therefore samples with mismatched style-linguistics
pattern are likely to be flagged as “unreal.” The original style and linguistics embeddings, on the
other hand, are sensitive to signal artifacts, which could be the deepfake imperfections genera-
ted during speech synthesis (Shih et al., [2024), or the amount of background noise and device
artifacts. By combining the two features, SLIM captures a variety of abnormalities and achieves
improved classification.

4.6 Conclusion

In this chapter, we showed two novel deep representation learning strategies with guidance
from domain knowledge. For health diagnostics, the disease biomarkers are captured by identi-
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fying discriminative regions in the modulation tensorgram representation using the CRNN spectral-
temporal saliency map. These regions have been previously shown related to different respiratory
and articulatory abnormalities, hence explaining the better generalization performance achieved
across different COVID-19 datasets. Regarding deepfake detection, we designed a self-supervised
contrastive learning method that captures the style-linguistic dependency using real speech samples
only. The proposed model achieves SOTA performance on unseen deepfake datasets without the
need of front-end fine-tuning. The cosine distance between the disentangled style and linguistic
embeddings is found to be higher for fake samples in three datasets, suggesting a mismatch of
style and linguistic information in synthesized speech. Together, we show that domain knowledge
guided deep representations can outperform representations learned by pure black-box models in
terms of generalization to unseen data, while providing interpretable results.
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5 PRIVACY-PRESERVING SPEECH APPLICATIONS VIA VOICE ANO-
NYMIZATION

5.1 Preamble

This Chapter is compiled from materials extracted from the manuscripts published at the IEEE
Transactions in Information Forensics and Security (Zhu et al., 2023c) and the 3rd Symposium on
Security and Privacy in Speech Communication (Zhu et al., [2023b).

5.2 Introduction

In the previous chapter, we have shown that representations encoded by large models can si-
gnificantly improve accuracy over knowledge-based features. These large models typically contain
hundreds of millions to billions of parameters, which require a significant amount of computation
for training, as well as inference. Take remote health diagnostics as an example, usually the model
weights are not stored locally on mobile devices (Wang et al.,|2018a) and speech data are sent and
processed in the cloud. Decisions are then transmitted back to the user device. This transmission
of speech data over the cloud, however, could pose serious threats to user privacy, since the user’s
voice could be linked with sensitive medical information, such as health status(Latif et al., 2020a),
disease progression(Harel et al., 2004), or mental state (Low et al., [2020), just to name a few. As
such, several approaches have been proposed to address the privacy leakage threat, including fe-
derated learning for decentralized model training (Li et al., 2020), model pruning and quantization
for efficient local deployment and inference (Zhu et al., [2017; Choudhary et al., 2020), and voice
anonymization to remove user identity information (Tomashenko et al., [2022bya). Different from the
first two methods, voice anonymization does not require changes in the model training strategy and
architecture. Conventionally, voice anonymization aims at keeping speech content intact while ob-
fuscating speaker identity (Tomashenko et al., 2022b,a). This limits its usage to ASR applications
where only linguistic information is needed. For paralinguistic tasks, such as health diagnostics,
deepfake detection, or emotion recognition, the feasibility of voice anonymization remains unde-
rexplored.

The main contributions of this chapter are summarized as follows :

1. We comprehensively evaluate the impact of different voice anonymization techniques on
existing diagnostic models in various settings and demonstrate the limitations of existing anonymi-
zation methods;
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2. We propose a new anonymization model tailored for diagnostic tasks, which minimizes the
loss of health information while effectively obfuscates user identities;

3. We show that existing deepfake detection models, while performing well on healthy voice
samples, are observed to be vulnerable to the generated pathological speech samples.

5.3 Related work

Anonymization techniques can be generally divided into two categories : speech transforma-
tion and speech conversion. The former refers to modifications directly to the original speech, such
as pitch shifting and warping (Stylianou, |2009; Srivastava et al., [2020b), to remove personal iden-
tifiable information from the speech signal. The latter, in turn, converts one’s voice to sound like
that of another without changes in linguistic content (Mohammadi et al., 2017). As voice privacy
concerns are on the rise, voice anonymization has gained popularity recently and, in 2020, the
Voice Privacy Challenge (VPC) was created (Tomashenko et al., [2022b).

A popular method from the 2020 and 2022 VPCs employs the so-called McAdams coefficients
(Tomashenko et al., 2022blja), where shifts in the pole positions derived from linear predictive
coding (LPC) analysis of speech signals (McAdams), |1984) are used to achieve anonymization.
Another popular voice transformation method is termed voicemask (Qian et al., 2017), where cer-
tain frequency components are compressed (or stretched) to generate a lower-pitched (or higher-
pitched) voice signal. Voice conversion systems, on the other hand, have usually relied on modifi-
cations to speaker embeddings, such as the x-vector (Snyder et al., 2018) and the ECAPA-TDNN
embeddings (Desplanques et al., [2020), which are assumed to only carry nonverbal information
that pertains to the speaker identity alone. The modified speaker embeddings are then input with
speech content sequence to a speech synthesis module to reconstruct a new speech waveform
(Fang et al 2019). Several innovations have been proposed to the speech synthesis module to
make the outcome sound more natural and of greater quality and intelligibility (Kong et al., |2020;
Srivastava et al., 2020a; Meyer et al., 2022b,a).

5.4 Privacy-preserving diagnostics systems by voice anonymization
5.4.1 System overview

Figure depicts the diagram of an anonymized speech diagnostics (SD) system. Conven-
tionally, the original voice of user X is input to a diagnostic system that will generate a positive or
negative output for the tested disease and/or symptom. If an automatic speaker verification (ASV)
system was trained with data from user X, the ASV system would be able to detect user X’s voice.
In practice, SD systems are complex and models are often stored on the cloud, thus requiring the
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FIGURE 5.1 : Block diagram of a speech-based diagnostics system with (protected) and without (unprotected)
anonymization. ‘SD’ stands for speech-based diagnostic system and ‘ASV’ for automatic speaker verification.
user’s voice (or features) to be uploaded to the cloud. This transmission of data could result in pri-
vacy concerns. To overcome this, voice anonymization can be employed locally and anonymized
data (or features) are sent to the cloud. In this case, user X would not be identified by the ASV
system and speech-based diagnostics could proceed in a more secure and private manner.

5.4.2 Anonymization methods

McAdams coefficient This approach uses a classical signal processing technique and does not
require model training. It employs the so-called McAdams coefficient method (McAdams, [1984)
to shift the position of formants measured using linear predictive coding (O’Shaughnessy, |1988).
For each short-time speech frame, the method first separates the linear prediction residuals and
linear prediction coefficients. The LP coefficients are then converted to pole positions in the z-plane
by polynomial root-finding, where each pole position represents the position of one formant. The
phase of the poles with imaginary parts is then raised to the power of the McAdams coefficient «.
The new set of poles is then converted back to LP coefficients. Together with the original residuals,
a new speech frame can be synthesized.

Ling-GAN For voice conversion, we implemented two systems based on generative adversarial
networks (GAN). The overall architecture of these systems can be found in Figure The first
system, abbreviated as ‘Ling-GAN’, was an off-the-shelf anonymizer from (Meyer et al., 2022a),
where all modules were already trained and applied to COVID-19 data without any fine-tuning.
In general, it preserves the linguistic content (i.e., phoneme sequence) and uses a generator to
generate fake, yet realistic speaker embeddings to substitute for the original speaker embeddings.
The original speech is first input to an automatic speech recognition (ASR) model to extract the
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phone sequence. The ASR model used here is based on the hybrid CTC (Connectionist Temporal
Classification)/attention architecture (Watanabe et al., [2017) with a Conformer encoder (Gulati
et al., [2020) and a Transformer decoder.

It should be emphasized that the output of the ASR is a phoneme sequence, detailing not
only the phonemes uttered but also the pauses. In our exploratory analysis, we found that the
removal of these pauses would change the rhythm of the generated speech and lead to degraded
diagnostic performance. We hence kept all pauses in the extracted phoneme sequences. The ASR
model used here supports English as the default input language, hence may lead to erroneous
transcriptions when other languages are used. Although such issue can be potentially tackled
by replacing with other multi-language ASR models, their compatibility with the anonymization
and synthesizer blocks has not been tested. Hence, we remain using the same architecture as is
proposed in (Meyer et al., [2022a), and leave the language compatibility for future investigation.

The anonymization is divided into two stages. During the first stage, the 512-dimensional x-
vector (Snyder et al., 2018) and the 192-dimensional ECAPA-TDNN vector (Desplanques et al.,
2020) are extracted using the SpeechBrain toolkit (Ravanelli et al., 2021a) and concatenated as
the final speaker embeddings. At the second stage, a Wasserstein GAN with Quadratic Transport
Cost (WGAN-QC) (Liu et al.,|2019) is used to generate a pool of 5,000 ‘converted’ speaker embed-
dings and saved for later use. When a new recording is input to the system, the model iteratively
looks through the pool, and stops when it finds one with a cosine distance above 0.3 with the ori-
ginal speaker embeddings. This set of new embeddings are then used to substitute the original
one for synthesis. The 0.3 threshold value of cosine distance was suggested from (Meyer et al.,
2022a)), which ensures sufficient difference in speaker traits while maintaining the naturalness. Fi-
nally, the FastSpeech 2 model (Ren et al., [2020) is used to synthesize the phone sequence into a
spectrogram, followed by a HiFIGAN vocoder (Kong et al., [2020) to convert the spectrogram into
a final speech waveform. The synthesizer is conditioned on the anonymized speaker embedding,
hence keeping the linguistic content while obfuscating the speaker identity.

It is important to emphasize that this off-the-shelf GAN has not seen pathological speech data
during its training (Meyer et al., 2022a). As a consequence, the generated speaker embeddings
may not encapsulate health-related attributes, thus affecting diagnostic accuracy. The last anony-
mization system used overcomes this limitation, as detailed next.

Ling-Pros-GAN The second GAN-based system, abbreviated as ‘Ling-Pros-GAN’, was modified
from (Meyer et al.l 2023) which can be seen as a more advanced version of the Ling-GAN. While
sharing similar architecture, such as the ASR module and the synthesizer, the Ling-Pros-GAN
further preserves prosody (i.e., pitch, energy, and duration) during anonymization and uses the
style embeddings from (Wang et al., |2018b) to represent speaker attributes. In addition, we fine-
tuned the generator and discriminator using the aggregated training set data from all three COVID-
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FIGURE 5.2 : Diagram of the two GAN-based anonymizers implemented in this study. Compared to the Ling-
GAN, the Ling-Pros-GAN not only preserves the original prosody, but also has the generator and discriminator
fine-tuned with COVID-19 speech data, enabling it to generate more COVID-like speaker embeddings.
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19 datasets employed in this study, namely CSS, DICOVA2, and the Cambridge speech set. The
goal of fine-tuning was to enable the GAN to generate COVID-aware speaker embeddings.

The generator and discriminator were jointly trained via 2,000 iterations, with the batch size of
128 and learning rate of .00005. Other fine-tuning hyperparameters remained the same as reported
in (Meyer et al., |2023), which can also be found in our code repository. Figure depicts the t-
distributed stochastic neighbor embedding (t-SNE) plots (Van der Maaten et al., [2008) showing
a 2-dimensional representation of the speaker embeddings in the COVID-19 datasets (red dots),
those produced by the generator without fine-tuning (blue), and after fine-tuning (green). As can
be seen, using just the pre-trained generator is not sufficient to model the COVID-19 speaker
embedding distribution. With 2,000 iterations of fine-tuning, the generator was able to generate
embeddings following a similar distribution of the COVID-19 embeddings.

Different from the original implementation in (Meyer et al., 2023), where a pre-generated pool of
speaker embeddings were used, we modified Ling-Pros-GAN in a way that it randomly generates
a small set of different speaker embeddings each time it receives a new recording, then chooses
which embeddings to swap by iteratively examining the cosine similarity. In other words, Ling-Pros-
GAN is guaranteed to generate an unseen version of anonymized speech even with the exact same
input recording. In contrast, since Ling-GAN always chooses embeddings from a pre-generated
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FIGURE 5.3 : Distribution of speaker embeddings (‘emd’) generated by Ling-Pros-GAN with and without fine-
tuning (‘ft’). Embeddings are projected to the 2-dimensional space using t-SNE.
pool, there is a slight chance that two recordings may be anonymized with the same generated
embeddings. Such possibility becomes higher when the number of speakers increases. While such
modification to Ling-Pros-GAN improves privacy, the computing time increases simultaneously due
to the online generation process of speaker embeddings.

5.4.3 Diagnostic models

Based on previous experiments on COVID-19 detection (Chapters [3 and [4), the five top-
performing diagnostics systems are explored herein :

openSMILE+SVM A total of 6,373 static acoustics features were firstly extracted using the openS-
MILE toolbox (Eyben et al., [2010), which were then input to a SVM classifier with a linear kernel.

This system was used as the benchmark in the 2021 ComParE COVID-19 Speech Sub-challenge
(Coppock et al., [2022a).

openSMILE+PCA+SVM The high dimensionality of the openSMILE features can be problematic
for smaller datasets. In (Xia et al., [2021), principal component analysis (PCA) (Wold et al., [1987)

was used to compress the 6,000+ features into 300 components. Here, the number of principal
components was treated as a hyper-parameter and a value of 100 was found to strike a good
balance in accuracy and dimensionality.
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MSR+SVM The MSR features have been used in Chapter[3|and shown to outperform openSMILE-
based systems and to provide improved generalizability across datasets. It is shown to capture the
abnormalities in respiration and articulation by focusing on long-term dynamics of speech. Each
modulation spectrum comprises 23 frequency bins and 8 modulation frequency bins, which is then
flattened into a vector and used as input to a linear SVM classifier.

MSR+PCA+SVM For more direct comparisons with the openSMILE system, here we also explore
the compression of the 184-dimensional (23 x 8) vector via PCA, resulting in a final 100-dimensional
vector for classification.

Logmelspec+BiLSTM The winning system in the DiCOVA2 Challenge was employed (Sharma
et al., [2022) as a benchmark. This system adopts the conventional log-mel-spectrogram (logmels-
pec) with first-and second-order deltas as input, along with a BiLSTM as the classifier. More details
about the network architecture can be found in (Sharma et al., 2022).

5.4.4 Evaluation of anonymization efficacy and efficiency

As is shown in Figure [5.4] for each speech recording, the speaker embeddings were extracted
separately from the original version, the McAdams-anonymized version, the Ling-GAN anonymi-
zed version, and the Ling-Pros-GAN anonymized version. Cosine similarity was then computed
between the embeddings of each two signals, where higher cosine similarity values represen-
ted higher resemblance between two speech samples. Meanwhile, we employed the pre-trained
ECAPA-TDDN speaker verification model from SpeechBrain (Ravanelli et al., [2021a) to detect if
two recordings are from the same speaker, then evaluated the misclassification rate, where hi-
gher values suggest more successful anonymization. Since multiple evaluation scenarios were
considered in this study, where training and test data were processed with different anonymization
methods, the cosine similarity and the misclassification rate were computed between not only the
clean and anonymized data, but also data processed by different anonymization methods. Additio-
nally, we measured the computation time spent by the three methods per recording, and calculated
the average and standard deviation for each dataset. This helps to quantify and compare the time
efficiency of the three anonymization methods.

The average cosine similarity scores between the speaker embeddings of speech files anony-
mized by the different methods together with the misclassification rates are shown in Figure
As can be seen, near perfect anonymization performance was achieved with both GAN-based
methods (misclassification rates), with almost no similarity with either the original speech or the
speech anonymized by other methods. On the other hand, nearly half of the McAdams-anonymized
samples can be successfully detected, suggesting some speaker-unique information still remained.
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FIGURE 5.4 : Evaluation of the effectiveness of different voice anonymization methods, as well as their compu-
tational complexity.

TABLEAU 5.1 : Average computation time per speech file (second) with standard deviations using different
anonymization methods for the three datasets.

Method CSS DiC Cam Ave
McAdams Coef 0.87+0.10 1.15+0.13 0.88+0.92 0.97

Ling-GAN 8.52+2.93 10.22+3.56 9.58+2.70 9.44
Ling-Pros-GAN 26.49+20.53 24.9+11.61 19.47+11.61 23.62

The computational complexity of the three anonymization methods is presented in Table
for all three datasets. While the GAN-based methods are shown to provide better anonymization
effectiveness, it requires computational times approximately 10-20 times longer than using the
McAdams coefficient method. The longest time was seen with Ling-Pros-GAN, since it requires
extra time to extract prosody, which involves an online training loop, and to generate and find em-
beddings in real-time. As model loading time was not taken into account, the computation footprint
of the GAN-based methods could be larger in real-world settings. Additionally, the GAN-based me-
thods rely on several pre-trained neural networks with millions of parameters (e.g., 22.3 million for
ECAPA-TDNN embedding extractor; 10 million for the generator), which could make it challenging
to be deployed on mobile devices.

5.4.5 Evaluation of diagnostic performance

Evaluation scenarios : Training and test data could be anonymized using different methods. To
mimic a realistic setting, we explore four different scenarios, as detailed below. Table [5.2f summa-
rizes these conditions.

Scenario-A : Unprotected : Here, both training and test data are original, thus anonymization is
not performed. This encompasses the traditional diagnostic system evaluation and serves as a
baseline of the maximum diagnostics accuracy that can be achieved by each model.
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FIGURE 5.5 : Cosine similarity between speech signals under different anonymization conditions averaged
across three datasets. Values in the parentheses are the corresponding misclassification rates.

Scenario-B : (Anonymization) Ignorant : In this scenario, the training data are original, and only
the test data are anonymized. This scenario can be further separated into three cases : test data
are anonymized using the McAdams coefficient (scenario B1), the Ling-GAN (scenario B2), and
the Ling-Pros-GAN (scenario B3). This scenario exemplifies the case where new anonymization
methods are proposed and tested against legacy original diagnostic systems.

Scenario-C : Semi-informed : In this scenario, anonymized data are seen during training, but
from a method different from that used for testing. Six combinations were possible out of the three
systems, namely : training set comprised of McAdams coefficient anonymization and test set with
Ling-GAN (C1), training set with McAdams anonymizer and test set with Ling-Pros-GAN (C2), trai-
ning set with Ling-GAN and test set with McAdams anonymizer (C3), training set with Ling-GAN
and test with Ling-Pros-GAN (C4), training set with Ling-Pros-GAN and test with McAdams ano-
nymizer (C5), and training set with Ling-Pros-GAN and test with Ling-GAN (C6). This scenario
exemplifies the case where new anonymization methods are proposed and tested against legacy
or different anonymized systems.

Scenario-D : Fully-informed : In this setting, training and test data are both anonymized using
the same method and parameters, with three cases : both are anonymized with the McAdams
coefficient (D1) method, both with Ling-GAN (D2), and both with Ling-Pros-GAN (D3).

Within-dataset evaluation The within-dataset performance of the five diagnostics systems un-
der different anonymization scenarios is demonstrated in Figure 5.6l As can be seen from the
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TABLEAU 5.2 : Training/test set details for the different conditions and scenarios explored.

Scenarios  Sub-condition Training anonym. Test anonym.

Unprotected A Clean Clean

B1 Clean McAdams Coefs

Ignorant B2 Clean Ling-GAN
B3 Clean Ling-Pros-GAN

C1 McAdams Coef Ling-GAN
C2 McAdams Coef Ling-Pros-GAN
Semi-informed C3 Ling-GAN McAdams Coefs
C4 Ling-GAN Ling-Pros-GAN
C5 Ling-Pros-GAN McAdams Coefs

Ccé Ling-Pros-GAN Ling-GAN
D1 McAdams Coefs McAdams Coefs

Fully-informed D2 Ling-GAN Ling-GAN
D3 Ling-Pros-GAN Ling-Pros-GAN

average AUC-ROC scores per scenario, the highest performance is achieved under scenario A,
i.e., when anonymization is not performed. When the test data are anonymized using the McA-
dams coefficient (scenario B1), the average AUC-ROC score over all systems dropped by 8.9%
(CSS), 5.9% (DiCOVA2), and 6.3% (Cambridge) relative to scenario A. A substantial decrease was
observed when using both the Ling-GAN and Ling-Pros-GAN anonymizers (scenario B2 and B3),
where an average relative drop 22.5% and 18.1% was achieved respectively. Moreover, nearly
all systems degraded to chance levels under scenario C where models were trained with data
anonymized by one method and tested with data anonymized with another, suggesting that ano-
nymization may drastically remove COVID-19 speech information. Diagnostic performance in the
fully-informed scenarios is shown to be close to scenario A. Among the three anonymizers, McA-
dams anonymization leads to higher diagnostic performance on average in scenario D. Compared
to the Ling-GAN, Ling-Pros-GAN shows higher performance on the English datasets (DiCOVA2
and Cambridge) and lower performance on the multilingual one (CSS).

Next, we evaluate the sensitivity of different diagnostics systems to anonymization and explore
the relative drop in accuracy from scenario A to scenario B. Table reports the average drops
seen per dataset. As can be seen, the two GAN-based methods resulted in a substantially higher
degradation relative to the McAdams coefficient method, with the Ling-GAN leading to the most
severe decrease. This was expected and corroborates Task-1 results, where speaker embeddings
of the GAN-anonymized speech showed practically no similarity to the original speech. Meanwhile,
since Ling-Pros-GAN leaves the prosody intact and generates more COVID-like embeddings, it is
likely to preserve more COVID-19 attributes than the Ling-GAN, thus rendering higher anonymized
diagnostic performance. Previous studies have shown that speaker embeddings (e.g., x-vector)
also contain other nonverbal information and can be used for speech para-linguistic tasks (Raj
et al, 2019; van Son et al., 2021), such as speech emotion recognition (Pappagari et al., 2020b)
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TABLEAU 5.3 : Drop in within-dataset AUC-ROC (%) from scenario A to scenario B for different anonymization
methods.

Anonymization method CSS DiC Cam Ave
McAdams coefficient 8.9 59 6.3 7.0
Ling-GAN 27.330.5 9.8 225
Ling-Pros-GAN 25.220.4 8.7 18.1

TABLEAU 5.4 : Drop in within-dataset AUC-ROC (%) from scenario A to the average of all sub-conditions under
scenario C for different diagnostics systems.

Diagnostics system CSS DiC Cam Ave
openSMILE+PCA-SVM 31.7 26.8 6.7 21.7
MSR+PCA-SVM 27.7 32.4 16.7 25.6
LogMelSpec+BiLSTM 18.8 34.0 12.1 21.6

and disease detection (Moro-Velazquez et al., [2020; Pappagari et al., 2020a). While the GAN-
based anonymizers substitute the original speaker embedding with a dissimilar speaker embed-
ding, the obtained results suggest that health-related vocal characteristics are likely also discarded,
thus resulting in significant drops in diagnostics accuracy.

Lastly, we use scenario A as the baseline and calculate the average drop in accuracy for sce-
nario C, showing the impact that training models completely on anonymized data would have. For
both openSMILE and MSR methods, we use the PCA-SVM pipeline to avoid the effects of dif-
ference in the number of features. The comparative results are reported in Table 5.4} As can be
seen, all three diagnostic systems show degradaded performance, with the logmelspec+BiLSTM
system shown to be on average more robust (21.6%) to the semi-informed anonymization scena-
rio. Notwithstanding, it should be highlighted that the logmelspec+BiLSTM system achieved the
lowest AUC-ROC in scenario A. Interestingly, with the CSS dataset, the diagnostic system based
on a BiLSTM and log-mel spectrogram input resulted in substantially lower degradation percentage
compared to the two other systems based on traditional engineered features and classifiers. CSS
is a multilingual dataset, thus hand-crafted features (e.g., syllabic rate, speech production features)
used in these models may show <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>