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Abstract

The metaverse is envisioned as a fully immersive, hyper-spatial, and self-sustaining virtual
space merging physical, human, and digital realms with an interconnected economic struc-
ture. This burgeoning paradigm shift in internet technology is facilitated by advancements in
digital twins, VR/AR, 5G wireless communications, artibcial intelligence (Al), and blockchain
technologies. Among these, Al is pivotal, enabling the virtual realm through technologies
like computer vision (CV) and machine learning (ML). These technologies are employed by
metaverse service providers (MSPSs) to deliver sophisticated virtual services to metaverse users
(MUs). However, challenges in data collection and privacy concerns necessitate a decentral-
ized platform for exchanging metaverse data and ML models in a trustless environment.

To address these challenges, this thesis proposes MetaAICM, a blockchain-empowered
framework that facilitates Al crowdsourcing and provides a decentralized marketplace for
intelligent virtual services in the metaverse. MetaAICM enables MUs to proactively collect
metaverse data or train ML models for sale. If the desired data or models are unavailable,
MSPs can use the crowdsourcing mode to source ML models from machine learning workers
(MLWSs) or request metaverse data from data workers (DWs).

Unlike existing frameworks, MetaAICM eliminates the need for task requesters to pro-
vide evaluation functions for worker contributions, thus removing trust assumptions. A
concrete incentive mechanism motivates MUs to contribute computational resources, while
an integrated reputation system Pblters out malicious entities. MetaAICM ensures payment
is Pnalized only when the traded product is veriped, enhancing trust and security.

The framework incorporates a reputation-based Raft consensus protocol to address scala-
bility, transaction speed, and sustainability. Extensive evaluations demonstrate that MetaAICM
can resist security threats such as denial of service (DoS), single point of failure (SPoF), data
leakage, and Sybil attacks. It o'ers high performance and automation with low operational
costs, signibcantly advancing the integration of blockchain technology in the metaverse.
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Chapter 1

RZsumZ Long

Ce chapitre est le rZsumZe en franeais de la these intitulZe:

OCrowdsourcing et MarchZ RenforcZs par la Blockchain pour le MZtaversO

1.1 Contexte et Motivations

Le MZtavers, un terme dZrivZ du prZbxe OmZtaO (signipant au-del”) et OversO (une forme abrZgZe de
I@univers), reprZsente un royaume numZrique parallsle qui reRste un environnement du monde rZel
avec une structure Zconomique indZpendante, interconnectZe avec le monde physique. Depuis sa
premiere apparition, le concept de mZtavers a ZvoluZ sous diverses formes, telles quOune seconde vie
[1], des mondes virtuels 3D [2] et le lifelogging [3]. Il est souvent envisagZ comme un espace partagZ
virtuel entierement immersif, hyper-spatial et auto-su"sant, fusionnant les domaines physique,
humain et numZrique [4]. Il est reconnu comme un changement de paradigme Zmergent dans la
technologie Internet, succZdant aux rZvolutions du Web et de IQinternet mobile [5], permettant aux
individus de sOimmerger en tant que natifs numZriques et dOexplorer une existence alternative dans

un cadre virtuel.

Le mZtavers incorpore une plZthore de technologies Zmergentes [6], [7], [8]. Notamment, les
jumeaux numZriques rZpliquent les environnements du monde rZel ; la rZalitZ virtuelle (VR) et la

rZalitZ augmentZe (AR) facilitent des expZriences 3D immersives ; les communications avancZes



comme la 5G et au-del” des technologies sans Pl assurent des connexions ultra-pables et " faible
latence pour une multitude de dispositifs au sein du mZtavers ; les capteurs portables et les in-
terfaces cerveau-ordinateur (BCI) amZliorent les interactions entre les utilisateurs et les avatars ;
IOintelligence artibcielle (IA) soutient la crZation et le rendu ~ grande Zchelle des environnements
du mZtavers ; et la technologie blockchain avec les jetons non fongibles (NFTs) sZcurisent les droits
de propriZtZ vZribables sur les actifs du mZtavers [9]. Avec IQadoption gZnZralisZe des appareils in-
telligents et la maturation de ces technologies habilitantes, le mZtavers passe dOun stade naissant
" une rZalisation dans un futur proche. De plus, des innovations technologiques signiPcatives et
des avancZes favorisent une nouvelle Zcologie de IQinformation et crZent de nouvelles demandes pour
des applications dans divers domaines tels que I0Zducation, le jeu, le travail et IQinteraction sociale,

positionnant le mZtavers comme une plate-forme fondamentale pour cet Zcosysteme Zmergent [8].

Parmi les diverses technologies avancZes, IOIA joue un r™le crucial dans la facilitation du royaume
virtuel du mZtavers [7,10]. Par exemple, les algorithmes de vision par ordinateur (CV) exploitent les
donnZes du monde rZel capturZes par des camZras dZployZes dans les rues de la ville, les b%otiments
et sur les vZhicules aZriens sans pilote (UAVs) pour construire IOenvironnement virtuel du mZtavers.

De plus, les modsles dOapprentissage automatique (ML) dZployZs sur les dispositifs portables anal-
ysent les donnZes des utilisateurs, telles que IOapparence, les gestes et les expressions faciales, pour
reRZter les comportements des utilisateurs dans les actions des avatars [11]. Bien que les Zditeurs de
mZtavers gerent gZnZralement ces t%oches, les fournisseurs de services de mZtavers (MSP) utilisent
habituellement le ML pour fournir des services virtuels aux utilisateurs du mZtavers (MUs). Par
exemple, les MSP peuvent utiliser des modsles dOIA gZnZrative pour crZer du contenu gZnZrZ par
IA, comme des objets virtuels, des vetements et des dZcorations pour le mZtavers [12]. De plus,

les organisateurs dOZvZnements peuvent employer des modsles de dZtection pour identibPer les MUs
non autorisZs accZdant aux ZvZnements virtuels en analysant leurs probls, tels que la rZputation, la

localisation et IOhistorique opZrationnel.

Les MSP seraient intZressZs ~ exploiter IOexpertise en IA/ML et les ressources computationnelles
de la communautZ du mZtavers pour construire et entra’ner leurs modeles de ML souhaitZs. Inverse-
ment, les professionnels du ML capables de concevoir et dOentra’ner des modeles de ML peuvent
rencontrer des di"cultZs " collecter les donnZes nZcessaires en raison des prZoccupations de conbp-
dentialitZ et de la nature " grande Zchelle et hZtZrogene du mZtavers. Il est donc essentiel de fournir

aux MUs et MSP une plate-forme dZcentralisZe soutenant I0Zchange et le commerce de donnZes de
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mZtavers et de modsles de ML dans un environnement sans conbance, distribuZ, avec des frais de

transaction faibles, une haute performance et la prZservation de la conbdentialitZ.

Les systemes de commerce et de crowdsourcing traditionnels olerts par des autoritZs tierces souf-
frent souvent de points de dZfaillance uniques (SPoF) et de problemes de conbance, y compris les
attaques de passagers clandestins et de faux rapports parmi les participants. De plus, ces systemes
manquent gZnZralement de transparence, de conbdentialitZ et de mZcanismes dQincitation [13]. Bien
que ces limitations puissent etre acceptables pour certaines plates-formes centralisZes convention-
nelles, elles sont inadZquates pour IOenvironnement dZcentralisZ du mZtavers, o« les escroqueries et
les fraudes sont exacerbZes par diverses nouvelles attaques dOingZnierie sociale [14]. La technologie
blockchain o!re une solution potentielle pour la gestion de la conbance dans de tels systemes de
commerce de mZtavers avec ses propriZtZs immuables, transparentes et auditZes [15]. SpZciPque-
ment, la blockchain fournit un environnement de stockage bable pour enregistrer les transactions
commerciales, tandis que les contrats intelligents et les comitZs de la blockchain peuvent remplacer
les autoritZs tierces dans la prise de dZcision, IOapplication des politiques, la gestion de la rZputation

et des incitations [16].

MotivZ par ces besoins urgents, cette these propose un cadre renforcZ par la blockchain nommzZ
MetaAICM qui facilite le crowdsourcing de IOIA et fournit un marchZ pour les services virtuels
intelligents dans le mZtavers. Dans MetaAICM, les MUs peuvent exploiter les capacitZs de leurs
appareils et les ressources disponibles pour collecter des donnZes ou entra’ner des modsles de ML
" des Pns spZcibques, puis les mettre en vente sur le marchZ de MetaAICM. Si les MSP ne peu-
vent pas trouver les donnZes ou les modsles requis sur le marchZ, ils peuvent initier une t%oche de
crowdsourcing sur les applications dZcentralisZes de MetaAICM pour obtenir les produits dZsirZs
dOautres MUs. MetaAICM assure que le paiement nOest bnalisZ que lorsque le produit ZchangZ est
vZribZ, Zliminant ainsi le besoin de conbance mutuelle entre les parties. Pour aborder la scalabilitZ,
la vitesse des transactions et la durabilitZ, MetaAICM integre un protocole de consensus Raft basZ

sur la rZputation. Une description dZtaillZe de nos contributions ~ la recherche est donnZe ci-apres.



1.2 Contributions de la Recherche

Cette these aborde plusieurs lacunes critiques dans la littZrature concernant IOZvaluation et le com-
merce des donnZes de mZtavers et des modsles de ML dans des environnements dZcentralisZs. Les
principales lacunes incluent IOabsence de mZcanismes dOZvaluation pratiques pour les donnZes et les
modeles de ML contribuZs, la dZpendance ~ des hypotheses de conbance, et les vulnZrabilitZs aux
menaces de sZcuritZ dans les cadres existants basZs sur la blockchain. Pour surmonter ces dZbs, cette
these propose MetaAICM, un cadre renforcZ par la blockchain coneu pour faciliter le crowdsourcing

de ML et un marchZ dZcentralisZ pour les services intelligents dans le mZtavers. Les contributions

novatrices de MetaAICM peuvent stre rZsumZes comme Suit:

¥ MarchZ DZcentralisZ et Crowdsourcing : MetaAICM Ztablit un marchZ dZcentralisZ
basZ sur la blockchain qui encourage les utilisateurs du mZtavers (MUs) " collecter de manisre
proactive des donnZes de mZtavers ou " entra’ner des modesles de ML pour les vendre. Si les
donnZes et les modeles souhaitZs ne sont pas disponibles sur le marchZ, le mode de crowdsourc-
ing permet aux fournisseurs de services de mZtavers (MSPs) de sourcer des modeles de ML
aupres des travailleurs de IQapprentissage automatique (MLWSs), tandis que les MLWs peuvent

demander des donnZes de mZtavers aux travailleurs de donnZes (DWs).

¥ flimination des Hypotheses de Conbance . Contrairement aux cadres existants habil-
itZs par la blockchain qui dZpendent des demandeurs de t%.ches pour fournir des fonctions
dOZvaluation pour Zvaluer les contributions des travailleurs, MetaAICM ne nZcessite pas de
telles hypotheses. La conception dZcentralisZe Zlimine le besoin de conbance entre les par-
ticipants, garantissant quQaucune partie unique ne dZtient un pouvoir ou une responsabilitZ

excessifs, rZpondant ainsi au besoin dOZviter les mZcanismes dOZvaluation basZs sur la conbance.

¥ MZcanismes dOlncitation et de RZputation : Un mZcanisme dQincitation concret est
coneu pour motiver les MUs ™ contribuer des ressources computationnelles, permettant ainsi
de renforcer les services de ML dans le mZtavers. De plus, un systeme de rZputation intZgrZ

aide " bltrer les entitZs malveillantes et ~ assurer une participation honnste.

¥ SZcuritZ et Performance : MetaAICM est dZmontrZ rZsister ~ diverses menaces de sZcuritZ,
telles que les attaques par dZni de service (DoS), les points de dZfaillance uniques (SPoF), la

fuite de donnZes et les attaques Sybil. Des rZsultats numZriques Ztendus conbPrment que
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MetaAICM olre une haute performance et une automatisation avec des coZts opZrationnels

faibles.

Les dZtails de notre conception proposZe sont dZcrits ci-apres.

1.3 Modsle de Systeme et Vue dOEnsemble du Design

ML Crowdsourcing : ML Marketplace
'
. ! Train ML
ML training (6) ' nodels
'
' Model Sellers (MS)
1
@Request Fulfil model List model Purchase
data request @ as a product datasets

ML Crowdsourcing request

ML Crowd:
System

Machine Learning
Marketp
@ List dataset
as a product

Data Sellers (DS)

Download ML models

® Accept da'(al T Fulfil data (5)

Submit ratings

®

requests request

Data Workers (DW)

Metaverse , v,
IoT Devices S— Industrial
S ,,.\; ~=| Metaverse
Wearable & &[ﬁg
M Vehlcular
Q ' ‘ ii g 2> | Metaverse

Collect data Collect data

Figure 1.1: Apereu du mZtavers et de IOarchitecture de MetaAICM avec deux modes de fonction-
nement, ~ savoir le systeme de crowdsourcing et le marchZ dZcentralisZ.

1.3.1 Modele de Systeme et Objectifs du Design

Comme illustrZ " la Fig.1.1, le mZtavers est envisagZ pour tirer parti de nombreux dispositifs (par
exemple, des capteurs loT, des vZhicules intelligents, des dispositifs industriels, des dispositifs porta-
bles AR/VR et haptics) et de IQinfrastructure informatique (par exemple, des serveurs edge/cloud

et des centres de donnZes) pour son fonctionnement. Plus prZcisZment, ces dispositifs collectent
et gZnerent en continu une quantitZ massive de donnZes, ce qui est particulisrement prZcieux pour
les outils et services activZs par IOIA/ML [17]. Cependant, ces dispositifs et les donnZes collectZes
sont souvent possZdZs par de nombreux MUs distribuZs au lieu dOun Zditeur centralisZ comme les
plateformes mZdiatiques traditionnelles. Par consZquent, cela pose des dZbs signiPcatifs en matisre

de collecte de donnZes, y compris des problemes de conbdentialitZ [18], de gestion de la conbPance



et dOincitations pour les collecteurs de donnZes. Par exemple, les MUs peuvent ne pas vouloir di-
vulguer leurs donnZes largement au public (cOest-"-dire, probleme de conbdentialitZ), tandis que des
participants malveillants pourraient essayer dOobtenir les donnZes sans payer de jetons (cOest-"-dire,

probleme de conbance).

Notre conception du systeme de crowdsourcing et du marchZ vise " atteindre plusieurs objectifs.
Premierement, nous visons ~ concevoir des cadres dZcentralisZs qui permettent le commerce ou le
crowdsourcing des donnZes de mZtavers et des modeles de ML pour des services virtuels intelligents
dans le monde numZrique. Deuxismement, notre objectif est de traiter e"cacement les problemes de
sZcuritZ, de conbdentialitZ et de gestion de la conbance qui sont inhZrents ~ un environnement sans
conbance, et qui nQont pas ZtZ su"samment traitZs dans les solutions existantes. Enbn, nous nous
eloreons de garantir que les conceptions proposZes atteignent les niveaux souhaitZs de scalabilitZ,
de dZcentralisation et de sZcuritZ tout en restant durables, en Zvitant la consommation dOZnergie

signiPcative associZe "~ des opZrations comme celles de la blockchain Bitcoin.

E cette bn, nos conceptions proposZes reposent sur une blockchain de consortium utilisant un
mZcanisme de consensus basZ sur Raft, comme nous IQexpliquerons plus en dZtail dans la section
suivante. Dans ce qui suit, le terme OcomitZ blockchainO est utilisZ pour dZsigner un groupe de

nluds de consensus blockchain.

1.3.2 Vue dOEnsemble du Design

Nous proposons des conceptions de crowdsourcing et de marchZ pour di!Zrents scZnarios dOapplication.

1.3.2.1 Apereu de la Conception de Crowdsourcing

Dans les systemes de crowdsourcing, les collecteurs de donnZes sont appelZs travailleurs de donnZes
(DWs), tandis que les professionnels du ML qui olrent des services de formation en ML sont des
travailleurs de ML (MLWSs). |l existe trois principaux contrats intelligents rZgulant le processus

de crowdsourcing dans notre cadre proposZ. Le contrat de Machine Learning (MLC) permet aux
MSPs de faire du crowdsourcing pour les modsles de ML aupres des MLWs. Le contrat de donnZes

(DC) permet aux MLWs de faire du crowdsourcing pour les donnZes de mZtavers aupres des DWs.
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Le contrat de rZputation (RC) gere les probls de rZputation des participants et peut stre considZrZ

comme une rZfZrence indiquant la PabilitZ des individus.

Le fonctionnement du mode de crowdsourcing est illustrZ sur le c™tZ gauche de la Fig. 1.1 avec
un total de 8 Ztapes. Plus prZcisZment, pour faire du crowdsourcing dOun modele de ML aupres des
MUs, un MSP; soumet dOabord une demande de crowdsourcing de ML au contrat intelligent MLC
(Ztape 1). Le MSR dZpose Zgalement aupres de MLC un certain nombre de jetons de mZtavers
comme rZcompense pour les travailleurs. Ensuite, les MLWs intZressZs peuvent accepter la demande
de MLC et commencer " entra’ner le modele demandZ. Pendant le processus de formation, les MLWs
peuvent Zgalement demander plus de donnZes de mZtavers aux DWs si nZcessaire. Pour ce faire, un
MLW ; doit soumettre une demande de donnZes au contrat intelligent DC (Ztape 2), ce qui dZclenche
une nouvelle t%.che de crowdsourcing de donnZes. Apres que certains DWs aient collectZ des donnZes
et rZpondu " la demande de donnZes (Ztapes 4 et 5), le ML\peut utiliser les donnZes obtenues
pour entra’ner son modsle (Ztape 6). Enbn, une fois la t%.che de crowdsourcing de ML terminZe
(Ztape 7), le MSR tZIZchargera le modsle de ML Pnal ~ partir de MLC, et les jetons dZposZs seront

automatiquement distribuZs aux travailleurs honnstes.

1.3.2.2 Apereu du MarchZ

Au lieu dOattendre des demandes spZcibques de crowdsourcing, les MUs peuvent Zgalement collecter
de maniere proactive des donnZes de mZtavers pour constituer leurs propres ensembles de donnZes
et les mettre en vente sur le marchZ. Ces MUs sont appelZs vendeurs de donnZes (DSs). De meme,
certains vendeurs de modesles (MSs) peuvent concevoir/entra’ner des modeles de ML qui rZpondent
aux besoins du mZtavers, puis les vendre sur le marchZ avec un prix et des descriptions prZdZpnis.
LOarrisre-plan du marchZ est construit sur un contrat intelligent appelZ contrat de marchZ (MPC).

Le fonctionnement gZnZral du marchZ de MetaAICM est dZcrit sur le c™tZ droit de la Fig. 1.1.

Pour prZserver la conbdentialitZ, les modeles de ML/donnZes sont stockZs sur le systeme de
Pchiers interplanZtaire (IPFS) [19] au lieu dOutiliser le stockage sur la cha’ne. De plus, IODURL de
IOIPFS est cryptZe par la clZ publique de IQacheteur. Dans le cas os un acheteur nOest pas satisfait
du produit reeu (par exemple, il a"rme que le vendeur a envoyZ des donnZes incorrectes ou que les
donnZes ont ZtZ modibZes), un mZcanisme de comparaison en deux Ztapes est activZ pour valider les

rapports. En consZquence, les acheteurs malveillants perdront leurs jetons en raison des rapports
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de contestation malhonnetes, tandis que la transaction est annulZe automatiquement si le rapport
est vZribZ comme Ztant honnete. Lorsque le paiement est PnalisZ, IOacheteur peut soumettre une
Zvaluation pour le produit avec une note de 0 ~ 10, ce qui reRste la qualitZ du produit et impacte

Zgalement la rZputation du vendeur.

1.3.3 Mode+le de Menace

Dans MetaAICM, toute entitZ, y compris les DWs, MLWs, DSs, et MSs, peut agir de maniere
malveillante, cherchant ~ maximiser leur bZnZbce par des activitZs malhonnetes ou la collusion.
Sans une autoritZ de conbance, les opZrations peuvent stre soudainement corrompues, conduisant

"~ diverses attaques potentielles.

Attaque par Faux Rapport : Dans le crowdsourcing, un demandeur peut prZtendre fausse-
ment ne pas avoir resu un ensemble de donnZes ou un modele de haute qualitZ pour Zviter de payer
les frais associZs. De meme, sur le marchZ, les acheteurs pourraient faussement signaler des produits

de mauvaise qualitZ ou inaccessibles, nuisant aux vendeurs et gagnant illZgalement.

Attaque de Passager Clandestin  : Dans le systeme de crowdsourcing, un travailleur pourrait
soumettre des donnZes/modeles arbitraires ou de mauvaise qualitZ pour obtenir des rZcompenses
sans rZel elort, alectant les bZnZbces du demandeur. Sur le marchZ, les vendeurs peuvent tromper

les acheteurs en vendant des produits de mauvaise qualitZ, sapant la conbance dans le systeme.

Attaque de Sybil et DoS : Une attaque de Sybil consiste ~ crZer plusieurs fausses identitZs
pour manipuler le systeme, comme soumettre plusieurs Zvaluations malhonnetes ou submerger la

blockchain de demandes, ce qui peut conduire ~ une attaque par dZni de service (DoS).

Fuite de ConbdentialitZ : Dans le crowdsourcing, les ensembles de donnZes soumis peuvent
stre consultZs par dOautres entitZs en raison de la transparence de la blockchain, conduisant ~ une
utilisation abusive potentielle dOinformations sensibles. De plus, des hackers pourraient attaquer
IOenvironnement de stockage du marchZ pour voler des donnZes/modsles sans payer, compromettant

la conbdentialitZ et les bZnZbces des travailleurs.
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1.4 Cadre ProposZ

Nous dZcrivons dans cette section le systeme de crowdsourcing et la conception du marchZ du

mZtavers proposZzs.

1.4.1 Systeme de Crowdsourcing de ML pour le MZtavers

Le systeme de crowdsourcing proposZ est illustrZ ~ la Fig. 1.2 avec deux composants principaux,

" savoir le crowdsourcing de modsles de ML et le crowdsourcing de donnZes, comme prZsentZ ci-

dessous.
= : Request models
G| e | (=
= A Evaluate models
Metaverse Service
Provider (MSP) « Y7 MLSmart
o??f’ Contract (MLC)
N
. ¥ Update
Train ML models R S lreputation
X
&y ©
) Committee ,®.
(\@' 2 A election ®~‘,®
X \%, 4. se
ML Worker (MLW) R Reputation Smart .
%, Blockchain
% Contract (RC) Consensus
Update
Collect metaverse data \\ reputation
Dispute results o2 L.
Fulfil data request R <------o-o-
—_— > L) o > i
Disputedata . T ..
Data Worker (DW) Data Smart Blockchain
. Contract (DC) Oracle
A

Report a dispute (if dissatisfied)

Figure 1.2: Le systeme de crowdsourcing de MetaAICM.

1.4.1.1 Crowdsourcing de Mod-les de ML

La conception de crowdsourcing proposZe pour les modeles de ML est rZsumZe dans IOAlgorithme 1.1,
dans lequel un MSR fait appel ~ des modsles de ML den di!Zrents MLWs. Premisrement, MSP ;
engage une transaction de Ocrowdsourcing de modeleO pour activer le contrat intelligent MLC, oe

la structure de la transaction est la suivante:

Tme = {Ttoken =! | Tdesc|tdeadiine|Rmin [SiQsk(Tme)} (1.1)
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oe | estlarZcompense de la t%oche (rZsultant en certains jetons de mZtaveTg)s est la description
de la t%oche (cOest-"-dire les exigences pour le modele en crowdsourcitighqine €St la date limite
de la t%cheRmi, est la rZputation minimale requise pour rejoindre la t%.che, eBigsk(Tme) €st la

signature numZrique signZe par la clZ secrete de M$P

Les MLWs intZressZs par la t%oche de crowdsourcing peuvent entra’ner un modele de ML qui
satisfait les exigences de la description de la t%.che. Une fois IOentra’nement terminZ, les MLWs
participants tZlZchargent leurs solutions (cOest-"-dire les modesles de ML entra’nZs) sur IPFS, puis
soumettent les URLs dOIPFS au contrat intelligent MLC. Lorsque la date limite de la t%oche est
atteinte, le demandeur de la t%.che MSPdoit publier les donnZes de validationDy au comitZ de
la blockchain via IPFS. Ensuite, les niuds de consensus du comitZ tZlZchargent tous les modeles
de ML en crowdsourcing et les donnZes de validation depuis IPFS, puis utilisent cet ensemble de
donnZes pour Zvaluer les modeles. BasZ sur les rZsultats dOZvaluation, le modele ayant la meilleure
performance (Modehest) €st sZlectionnZ comme la solution bnale pour la t%.che. LOURL dOIPFS du
modele sZlectionnZ est envoyZe au demandeur MSPar le contrat intelligent MLC, terminant ainsi

la t%cche de crowdsourcing de modele.

Algorithm 1.1.  Crowdsourcing de Modele de ML
EntrZe : MSPj, Tdese tdeadines Rmin, Dvar, !, W = {MLW i}{.
Sortie : Le modele ayant la meilleure performance Modgles;.
1: MSP; initialise une demande de crowdsourcing de modele via une transaction Tpe = {Tioken =
! | Tdesc | tdeadline | Rmin | Sigsk(TX)};

2: for MLW; 'W do

3: if la rZputation de MLW; < R mi, then

4: MLW  est refusZ;

5: else

6: MLW ; entra’ne Mode| selon la description de la t%o.Ch&gesc;
7: MLW ; stocke Mode| sur IPFS pour obtenir le lien URL;;
8: MLW ; soumet URL; au contrat intelligent MLC;

9: end if

10: end for

11: if teurrent == tdeadiine ther1 .

12: MSP; publie les donnZes de validatiorD 5 au comitZ;

13: end if

[EEN
N

. Le comitZ tZIZcharge tous les modsles soumis depuis IPFS;

- Le comitZ Zvalue chaque modele sur les donnZes de validati@n, pour obtenir Modelyes; avec
la meilleure performance;

- return  Modelyest;

=
(9]

=
o]
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Le MLW dont le modele a ZtZ choisi comme solution bnale resoit 50% des jetons dZpos¥s
tandis que les jetons restants sont distribuZs aux autres MLWSs dont la performance du modsle
est supZrieure " un seuil prZdZbni (par exemple, une prZcision supZrieure ~ 85%). Cependant, si
le demandeur MSR ne parvient pas ~ publier les donnZes de validation lorsque la date limite est
atteinte, les jetons dZposZs sont distribuZs Zgalement ~ tous les MLWs ayant soumis un modsle,
guelle que soit la performance de leur modele. Dans ce cas, bien que le Moglgl ne soit pas

dZterminZ, le demandeur obtient toujours tous les modsles soumis.

1.4.1.2 Crowdsourcing de DonnZes

Si les MLWs ne possedent pas les donnZes nZcessaires pour entra’ner leurs modsles, ils peuvent initier

une t%oche de crowdsourcing de donnZes pour collecter les donnZes de mZtavers souhaitZes aupres
dOautres MUs. Dans ce cas, les MLWs sont Zgalement appelZs demandeurs de donnZes. ComparZ au
processus de crowdsourcing de modsle prZsentZ ci-dessus, la procZdure de crowdsourcing de donnZes

pose dDautres dZps fondamentaux:

Probleme de ConbdentialitZ: Contrairement aux modeles de ML, la fuite des donnZes de crowd-
sourcing peut menacer la conbdentialitZ des DWs. Par consZquent, les donnZes de crowdsourcing

doivent stre cryptZes avant dOstre soumises pour garantir la prZservation de la conbdentialitZ.

fvaluation des DonnZes:Alors que la qualitZ des modsles de ML peut stre ZvaluZe en fonction
dOune mZtrique commune telle que la prZcision ou la perte, il nOexiste pas de mZtrique standard
similaire pour 10Zvaluation des donnZes. Par consZquent, MetaAICM permet aux demandeurs de
donnZes dOZvaluer les ensembles de donnZes en crowdsourcing et de dZcider eux-memes de la dis-
tribution des rZcompenses. Les attaques par faux rapports sont dZcouragZes en exigeant que les
demandeurs de donnZes dZposent les frais de crowdsourcing dans le contrat intelligent DC ~ IQavance,
tandis que IQoracle dZcentralisZ de la blockchain peut rZsoudre tout dilZrend entre les demandeurs

de donnZes et les DWs.

Le processus de crowdsourcing de donnZes proposZ est rZsumZ dans IOAlgorithme 1.2, dans lequel
un demandeur de donnZes MLWdoit engager une transaction de Ocrowdsourcing de donnZesO pour

initier la t%oche oe le contenu de la transaction est:

Tdc = {Ttoken =1+ | |f datalpkltdeadlinelRmin |Sigsk(Tdc)}a (1-2)
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Algorithm 1.2.  Crowdsourcing de DonnZes

EntrZe : MLW i, f gata » PK, td(éadline: Rminv. 1, W= {DW;}].
Sortie : ensembles de donnZes qualiPbs

1 Tac = {Tioken ='+ ! |fdata |PKltdeadine [Rmin [SiOsk (Tac)};

2: for DW; 'W do

3 if la rZputation de DW; <R min then

4: DW; est refusZ;

5: else

6: DW; collecte Datasef selonf gata ;

7 DW; stocke Dataset sur IPFS, obtenant URL; ;

8 DW; crypte URL;, obtenant une cha’ne chilrZe eURL;
9 DW; soumet eURL; " DC via la transaction Suf;

10: end if

11: end for

12: if teurent == tgeadine then

13:  MSP; publie les rZsultats dOZvaluation au contrat intelligent DC;
14:  DC distribue les rZcompenses aux ensembles de donnZes qualibZs;
15: end if

16: if DW; envoie une demande de contestation et URL"™ DC then

17: DC vZribe que la demande de contestation correspond Sul ;

18:  DC dZclenche le rZseau Oracle pour rZZvaluer Datagpt

19:  if Dataset est qualipZthen

20: DC envoie une compensation = DW;

21: end if

22: end if

23: return D;

o | est une participation ~ la compensation qui sera rZcompensZe aux DWs dont IOensemble de
donnZes est honnete mais non reconnu par le demandeufgaa €st une liste de caractZristiques
souhaitZes pour IOensemble de donnZes en crowdsourciigest la clZ publique de MLW, et les

ZIZments restants sont similaires ~ ceux prZsentZs dans (1.1).

Les DWs intZressZs peuvent collecter des donnZes pour rZpondre " la demande de crowdsourcing.
Les ensembles de donnZes collectZs doivent comprendre toutes les caractZristiques de donnZes listZes
dansf 4aa. E IOatteinte de la date limite dZsignZe, les DWs tZIZchargent leurs ensembles de donnZes
sur IPFS, recevant une URL unique pour chaque soumission. lls cryptent ensuite ces URLs en
utilisant la clZ publique de MLW; pk;, et chaque cha’ne chilrZe rZsultante est soumise au contrat
intelligent DC via une transaction Suly. Bien que accessibles publiquement, ces cha’nes chilrZes
ne peuvent otre dZcryptZes que par MLW utilisant sa clZ privZe, garantissant la conbdentialitZ des

donnZes soumises.

En consZquence, MLW peut rZcupZrer tous les ensembles de donnZes en crowdsourcing " partir

du contrat intelligent DC. MLW ; doit Zvaluer ces ensembles de donnZes et soumettre les rZsultats
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dOZvaluation ~ DC pour la distribution des rZcompenses. Les rZsultats dOZvaluation indiquent quels
ensembles de donnZes sont honnetes (par exemple, des ensembles de donnZes propres et de haute
qualitZ) ou malhonnstes en fonction de la dZcision de MLW. En consZquence, les jetons dZposZs

I sont distribuZs aux DWs dont [Oensemble de donnZes est dZclarZ honnste, tandis que le reste des

DWSs ne recevra aucune rZcompense.

Dans les cas o¢ les DWs contestent les rZsultats dOZvaluation, ils ont le droit dQinitier un di!Zrend.
Cela se fait en dZclenchant la fonction de contestation de DC et en soumettant IODURL de leurs
ensembles de donnZes hZbergZs sur IOIPFS. Le contrat intelligent DC vZribe alors la 1ZgitimitZ de
chaque demande de contestation en sOassurant quOelle correspond " la transaction correspondante
Suh, o* un DW; a prZcZdemment soumis une URL chilrZe. Lors de la conbrmation de cette
correspondance, le di'Zrend est escaladZ au rZseau oracle dZcentralisZ de la blockchain. Ce rZseau
comprend plusieurs niuds professionnels qui Zvaluent indZpendamment si les ensembles de donnZes
contestZs rZpondent aux normes de qualitZ requises. Chaque niud Zmet un vote pour dZterminer
si un ensemble de donnZes est qualibZ, et la dZcision bnale est basZe sur le rZsultat composZ de
la majoritZ des votes. Cette dZcision est ensuite relayZe ~ DC, qui applique le rZsultat. Si les
DWs rZussissent leur contestation, ils resoivent collectivement la participation ~ la compensation!
partagZe Zgalement entre eux. En revanche, sOil nOy a pas de demande de contestation ou si aucun
DW ne remporte sa contestation, la participation ~ la compensation! est restituZe ~ MLW; apres

certains temps de blocagé|ock.

1.4.2 MarchZ de ML pour le MZtavers

Selon la demande du marchZ, les MUs peuvent collecter proactivement des donnZes ou entra’ner
des modeles de ML pour les vendre sur le marchZ de MetaAICM, sans attendre des demandes
spZcibques de crowdsourcing. Pour simpliber la discussion, les ensembles de donnZes et les modsles
de ML sont appelZs OproduitsO dans ce contexte, avec les entitZs impliquZes Ztant globalement

catZgorisZes comme acheteurs et vendeurs.

Pour rZpertorier un nouveau produit sur le marchZ, un vendeur tZIZcharge dOabord les donnZes
du produit sur IPFS et obtient une URL IPFS correspondante. LOURL peut «tre considZrZe comme
une reprZsentation du produit, car tout le monde peut tZIZcharger le produit sQil possede son URL.

Le vendeur initie ensuite le processus de mise en vente sur le marchZ en soumettant une transaction
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MarketPlace Smart
Seller IPFS Contract (MPC) Buyer

Upload the data to IPFS
Product Retrieve IPFS URL
Initialization Send the URL's hash (Hg) to MPC
and initialize a new product
Send buying request and deposit
Emit a buying event tokens according to the price
Encrypt the URL by
‘the buyer's public key
Product Send the encrypted URL to MPC
Purchasing (Denoted by URL) Retrieve the encrypted URL
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Download data from the URL Y seoretey
Encrypt the URL by Send the decrypted URL to MPC
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to obtain URLy, C
Dispute
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; sent to the seller i..anincorrect URL
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sent to the seller He == H Return deposited tokens
s==fp >——
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Figure 1.3: Le Rux de travail du marchZ de MetaAICM.

~ MPC, structurZe comme suit:

Tiist = {Pprice |Pdesc|Hs|Sigsk (Tiist )}, (1.3)

0* Pprice €st le prix du produit, Pgesc est la description du produit (par exemple, liste des carac-
tZristiques dOun ensemble de donnZes, ou type de modsle de ML tel que rZgression/classibcation),

Hs est le hash de IOURL IPFS, eBigg(Tiist) est la signature numZrique de la transaction.

Un acheteur intZressZ par IQachat dOun produit initie le processus en soumettant une demande
dOachat et en dZposant les jetons requis, selon le prix du produit, dans le MPC. Lors de la rZception
de cette demande, le MPC Zmet automatiquement un ZvZnement pour notiber le vendeur. Par la
suite, le vendeur chilre IOURL IPFS du produit en utilisant la clZ publique de IOacheteur, obtenant
ainsi une URL chilrZe notZe URLs, qui est ensuite envoyZe au MPC. LOacheteur rZcupere URL
depuis le MPC et la dZcrypte en utilisant sa clZ secrste pour accZder ~ IOURL originale et tZIZcharger
les donnZes sources du produit. Bien que IOURL chilrZe URIsoit accessible publiqguement comme

information sur la cha’ne, seule IQacheteur peut la dZchilrer gr¥%.ce " sa clZ secrste.
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Dans les cas o I0acheteur nOest pas satisfait du produit, suspectant des problemes tels que la
modiPcation des donnZes ou une mauvaise conduite du vendeur, il dispose dOune pZriode dZjgie
pour initier un di'Zrend. Cela se fait en invoquant la fonction OcontestationO du MPC, accompagnZe
de IOURL dZchilrZe. Le MPC rechilre cette URL avec la clZ publique de IQacheteur pour gZnZrer
URL}, et la compare ensuite avec URL prZcZdemment stockZe. En cas de divergence entre URL
et URLy, cela indique que IQacheteur a intentionnellement fourni une URL incorrecte, entra’nant
le transfert des jetons dZposZs de IOacheteur au vendeur, bnalisant ainsi IQachat. E IQinverse, si les
URLSs correspondent, le MPC hache URl, pour obtenir Hy, et la compare avec H de la transaction
de mise en vente (1.3). Une dilZrence " ce stade implique une modibcation de IDURL IPFS pendant
la transaction, entra’nant un remboursement des jetons dZposZs "~ IQacheteur. Si aucune divergence
nOest trouvZe, I0acheteur pourrait stre considZrZ comme un potentiel attaquant DoS, et son dZp™t
est transfZrZ au vendeur. Si aucun di'Zrend nOZmerge dans le dZJgi, les jetons dZposZs sont au-
tomatiquement transfZrZs au vendeur, concluant ainsi le processus de paiement. De plus, IOacheteur
a la possibilitZ dOZvaluer le produit achetZ, sur une Zchelle de 0 ~ 10, en utilisant la fonction OZval-
uationO du MPC. Cette Zvaluation contribue "~ la note moyenne du produit, qui est a"chZe sur le

marchZ " titre de rZfZrence. Le Rux de travail du marchZ de MetaAICM est prZsentZ " la Fig. 1.3.

1.4.3 Systeme dOlncitation et de RZputation

Le cadre dQincitation de MetaAICM comprend des rZcompenses en jetons et un mZcanisme de
rZputation. Les rZcompenses en jetons sont attribuZes aux entitZs garantissant le fonctionnement
du systeme : les nluds oracle de la blockchain et les niuds de consensus. Les niuds oracle
dont la dZcision correspond " celle de la majoritZ du rZseau oracle sont rZcompensZs par des jetons
de mZtavers, tandis que ceux dont la dZcision est opposZe subiront des dZductions. Les niuds de
consensus du comitZ resoivent Zgalement des jetons pour chaque nouveau bloc ajoutZ ~ la blockchain
apres le processus de consensus. Au-del” des incitations en jetons, MetaAICM integre des scores de
rZputation pour inciter les contributeurs ~ tre honnstes et ~ apporter des contributions prZcieuses.

Les scores de rZputation jouent un r™le crucial dans la dZtermination de I0ZligibilitZ des participants
" otre sZlectionnZs comme niuds de consensus dans le comitZ de la blockchain pour les cycles
suivants. La gestion de la rZputation est prise en charge de manisre autonome par le contrat
intelligent RC. Ce contrat intelligent suit et met " jour le score de rZputation de chaque avatar en

fonction de ses contributions au systeme. Il est important de noter que toutes les modibcations des
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scores de rZputation rZsultent de transactions, qui sont exZcutZes et vZribZes par le comitZ de la
blockchain, garantissant quOaucun individu ne peut modiber unilatZralement son score de rZputation;
les tentatives de le faire par des transactions non autorisZes seront rejetZes. Pour chaque participant

i, le score de rZputationr; est mis ~ jour en rZponse ~ ses comportements dans des contextes dZbnis.
Dans le crowdsourcing de modsles, les MLWs dont la performance du modsle est supZrieure au
seuil requis recevront une rZcompense. Les autres MLWSs subissent une pZnalitZ de rZputation en
raison de leurs modeles de mauvaise qualitZ. Dans le crowdsourcing de donnZes, les DWs dont les
ensembles de donnZes sont acceptZs par le demandeur de donnZes, ou qui remportent des litiges,
recevront des rZcompenses de score de rZputation. Les autres DWs voient leur score de rZputation
diminuer. En cas de litiges rZussis, les demandeurs de donnZes subissent Zgalement des rZductions de
leurs scores de rZputation. Sur le marchZ, les vendeurs gagnent des rZcompenses de rZputation pour
avoir reeu des Zvaluations ZlevZes (par exemple, des Zvaluatiohs8) et perdent de la rZputation
pour des Zvaluations basses (par exemple, des Zvaluatio#s3). De plus, chaque dZcision nZgative

de litige entra’ne une sanction pour le score de rZputation du vendeur/acheteur.

Soit ! la variation du score de rZputation apres un ZvZnement, avet = R reprZsentant le cas
de rZcompense et = P reprZsentant le cas de pZnalitZ. Ainsi, la rZputatiorr; peut etre calculZe

comme suit :

Fpa=—

ri +

o>

Lo sil =R
ry =

&
=

ri$1l si!l =P

o+ A; reprZsente le nombre dOavatars uniques avec lesquels IQutilisatearinteragi ~ travers les
activitZs de crowdsourcing et de marchZ, eP; reprZsente le nombre total dOinstances de partici-
pation de IQutilisateuri, incluant toutes les soumissions de t%.ches de crowdsourcing et les activitZs
dOachat/vente sur le marchZ. Ce mZcanisme dQOincitation garantit que les rZcompenses sont directe-
ment proportionnelles " la diversitZ et " la frZquence des contributions positives, renforsant ainsi la
rZsilience du systeme contre les attaques de collusion. Dans le MZtavers, le nombre dOavatars uniques
est signibcativement infZrieur au nombre dOactivitZs, ce qui inRuence le taux dOaugmentation de la
rZputation. En consZquence, les utilisateurs ayant de nombreuses activitZs connaissent une aug-
mentation de rZputation plus lente par rapport aux nouveaux utilisateurs. Cette conception est
e"cace pour prZvenir la domination du systeme par des utilisateurs de longue date et encourage les

nouveaux utilisateurs ~ contribuer activement au MZtavers.
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1.4.4 Consensus BasZ sur la RZputation de Raft

Le mZcanisme de consensus pour MetaAICM doit garantir IQintZgritZ des transactions, la sZcuritZ
et IOe"cacitZ dans la blockchain du consortium. Notre sZlection se concentre sur un dZbit de trans-
action ZlevZ, 10alignement avec le systeme de rZputation, la tolZrance aux pannes et la durabilitZ.
Le protocole choisi doit gZrer des donnZes de mZtavers ~ grande Zchelle, sQintZgrer ~ un systeme de
rZputation pour la sZlection des niuds, et fonctionner sans problsme malgrZ les dZfaillances des
nluds, tout en Ztant Zconome en Znergie. Les mZcanismes de consensus courants incluent PoW,
PoS, PBFT, BFT-Smart et Raft. PoW et PoS, utilisZs dans les blockchains publiques, ont des
problemes de scalabilitZ. PBFT et BFT-Smart font Zgalement face ~ des limitations de scalabil-
itZ en raison de la surcharge de communication. Raft, connu pour sa simplicitZ et sa tolZrance
aux pannes, olre de meilleures performances et scalabilitZ mais manque de protection contre les
comportements malveillants. Pour amZliorer la sZcuritZ et la babilitZ, le protocole de consensus
de MetaAICM integre Raft avec un systeme de rZputation pour IOZlection des niuds. Le comitZ
blockchain comprend unepartition de comitZ autorisZ pour les organisations de mZtavers et une
partition de comitZ dynamique pour les niuds normaux Zlus en fonction de la rZputation. Cette
structure assure la stabilitZ, la gouvernance continue et IQadaptabilitZ aux besoins Zvolutifs, avec

des rZZlections tous lek tours, comme illustrZ " la Fig. 1.4.

1.4.4.1 Processus de Consensus
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Figure 1.4: Transition dOZtat dOun niud de consensus.
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Le mZcanisme de consensus dans MetaAICM, basZ sur le modele Raft [20], est essentiel pour
maintenir un registre blockchain cohZrent et bable. Ce processus est illustrZ ~ la Fig. 1.4 et implique

trois Ztats distincts pour un niud de consensus : follower, candidat et leader. LOobjectif principal
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de ce mZcanisme est de rZaliser un systeme robuste, dZmocratique et rZsistant aux pannes pour la

proposition de blocs et la cohZrence du registre.

OpZration de Consensus: Le modsle Raft atteint le consensus gr¥%oce ~ une approche simplipZe
basZe sur le leader. Dans ce systeme, le leader dZsignZ est responsable de la gestion des journaux
et de la rZplication des donnZes aux niuds followers. Le niud leader propose de nouvelles entrZes
de journal (blocs) et sOassure que les followers rZpliquent ces entrZes de maniere cohZrente. Les
followers, " leur tour, acceptent et appliquent ces entrZes ~ leur Ztat local. Ce processus minimise
le risque dOentrZes conRictuelles et garantit une sZquence unique et acceptZe de journaux " travers
le rZseau. LOe"cacitZ du modele Raft rZside dans sa simplicitZ B avec un seul leader coordonnant
la rZplication des journaux, le processus devient plus prZvisible et gZrable, rZduisant les surcharges

typiqguement associZes aux modsles de consensus plus complexes.

flection du Leader: LOZlection du leader dans le modsle est un processus dZmocratique,
faisant passer les niuds par les r'™les de follower, candidat et leader. Tous les niuds agissent
initialement comme des followers. Si un follower ne resoit pas de message de pulsation du leader
actuel dans un dZlai spZcibZ, il persoit cela comme un signal de dZfaillance du leader et passe au
r™le de candidat. Le candidat cherche alors des votes des autres niuds pour devenir le nouveau
leader. Obtenir une majoritZ de votes est crucial pour que le candidat assume le r™le de leader,
empechant tout niud unique de dominer le processus et garantissant un large soutien du rZseau
pour le leader Zlu. Une fois Zlu, le leader reprend IOenvoi de messages de pulsation pour maintenir

son autoritZ et garder I0Ztat du rZseau synchronisZ.

Ce processus dOZlection basZ sur Raft a montrZ une capacitZ de tolZrance aux pannes de 50% [20].
En dDautres termes, meme si jusqu®” 50% des niuds sont compromis, MetaAICM fonctionne tou-
jours correctement et sans interruption. De plus, comme il nQy a quOun seul leader vZribant les
transactions " la fois, cela rZduit signiPcativement la consommation dOZnergie tout en amZliorant le
dZbit des transactions. En consZquence, MetaAICM o!re une durabilitZ supZrieure par rapport *

dOautres protocoles de consensus gourmands en Znergie comme PoW.
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1.4.4.2 SZlection du ComitZ BasZe sur la RZputation

Dans MetaAICM, la composition de la partition de comitZ dynamique est pZriodiqguement renouvelZe
tous lesk tours. Ce processus est orchestrZ par le leader actuel, qui exZcute IOAlgorithme 1.3 pour
sZlectionner de nouveaux niuds pour la pZriode ~ venir, o M dZsigne le nombre de niuds "

Zlire. Le leader commence le processus dOZlection en gZnZrant un nombre alZatoire et sa preuve
correspondante, %1, #& en utilisant une fonction de hachage alZatoire vZribable (VRF) [21]. La
graine pour la VRF est dZrivZe du hachage du bloc prZcZdent, garantissant ainsi une rZsistance " la
manipulation. Le leader hache ensuite itZrativement"; M $ 1 fois pour produire un ensemble de

M nombres alZatoires, notZ = 1,..."m}. Chaque"; dans" est instrumental dans la sZlection
des niuds. La probabilitZ quOun niud soit Zlu est proportionnelle ~ son score de rZputation.
Les scores de rZputation de tous les niuds sont reprZsentZs pd¢ unitZs de rZputation indexZes,
Rspread = {r1,...Tk}. Pour chaque"i, le leader sZlectionne une unitZ de rZputationr g, de
Rspread- L€ niud possZdant rigx est ensuite Zlu au comitZ, garantissant que les niuds ayant une
rZputation ZlevZe sont plus susceptibles dOstre choisis. En intZgrant cette Zlection de comitZ basZe
sur la rZputation, nous assurons que les niuds hautement rZputZs sont sZlectionnZs pour rZguler
le processus de consensus, tandis que ceux avec une faible rZputation ne peuvent pas dominer le
systeme. Cela amZliore encore la PabilitZ du cadre. De plus, le processus dOZlection peut stre
vZribZ par tout participant via la validation de la preuve #, empschant ainsi toute entitZ unique de

manipuler le systeme.

Algorithm 1.3.  flection du ComitZ BasZe sur la RZputation

EntrZe : UnitZs de rZputation indexZeSRspread = {r1, ..., 'k }, Nombre de niuds M, bloc prZcZdentB.
Sortie : Liste des niuds pour la prochaine partition dynamique N = {N3,...,Ny }, preuve de IQalZ#.

1: GZnZrer la graine " partir du bloc : seed hashB);

2: Calculer le nombre alZatoire VRF et la preuve :%;:,#& ' VRF g (seed;

3: GZnZrerM $ 1 nombres alZatoires supplZmentaires en hachati,, M $ 1 fois, obtenant” = {"1,....," w };
4: for chaque";! " do

5: Calculer I(N)i.rlwdex Dldxe K 9W 0* [I"i]l] estla longueur de"; en bits;

6: Ajouter le nlud N; avec IOunitZ de rZputation " ldx "N ;

7: end for

8: return N ,#

1.4.4.3 Processus de Bootstrap du Consensus

Au stade de dZmarrage du systeme, tous les niuds sont initialisZs avec un score de rZputation Zgal ®

zZro. Pour attZnuer le risque dOinbltration dOentitZs malveillantes dans le comitZ blockchain pendant
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cette phase initiale (cOest-"-dire la pZriode de dZmarrage " froid), les scores de rZputation ne sont
pas utilisZs pour la sZlection du comitZ pendant les premied/ tours. Au lieu de cela, I0Zditeur de la
plate-forme MetaAICM nomme un ensemble de Niuds de Graine de ConPance (TSNs) pour former

le comitZ blockchain. Apres la pZriode de dZmarrage "~ froid, une fois qu#/ tours se sont ZcoulZs et
que les niuds ont ZtZ attribuZs des scores de rZputation reRBZtant leur comportement, le mZcanisme
dOZlection du comitZ (voir Algorithme 1.3) sQactive, Zlisant les niuds de consensus sur la base de
ces scores. Les avatars du mZtavers peuvent postuler pour devenir des TSNs pendant la phase
dOinitialisation de MetaAICM, avec des sZlections electuZes en fonction des probls des avatars. En
opZrant dans le cadre dOune blockchain de consortium, MetaAICM garantit que les identitZs de ces

avatars sont authentipZes avant quQils puissent assumer des r™les au sein du systeme.

1.4.5 Analyse de SZcuritZ

La conception de MetaAICM traite e"cacement les di!Zrentes menaces de sZcuritZ comme discutZ

ci-dessous.

Attaque par Faux Rapport : Dans le mode de crowdsourcing de MetaAICM, les demandeurs
dZposent la rZcompense de la t%.che lors de la soumission dOune transaction. Les contrats intelligents
distribuent automatiquement les rZcompenses aux travailleurs avec des contributions valides, em-
pechant les attaques par faux rapport. Sur le marchZ, un contrat intelligent vZribe les divergences

dans les URLs signalZes, garantissant que les jetons sont attribuZs aux vendeurs honnetes.

Attaque de Passager Clandestin  : Les modeles et ensembles de donnZes en crowdsourcing
sont validZs " IOaide des donnZes de validation du publieur de la t%.che et dOun oracle dZcentralisZ. Les
travailleurs malveillants soumettant des rZsultats de faible qualitZ subissent des pZnalitZs, y compris
la rZduction des jetons et la diminution des scores de rZputation. Sur le marchZ, un systeme de
notation expose les passagers clandestins en reRZtant la qualitZ des produits et la rZputation des

vendeurs, aidant les acheteurs " prendre des dZcisions ZclairZes.

Fuite de ConbdentialitZ : MetaAICM garantit la conbdentialitZ des donnZes par le chilre-
ment. Les URLs des ensembles de donnZes en crowdsourcing sont chilrZes avec la clZ publique

du demandeur, les rendant inaccessibles aux parties non autorisZes. De meme, les ensembles de
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donnZes et modesles du marchZ sont protZgZs par la clZ publique de IOacheteur, garantissant que seul

le propriZtaire 1Zgitime peut dZchilrer et accZder aux produits.

Attaques de Sybil et DoS : Un systeme de rZputation complet empeche les attaques de Sybil
en traitant chaque avatar comme une entitZ indZpendante, limitant IQinBuence des multiples fausses
identitZs. Les attaques DoS sont dZcouragZes par un mZcanisme de punition qui Zpuise rapidement

les soldes des attaquants, rendant de telles attaques non rentables.

Probleme de Conbance et SPoF : MetaAICM traite les problemes de conbance et Zlimine
les points de dZfaillance unique (SPoF) gr¥%ece " la dZcentralisation. La plateforme fonctionne sans
autoritZ centralisZe, distribuant la conbance " travers une blockchain de consortium. Les donnZes et
les modeles de ML sont stockZs sur IPFS, garantissant des opZrations transparentes et vZripables.

Cette approche dZcentralisZe amZliore la sZcuritZ et la babilitZ.

1.5 fvaluation des Performances

1.5.1 ConbPguration ExpZrimentale

MetaAICM est dZployZ en tant que blockchain autorisZe basZe sur Hyperledger Fabric [22], une
plateforme de dZveloppement blockchain open-source. Le code source de IO0implZmentation est publiZ
sur GitHub ! avec des instructions dZtaillZes. Pour participer au systeme, chaque niud blockchain
dans MetaAICM maintient un conteneur Docker pour exZcuter son opZration (par exemple, entra’ner
des modesles de ML, electuer des mZcanismes de consensus, exZcuter des contrats intelligents et
soumettre des transactions). Les niuds de consensus utilisent PyTorch pour electuer I0Zvaluation
des modeles dans le crowdsourcing de modsles. Un outil de benchmarking blockchain nommZ
Hyperledger Caliper est utilisZ pour simuler les charges de transactions et surveiller les performances
du rZseau. IPFS est Zgalement rZ-implZmentZ localement pour Zviter la latence Internet, avec 100

niuds peer-to-peer.

Lhttps://github.com/duyhung2201/MetaAICM
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Figure 1.5: Performances des fonctions de contrats intelligents sous dilZrentes charges de travail,
allant de 100 "~ 2000 TPS.

1.5.2 fvaluation des Performances
1.5.2.1 Performances de la Blockchain sous Di!Zrentes Charges de Travail

Dans I0expZrience illustrZe " la Fig. 1.5, 100 clients sont conbgurZs pour soumettre simultanZment
des transactions invoquant les fonctions de contrats intelligents des trois principaux systemes, ~
savoir le crowdsourcing de donnZes, le crowdsourcing de modsles de ML et le marchZ dZcentralisZ.
La charge de travail des transactions augmente de 100 transactions par seconde (TPS) ~ 2000 TPS.
Selon la Fig. 1.5, lorsque la charge de travail est infZrieure ~ 1000 TPS, le systeme peut traiter

la plupart des transactions soumises avec un taux de traitement des transactions de plus de 92%.
Cependant, lorsque la charge de travail dZpasse 1200 TPS, le taux de traitement des transactions
diminue fortement. E 2000 TPS, seules 50% des transactions sont traitZes ~ chaque tour. Cela
indique que la capacitZ de traitement du systeme est limitZe ~ environ 100001200 TPS. De meme,

la latence moyenne du rZseau (cOest-"-dire le temps moyen nZcessaire pour quOune transaction soit

traitZe) est nZgligeable jusqud~ atteindre le point de saturation mentionnZ de 1000 TPS.
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1.5.2.2 Performances de la Blockchain avec des Tailles de Bloc Variables

La Fig. 1.6 prZsente les rZsultats dOune autre expZrience dans laquelle les performances de la
blockchain sont surveillZes avec dilZrentes tailles de blocs (de 100 ~ 1000 transactions par bloc)
et sous dilZrentes charges de travail (de 700 ~ 2000 TPS). Il est montrZ que le systeme avec la plus
petite taille de bloc de 100 transactions peut gZrer e"cacement la charge de travail de 1200 TPS.
Avec une charge de travail transactionnelle plus ZlevZe, ses performances commencent ~ diminuer
rapidement. Intuitivement, si la taille du bloc est petite, il faut plus de blocs pour traiter/stocker

le meme nombre de transactions. Cependant, la Fig. 1.6 montre Zgalement quOune taille de bloc
excessivement grande de 1000 transactions par bloc atteint des performances infZrieures ~ un autre
cas de test avec 500 transactions par bloc. Cela est dZ au fait que le temps de consensus est souvent
plus ZlevZ avec des tailles de blocs plus grandes. Lorsque la taille du bloc devient supZrieure " la
demande de traitement rZelle, cela peut entra’ner une redondance et conduire ~ des performances

infZrieures.
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Figure 1.6: Performances de la blockchain avec des tailles de bloc variant de 100 ~ 1000 transactions
par bloc.

1.5.2.3 fvaluation de IOEnvironnement de Stockage

Table 1.1 montre " la fois le temps de tZIZversement et de tZlZchargement du systeme en fonction
de plusieurs ensembles de donnZes et modeles de ML de rZfZrence. En gZnZral, un ensemble de
donnZes ou un modele plus grand entra’ne souvent un temps de tZlZversement et de tZIZchargement
plus ZlevZ. DOautre part, on observe que le temps de tZlZversement est signiPcativement plus ZlevZ

que le temps de tZIZchargement. La principale raison de ce dZlai supplZmentaire est quOun bchier
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Table 1.1: Temps de tZIZchargement et de tZIZversement du systeme en fonction de di!Zrents ensembles
de donnZes et modsles de ML de rZfZrence.

Ensemble de donnZes Taille (KB) TZIZversement (ms) TZIZchargement (ms)

Reuters 3931 79.08 7.80
Ratings1lm 24,017 223.84 42.74
Flowers-102 24,567 234.55 43.98
IMDB 27,712 256.51 45.88
MNIST 53,594 374.25 66.41
LFW 176,334 1312.62 214.46
CIFAR-10 180,000 1335.29 264.69
SVHN 297,965 2341.91 368.98
Modele Taille (KB) TZIZversement (ms) TZIZchargement (ms)
MobileNet 16,871 169.88 24.39
NASNetMobile 22,884 192.57 41.88
DenseNet21 32,635 265.78 44.36
Xception 89,889 694.78 141.49
InceptionvV3 94,016 607.33 131.78
ResNet50 100,651 726.15 138.78
ResNet152V2 237,353 1698.98 357.59
ConvNeXtBase 346,879 2446.19 506.08
VGG16 540,532 3788.18 612.51

doit «tre divisZ en petits morceaux lors de son tZlZversement sur IPFS, chaque morceau nZcessitant
Zgalement un certain temps pour gZnZrer une valeur de hachage correspondante. En revanche, le
temps de tZIZchargement est relativement plus court puisque IOIPFS est dZployZ localement, ce qui

facilite la recherche des morceaux de donnZes souhaitZs en fonction des hachages fournis.

1.5.2.4 ExpZrience sur le Score de RZputation

Cette analyse expZrimentale examine les modeles de comportement de cing groupes dOutilisateurs

distincts au cours de 100 t%.ches de crowdsourcing pour Zvaluer les performances du mZcanisme de
rZputation, comme illustrZ " la Fig. 1.7. LOaxe des x reprZsente le nombre cumulZ de t%.ches de
crowdsourcing, tandis que IOaxe des y mesure le score de rZputation moyen pour chaque groupe.
Plus prZcisZment, le Groupe 1 soumet constamment un travail honnste, tandis que le Groupe 4

ne sOengage que dans des activitZs malveillantes. Le Groupe 2 commence par des contributions
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honnetes pour les 40 premisres t%.ches avant de passer ~ un comportement malveillant pour le reste
de I0expZrience. Le Groupe 3 prZsente une combinaison de soumissions honnstes et malveillantes

tout au long de IOexpZrience.

Le Groupe 1 montre une augmentation constante de la rZputation, bien qud®” un rythme dZcrois-
sant, en raison dOune diminution de la diversitZ des interactions (cf)est-‘-dire des avatars uniques
rencontrZs) ~ mesure que le nombre de t%.ches augmente. Le Groupe 2 conna’t une augmentation
initiale de la rZputation gr%.ce ~ des contributions positives, suivie dOun dZclin signibcatif apres la
t%oche 40, coencidant avec leur passage ~ des activitZs malveillantes. Ce dZclin de rZputation est
initialement abrupt, se stabilisant ~ mesure que leur score diminue, ce qui est une consZquence de la
rZduction de 10ZligibilitZ aux t%.ches en raison de soumissions malveillantes antZrieures. Il convient de
noter que les comportements passZs sont transparents dans la blockchain, ce qui alecte la capacitZ de
participation des entitZs malveillantes dans le systeme. La rZputation du Groupe 3 Buctue, reRZtant
leur modsle de comportement mixte, avec des pZriodes dOaugmentation reRZtant des contributions
honnetes et des diminutions correspondant = des actions malveillantes. En revanche, le Groupe
4 subit un dZclin rapide de la rZputation en raison dOun comportement malveillant persistant, le
taux de dZclin se stabilisant vers la bn de IOexpZrience. Cette stabilisation se produit ~ mesure que
leur rZputation diminue, restreignant ainsi progressivement leur acces aux t%oches. Finalement, les

utilisateurs du groupe 4 sont exclus de toute participation ultZrieure au systeme.
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Figure 1.7: fvolution des scores de rZputation moyens.

1.6 Conclusion

Dans cette dissertation de master, nous avons proposZ MetaAICM, un cadre basZ sur la blockchain

coneu pour renforcer le mZtavers. MetaAICM integre un systeme de crowdsourcing distribuZ, per-
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mettant aux MSP de collecter des donnZes de mZtavers et des modsles de ML aupres des MUs, ainsi
quOun marchZ dZcentralisZ, permettant aux MUs de collecter et de vendre des donnZes et dOentra’ner
des modsles de ML en utilisant leurs ressources. En tirant parti de la blockchain et des contrats in-
telligents, MetaAICM garantit la sZcuritZ et la conbdentialitZ gr%.ce ~ la dZcentralisation, Zliminant

le besoin dOune autoritZ tierce de conbance ou dOhypotheses de conbance supplZmentaires entre les

participants.



Chapter 2

Introduction

2.1 Background and Motivations

The Metaverse, a term derived from the prebx OmetaO (meaning beyond) and OverseO (a short
form of the universe), represents a parallel digital realm that mirrors a real-world environment
with an independent economic structure interconnected with the physical world. Since its brst
appearance, the concept of metaverse is still evolving with various forms, such as a second life [1],
3D virtual worlds [2], and life-logging [3]. It is often envisioned as a fully immersive, hyper-spatial,
and self-sustaining virtual shared space that merges the physical, human, and digital realms [4].

It is acknowledged as a burgeoning paradigm shift in internet technology, succeeding the Web and
mobile internet revolutions [5], where individuals can immerse themselves as digital natives and

explore an alternative existence in a virtual setting.

The metaverse incorporates a plethora of emerging technologies [6], [7], [8]. Notably, digital twins
replicate real-world environments; virtual reality (VR) and augmented reality (AR) facilitate im-
mersive 3D experiences; advanced communications like 5G and beyond wireless technologies ensure
ultra-reliable and low-latency connections for a multitude of devices within the metaverse; wearable
sensors and brain-computer interfaces (BCI) enhance interactions between users and avatars; arti-
bcial intelligence (Al) supports large-scale creation and rendering of metaverse environments; and
blockchain technology along with non-fungible tokens (NFTs) secure veribable ownership rights over

metaverse assets [9]. With the widespread adoption of smart devices and the maturation of these
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enabling technologies, the metaverse is transitioning from a nascent stage to a realization in the near
future. Moreover, signibcant technological innovations and advancements have been fostering a new
information ecology and creating new demands for applications in various Pelds such as education,
gaming, work, and social interaction, positioning the metaverse as a foundational platform for this

emerging ecosystem [8].
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Figure 2.1: The architecture of Metaverse and core technologies.

Among various advanced technologies, Al plays a pivotal role in enabling the virtual realm
of the metaverse [7,10]. For example, computer vision (CV) algorithms leverage real-world data
captured by cameras deployed in city streets, buildings, and on unmanned aerial vehicles (UAVS)
to construct the metaverseOs virtual environment. Additionally, machine learning (ML) models
deployed on wearable devices analyze user data, such as appearance, gestures, and facial expressions,
to refRect user behaviors into avatar actions [11]. While metaverse publishers typically manage these
tasks, metaverse service providers (MSPs) usually use ML to deliver virtual services to metaverse
users (MUs). For instance, MSPs can utilize generative Al models to create Al-generated content
like virtual items, clothing, and decorations for the metaverse [12]. Additionally, event organizers

can employ detection models to identify unauthorized MUs accessing virtual events by analyzing
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their probles, such as reputation, location, and operational history. The metaverse and its enabling

technologies are illustrated in Fig. 2.1.

MSPs would be interested in leveraging the expertise in AI/ML and computational resources
from the metaverse community to construct and train their desired ML models. Conversely, ML
professionals capable of designing and training ML models may face challenges in collecting the
required data due to privacy concerns and the large-scale, heterogeneous nature of the metaverse.
Thus, it is essential to provide MUs and MSPs with a decentralized platform supporting the exchange
and trading of metaverse data and ML models in a trustless, distributed environment with low

trading fees, high performance, and privacy preservation.

Traditional trading and crowdsourcing systems olered by third-party authorities often suler
from the single points of failure (SPoF) and trust issues, including free-riding and false-reporting at-
tacks among participants. Moreover, these systems usually lack transparency, privacy, and incentive
mechanisms [13]. Although these limitations might be acceptable for certain conventional central-
ized platforms, they are inadequate for the decentralized metaverse environment, where scams and
frauds are exacerbated by various novel social engineering attacks [14]. Blockchain technology olers
a potential solution for trust management in such metaverse trading systems with its immutable,
transparent, and auditable properties [15]. Specibcally, blockchain provides a reliable storage en-
vironment to record trading transactions, while smart contracts and blockchain committees can
replace third-party authorities in decision-making, policy enforcement, reputation, and incentive

management [16].

Motivated by these urgent needs, this thesis proposes a blockchain-empowered framework named
MetaAICM that facilitates Al crowdsourcing and provides a marketplace for intelligent virtual
services in the metaverse. In MetaAICM, MUs can leverage their devicesO capabilities and available
resources to collect data or train ML models for specibc purposes, then list them on MetaAICMOs
marketplace for sale. If MSPs cannot bnd the required data or models on the marketplace, they
can initiate a crowdsourcing task on MetaAICMOs decentralized applications to obtain the desired
products from other MUs. MetaAICM ensures that payment is only bPnalized when the traded
product is veribed, eliminating the need for mutual trust between parties. To address scalability,
transaction speed, and sustainability, MetaAICM incorporates a reputation-based Raft consensus

protocol.
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2.2 Literature Review

We provide a literature survey in this section where existing research elorts and works on blockchain-
based crowdsourcing and trading systems suitable for the decentralized Metaverse environment are

discussed.

2.2.1 Blockchain-Based Data Marketplace

Previous research has explored the use of blockchain for data trading within data marketplaces. In
particular, the framework presented in [23] outlines a blockchain-based market for 10T data trading,
featuring three modes of operation: general trading, selling on demand, and buying on demand.
These transactions are governed by smart contracts, which remove the single point of failure (SPoF)
and negate the need for third-party intermediaries. Nonetheless, this model does not address poten-
tial dishonesty of sellers, such as submitting incorrect data, which could result in buyers receiving
poor-quality data and losing funds. Additionally, the inherent transparency of blockchain can lead
to data leaks if no appropriate encryption method is implemented. To address the privacy concerns,
the approach in [24] proposes a novel data trading system where sellers do not transmit original data
but rather process analytical results, facilitated by trusted nodes using Software Guard Extensions
(SGX) for smart contract execution. However, the complexity and resource constraints of smart
contracts limit this system to relatively simple tasks. Further developing the concept, the work [25]
implemented a decentralized 10T data marketplace based on blockchain to enhance fairness and
trust management. This system incorporates a security manager layer with multiple storage opera-
tors responsible for data encryption and storage. Nevertheless, post-decryption disputes over data
quality present challenges in determining the culpable partyNwhether the buyer, seller, or storage
operator. The framework in [26] introduces a data-trading center capable of retaining data using
blockchain and machine learning, employing similarity-learning techniques to verify data authen-
ticity and an "arbitration institution" to mediate disputes. However, reliance on this arbitration

institution could lead to a new SPoF if compromised or attacked.

The work in [27] proposes a proof of delivery (PoD) scheme where smart contracts replace inter-
mediaries in regulating trading operations. Although this setup ensures transaction transparency

and veribability, it still rely on the existence of a trustworthy, always-available arbitrator, which may
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not be realistic in a trustless environment. Similarly, the blockchain-based digital asset manage-
ment (DAM) framework in [28] allows customer to report data mismatches but lacks a mechanism

to verify the authenticity of such claims, potentially enabling fraudulent attempts to avoid payment.

Exploring privacy preservation, SPChain in [29] proposes encrypting traded data using the
userOs public key to prevent leaks. However, this methodOs high computational demands make it
non-scalable for large datasets. An alternative DAM approach in [30] uses an attribute-based access
control (ABAC) model within smart contracts to manage digital asset access based on predebned
client conditions. This method, however, relies on the assumption that data remains unaltered in

the cloud or during transit, which may not always be the case.

In summary, the integration of blockchain technology into data marketplaces has ushered in
notable advancements in terms of security, transparency, and the decentralization of trading mech-
anisms. The studies reviewed highlight various approaches that employ the blockchain for loT data
trading, each addressing specibc challenges like privacy, data quality assurance, and dispute resolu-
tion. However, these frameworks still reveal inherent limitations, such as the capability to handle
large amounts of transactions, dependency on third-party arbitrators, and the scalability of encryp-
tion techniques. The research work presented in this thesis aims to address the critical shortcomings
in existing frameworks by introducing robust mechanisms for ensuring data quality and integrity
among buyers-sellers and implementing an encryption strategy that electively balances complexity

and privacy, olering enhanced scalability.

2.2.2 Blockchain for Crowdsourcing

Several studies have explored how the blockchain technology can be used to develop various crowd-
sourcing frameworks. In particular, the CrowdBC framework presented in [31] employs smart
contracts to manage tasks, reducing human intervention and trust issues, and provide resistance
against malicious actors. However, a signibcant limitation of CrowdBC comes from its reliance on
requesters to develop complex evaluation functions within smart contracts, a challenging task for
those without technical expertise, particularly for AI/ML tasks due to their complexity and re-
source demands. Another noteworthy approach, named zkCrowd proposed in [32], emphasizes user
privacy using zero-knowledge proofs and combines public and private blockchains to tailor the pri-

vacy levels so as to meet the user requirements. Nonetheless, zkCrowd also hinges on sophisticated
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reward distribution functions, which can be impractical in many scenarios due to the complexity
of accurately assessing the contributions. Further enhancing privacy, the system described in [33]
utilizes dual blockchain layers to oler varied privacy protections, while incorporating noise into data
transmissions to provide participant privacy protection. Meanwhile, systems like ZebraLancer [34]
and BPCM [35] address privacy by anonymizing participant identities but they still struggle with

the elective evaluation of the contributions.

In the spatial crowdsourcing, the framework [36] facilitates decentralized task matching in the
Metaverse context using a novel ciphertext-based scheme that leverages geographic transformations
and bilinear mapping to restrict task location access to eligible workers. Similarly, TBSCrowd, in-
troduced in [37], employs threshold blind signatures to ensure privacy, unforgeability, and robustness

in mobile crowdsourcing.

Considering device heterogeneity and privacy in mobile crowdsourcing, the design in [38] in-
tegrates pairwise additive masking with the Chinese Remainder Theorem in a blockchain-based
federated learning system, ensuring fair reward distribution and result veribability. In the realm of
3D modeling, Web3DP proposed in [39], is a Web3.0-based crowdsourcing platform for 3D models.
Additionally, the method proposed in [40] optimizes crowdsourcing tasks for scanning 3D models,
aiming to reduce costs and enhance realism in the Metaverse. Addressing crowdsensing challenges,
the authors in [41] introduce MetaCS, a multi-agent deep reinforcement learning framework with a
transformer-based mobility prediction module and a relational graph learning mechanism to opti-
mize partner selection for UAVs. Lastly, the work [42] tackles the budgeted pricing problem under
uncertainty by considering blocking constraints and varying attributes of virtual service providers
(VSPs).

In conclusion, the blockchain technology has great potential in crowdsourcing design which
allows to enhance the transparency, trust, and privacy in decentralized environments. Various
frameworks, such as CrowdBC, zkCrowd, and TBSCrowd, demonstrate the blockchainOs capacity
to mitigate traditional crowdsourcing challenges, including those related to task management, pri-
vacy preservation, and equitable reward distribution. However, these advancements also encounter
limitations such as the need for sophisticated contract programming, scalability issues, and the

complexity of accurately evaluating contributions. Our research work addresses these issues by
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introducing a robust mechanism for evaluating crowdsourcing contributions, enhancing scalability

and privacy, and providing resilience against various types of attacks.

2.2.3 Blockchain-Based Metaverse Applications

Blockchain technology has been instrumental in developing various metaverse applications [15, 43,
44]. The authors in [45] propose using smart contracts to e"ciently manage and automate inter-
actions between MSPs and MUs. This blockchain-based design allows MSPs to optimize resource
allocation when olering virtual services and applications, while incentivizing MUs to contribute
resources. The design is based on the Stackelberg game theory. In another approach, the authors
in [46] develop a blockchain-based federated learning (FL) framework for the industrial metaverse.
By leveraging blockchain, the designed system provides two privacy options for FL in both physical
and virtual spaces, utilizing various sub-blockchains that communicate via cross-chain techniques.
Jiang et al. [47] present an FL-enabled digital twin (DT) edge network where access points (APs) act
as edge nodes to assist end-user devices in building DT models. This framework employs a directed
acyclic graph (DAG) based blockchain to securely record both local and global model updates in

FL as well as resource transactions between APs and users.

On a dilerent front, the authors in [8] develop a campus-oriented metaverse prototype using
blockchain to underpin the platformOs economic system. Moreover, blockchain-based non-fungible
tokens (NFTs) represent virtual items and user-generated content. However, these studies do not
explore the use of blockchain to enable Al/ML-based services within the metaverse, such as ML
crowdsourcing or decentralized marketplaces for ML models and metaverse data. Ryskeldiev et
al. [48] propose a peer-to-peer distribution model based on blockchain for mixed reality (MR)

applications.

Bai et al. [49] propose a blockchain-based decentralized framework for digital city governance,
encouraging user engagement in administrative processes. Their framework dynamically selects
a veriber group from digital citizens for transaction veribcation in a hybrid blockchain, using a
private-prior peer prediction mechanism to prevent collusion among veripers and a Stackelberg
game theory-based model to motivate participation. Li et al. [50] design a decentralized forensics
method utilizing blockchain, where customized cryptography allows for Pne-grained access control

over forensics data and smart contracts ensure auditable execution of forensic procedures. This
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method can automate forensic processes across multiple entities and platforms although it requires

further research to address practical implementation challenges.

Several existing studies propose to use blockchain in virtual economy design. Rehman et al. [51]
examine cryptocurrency ecosystem design principles, including centrality, privacy, price manipula-
tion, and governance. De Biase et al. [52] propose a swarm economy model for digital resource shar-
ing among heterogeneous smart devices, incorporating blockchain for transparent and immutable
transaction auditing. However, this model faces issues with non-automatic transaction settlement,
high computational overhead, and lack of supervision. To address these, Liu et al. [53] develop a
blockchain-based automatic transaction settlement framework with a three-layer sharding architec-

ture for enhanced scalability.

In industrial 10T, Shen et al. [54] employ blockchain to design a decentralized and transpar-
ent cross-domain authentication scheme for devices in dilerent domains, employing a consortium
blockchain for trust establishment and identity-based encryption (IBE) for device authentication.
They also propose an anonymous authentication protocol to handle IBEOs identity revocation limi-
tations. Chen et al. [55] build on this by creating XAuth, an e"cient cross-domain authentication
scheme using optimized blockchain and privacy preservation functions, along with a zero-knowledge
proof-based anonymous authentication protocol. Wang et al. [56] introduce a data processing-as-
a-service (DPaaS) model, leveraging blockchain for Pne-grained data usage policy-making, policy

execution via smart contracts, and policy auditing on transparent ledgers.

2.3 Research Objectives and Contributions

To address the research gaps in the literature, this thesis proposes MetaAICM, a blockchain-
empowered framework that enables ML crowdsourcing and a marketplace to facilitate intelligent

services in the metaverse. The novel contributions of MetaAICM can be summarized as follows:

¥ Decentralized Marketplace and Crowdsourcing . MetaAICM establishes a blockchain-
based decentralized marketplace that encourages MUs to proactively collect metaverse data or
train ML models for sale. If the desired data and models are not available on the marketplace,
the crowdsourcing mode allows MSPs to source ML models from MLWs, while MLWs can

request metaverse data from DWs.
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¥ Elimination of Trust Assumptions . Unlike existing blockchain-enabled frameworks, MetaAICM
does not require task requesters to provide an evaluation function to automatically assess the
contribution of workers. Thanks to our decentralized design, other trust assumptions are also

eliminated, and the involved participants do not have to trust each other.

¥ Incentive and Reputation Mechanisms : A concrete incentive mechanism is designed
to motivate MUs to contribute computational resources to empower metaverse ML services.
Additionally, a reputation system is integrated to Plter out malicious entities and ensure

honest participation.

¥ Security and Performance : We demonstrate that MetaAICM can resist various security
threats such as DoS, SPoF, data leakage, and Sybil attacks. Extensive numerical results

conbrm that MetaAICM olers high performance and automation with low operational costs.

2.4 Dissertation Outline

The remainder of this thesis is organized as follows:

¥ Chapter 3 presents the background knowledge essential for technical development in the sub-

sequent chapters.

¥ In Chapter 4, we present our framework, named MetaAICM, enabling decentralized crowd-

sourcing and marketplace for trading machine learning data and models.

¥ Finally, Chapter 5 concludes the thesis and outlines future research directions.






Chapter 3

Background

This chapter provides a comprehensive overview of the fundamental concepts and components of
blockchain technology. We start by examining the architecture of blockchain, detailing its core ele-
ments and their operations. Next, we explore the taxonomy of blockchain, dilerentiating between
permissionless and permissioned blockchains. We then discuss various consensus mechanisms, with
a focus on the scalability trilemma among decentralization, security, and scalability. Following this,

we introduce smart contracts and their role in automating secure agreements on the blockchain. We
delve into Hyperledger Fabric, an enterprise-grade blockchain framework, highlighting its architec-
ture and unique chaincode smart contracts. Finally, we explore the Raft consensus algorithm used

in Hyperledger Fabric, emphasizing its importance in achieving reliable and fault-tolerant consen-
sus. This chapter lays the groundwork for understanding the technical intricacies and applications

of blockchain technology.

3.1 Blockchain

Blockchain is a decentralized digital ledger that records transactions in such a way that the reg-
istered transactions cannot be altered retroactively. This technology, thus, ensures the integrity
and transparency of data without the need for a central authority or intermediary. At its core, a
blockchain consists of multiple blocks linked together as a chain, where each block contains a certain

number of transactions. These transactions are veribed by participants in the network, known as
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nodes, through a consensus mechanism, ensuring security and mutual agreement on the state of the

ledger at any given time. The immutable nature of blockchain technology not only enhances secu-

rity but also builds trust among users, making it a foundational technology for various applications

in the metaverse [44], such as security [43], digital asset management [57, 58], networking [59], and

distributed learning [60].

Blockchains are typically managed by a peer-to-peer (P2P) computer network for use as a public

distributed ledger, where nodes collectively adhere to a consensus algorithm to add and validate

new transaction blocks. Although blockchain records are not unalterable, since blockchain forks are

possible, blockchains may be considered secure by design and exemplify a distributed computing

system with high Byzantine fault tolerance.

3.1.1 Blockchain Architecture
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Figure 3.1: Architecture of a blockchain, consisting of a continuous sequence of blocks.
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A typical blockchain architecture consists of the following main components:

Blocks : Blocks hold batches of valid transactions that are hashed and encoded into a Merkle
tree [61]. Each block includes the cryptographic hash of the prior block in the blockchain, linking
the two. The linked blocks form a chain. This iterative process conbrms the integrity of the previous
block, all the way back to the initial block, which is called the genesis block (Block 0). To assure
the integrity of a block and the data contained in it, the block is usually digitally signed. Each
block consists of the block header and the block body, which contains the list of transactions. The

block header includes:

¥ Block version: Indicates which set of block validation rules to follow.
¥ Previous block hash A 256-bit hash value that points to the previous block.

¥ Merkle tree root: Contains the hash value representing all the transactions in the block,

ensuring data integrity by allowing e"cient and secure veripcation.

¥ Timestamp: The current timestamp as seconds since 1970-01-01T00:00 UTC, indicating when

the block was created.

¥ Nonce A variable that starts at 0 and is incremented for every hash calculation during the

block-creating process.

The block time is the average time it takes for the network to generate one extra block in the
blockchain. By the time of block completion, the included data becomes veribable. For the cryp-
tocurrency, shorter block time means faster transaction processing. The block time for Ethereum

is set to be between 14 and 15 seconds, while for Bitcoin, it is, on average, 10 minutes.

Chain : The chain is a sequence of blocks linked together in chronological order. Each block
references the hash of the previous block, forming an unbroken chain that ensures the immutability
of the data. This linkage of blocks creates a secure and veribable history of all transactions within
the blockchain network. However, the blockchain can experience a phenomenon known as a fork. A
fork occurs when there is a divergence in the chain, leading to the creation of two or more separate
chains. Forks can be classibed into two main types: soft forks and hard forks. Aoft fork is a
backward-compatible upgrade to the blockchain protocol, where only previously valid transactions

or blocks are made invalid. Since soft forks are backward-compatible, nodes that do not upgrade
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to the new rules will still recognize the new blocks as valid, maintaining compatibility within the
network. In contrast, a hard fork is not backward-compatible. It occurs when there is a fundamental
change in the blockchain protocol, resulting in the creation of a new version of the blockchain that is
incompatible with the old one. This creates a permanent divergence in the blockchain, where nodes
following the new rules will reject blocks from nodes following the old rules. Notable examples
of hard forks include the split of Bitcoin and Bitcoin Cash, as well as Ethereum and Ethereum
Classic. Forks are signibcant because they can impact the consensus process, network stability,
and overall trust in the blockchain system. They often arise from dilerences in opinion within the
community regarding the implementation of protocol updates or from attempts to resolve security
vulnerabilities. Proper management of forks is crucial to maintaining the integrity and continuity

of the blockchain.
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Figure 3.2: Blockchain soft forking.
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Figure 3.3: Blockchain hard forking.

Nodes: Nodes are computers that participate in the blockchain network. They maintain copies
of the blockchain, validate new transactions, and ensure the overall security and integrity of the

blockchain.

Transactions : Transactions are the basic units of data recorded on the blockchain. Each
transaction represents a transfer of value or information between participants, and once validated,

they are permanently stored in the blockchain.
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Miners : Miners are specialized nodes that validate and add new transactions to the blockchain.
This process, known as mining, results in the creation of new blocks and is rewarded with cryp-

tocurrency incentives.

3.1.2 Blockchain Taxonomy

In terms of accessibility and control, blockchains can be categorized into two main types: permis-

sionless and permissioned blockchains [62].

Permissionless Blockchains : Also known as public blockchains, these are open to the public,
allowing anyone to participate, read, write, or audit the blockchain without requiring explicit per-
mission. Prominent examples of public blockchains include Bitcoin [63] and Ethereum [64]. These
blockchains are characterized by their transparency, security, and immutability, as all transactions

are publicly veribable and tamper-proof due to the decentralized consensus mechanisms they employ.

Permissioned Blockchains : In contrast, permissioned blockchains restrict access and require
participants to obtain explicit permission to join the network. This permission can be granted by a
central authority or by a consortium of existing participants. Permissioned blockchains are further

divided into two subcategories:

¥ Private Blockchains: Controlled by a single organization, private blockchains restrict access
to selected participants. They oler greater privacy and control over data at the expense of

reduced transparency compared to public blockchains.

¥ Consortium Blockchains: Governed by a group of organizations, consortium blockchains strike
a balance between decentralization and control. They are often used in industries where
multiple organizations need to collaborate and share data securely, such as in supply chain

management or Pnance. Examples include R3 Corda and Hyperledger Fabric [22].

Table 3.1 compares these systems using dilerent perspectives, as described below.

Consensus determination : Refers to how the blockchain network reaches agreement on the

state of the ledger.

Read permission : Indicates who can read the data on the blockchain.
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Immutability

E"ciency

Centralization

: Measures the distribution of control within the blockchain.

. Refers to the ability to alter data after it has been added to the blockchain.

. Concerns the speed and resource consumption of processing transactions.

Property

Public blockchain

Consortium blockchain

Private blockchain

Consensus process

Permissionless

Permissioned

Permissioned

Consensus determination

All miners

Selected set of nodes

One organization

Read permission Public Could be public or re-| Could be public or re-
stricted stricted
Immutability Nearly impossible to| Could be tampered Could be tampered
tamper
E"ciency Low High High
Centralization No Partial Yes

Table 3.1: Comparison of blockchain types based on various properties.

3.1.3 Consensus Mechanism

Blockchain consensus refers to the mechanism by which all participants in a network reach an

agreement on the state of the blockchain without the need for a central authority. Various consensus

algorithms have been developed and used in dilerent blockchain networks, each with its own set

of advantages and trade-o!s. Some of the most common consensus mechanisms include Proof of

Work (PoW) [65, 66], Proof of Stake (PoS) [67], Raft [20], Practical Byzantine Fault Tolerance

(pBFT) [68,69], and Proof of Authority (PoA) [70].

Proof of Work (PoW)

: PoW is one of the earliest and most well-known consensus mechanisms,

primarily used by Bitcoin. In PoW, miners compete to solve complex cryptographic puzzles, and

the brst one to solve the puzzle gets to add the next block to the blockchain and receive a reward.

This process requires substantial computational power, making it secure against attacks but also

energy-intensive and slow in terms of transaction throughput.

Proof of Stake (PoS)

. PoS is designed to be more energy-e“cient than PoW. Instead of

miners, PoS uses validators who lock up a certain amount of cryptocurrency as a stake. Validators

are then selected to create new blocks based on their stake and other factors like randomization.

This approach reduces the need for massive computational power and incentivizes honest behavior,

as validators risk losing their stake if they act maliciously.
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Raft . Raft is a consensus algorithm designed for distributed systems to achieve crash fault
tolerance. It simpliPes the consensus process by electing a leader who manages the replication of
logs across followers. Raft ensures consistency and reliability in a network but does not provide

Byzantine fault tolerance, making it suitable for trusted environments.

Practical Byzantine Fault Tolerance (pBFT) : pBFT is designed to handle Byzantine
faults, where nodes can act maliciously or arbitrarily. It operates through a three-phase protocol
involving pre-preparation, preparation, and commit stages. pBFT is e"cient in smaller networks
and provides high throughput and low latency, but its complexity increases with the number of

nodes, making it less scalable for larger networks.

Proof of Authority (PoA) : POA is a consensus mechanism where transactions and blocks are
validated by approved accounts known as validators. These validators are pre-approved and trusted
entities. PoA is e"cient and provides high throughput, making it suitable for private or consortium

blockchains where participants are known and trusted.

3.1.4 Blockchain Scalability Trilemma

In the design of any blockchain network, there is an inherent trade-o! known as the blockchain
scalability trilemma, which posits that it is challenging to simultaneously achieve all three of the
following properties: decentralization, scalability, and security. Consensus algorithms play a key

role in determining the characteristics of a blockchain network according to these three properties.

Decentralization and Scalability : A highly decentralized network, like Bitcoin, often sulers
from low processing speed because it takes more time to reach consensus among numerous nodes due
to network delay and synchronization issues. In contrast, semi-decentralized blockchain systems can
o'er higher scalability as they reach consensus more quickly, but they may be prone to manipulation

and single points of failure (SPoF).

Decentralization and Security  : Decentralization enhances security by distributing control
across many nodes, making it di"cult for a single entity to manipulate the system. However,
achieving higher decentralization often involves increased complexity in maintaining network syn-
chronization and consensus, which can inadvertently introduce security vulnerabilities. Conversely,

reducing decentralization might simplify consensus processes and reduce latency, but it increases
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Figure 3.4: The blockchain scalability trilemma.

the risk of centralization, where control by a few entities can lead to manipulation and security

breaches.

Scalability and Security : Enhancing scalability often involves reducing the number of nodes
involved in the consensus process, which can compromise security. For instance, having fewer

nodes can make the network more vulnerable to attacks and reduce the robustness of the consensus

mechanism.
Consensus Decentralization | Scalability | Security Examples
PowW High Low High Bitcoin, Ethereum (pre-
2.0)
PoS Medium to High Medium to | Medium to | Ethereum 2.0, Cardano
High High
Raft Low to Medium High Medium Hyperledger Fabric
pBFT Medium High Medium to | Hyperledger Sawtooth,
High Tendermint
PoA Low to Medium High Medium VeChain, POA Network

Table 3.2: Comparison of consensus mechanisms with respect to the scalability trilemma.

Several existing blockchains attempt to balance these three aspects by adopting a semi-decentralized
approach. Specibcally, they select a limited number of consensus nodes to form a committee. A

consensus protocol (e.g., pBFT) is then carried out among the committee members instead of the
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entire network, as seen in Hyperledger Fabric. This results in signibcantly higher throughput com-
pared to the fully decentralized approach. When electing nodes for the committee, reliability can

be assessed based on factors such as the amount of stake (PoS) or reputation score.

Various research studies have explored methods to improve scalability without sacribcing de-

centralization or security [71]. Some potential techniques include:

¥ Sharding : This involves splitting the blockchain into smaller, more manageable pieces called
shards, each capable of processing transactions independently [72]. However, sharding can
reduce the decentralization and security of each shard, as smaller groups of nodes manage

each shard.

¥ Layer-2 Solutions : These include various approaches such as rollups, sidechains, and state
channels, which process transactions o! the main blockchain to reduce congestion and enhance

scalability.

b Rollups: Bundling multiple transactions into a single transaction o!-chain and then

posting the compressed data back to the main chain.

b Sidechains Independent blockchains running in parallel to the main chain, with their

own consensus mechanisms and security models.

b State Channels Enabling multiple transactions between parties o!-chain, with only the

initial and Pnal states recorded on the main chain.

These methods can face challenges, such as security vulnerabilities in the bridges connecting

layer-2 solutions to the main chain and potential attacks targeting these connections.

In conclusion, achieving a balance between decentralization, scalability, and security remains
a central challenge in blockchain design. While semi-decentralized approaches and advanced tech-
niques like sharding and layer-2 solutions o'er promising pathways, each comes with its own set of

trade-o!s and challenges that need to be carefully managed.
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3.2 Smart Contracts

A smart contract functions as a trusted distributed application that gains its security and trust
from the blockchain and the underlying consensus among its peers. It embodies the business logic
of a blockchain application. Three key points apply to smart contracts, especially when deployed

on a platform:

¥ Many smart contracts run concurrently in the network,
¥ They may be deployed dynamically, often by anyone, and

¥ Application code should be treated as untrusted and potentially even malicious.

Most existing smart-contract capable blockchain platforms follow an order-execute architecture,

where the consensus protocol:

¥ Validates and orders transactions, then propagates them to all peer nodes,

¥ Each peer then executes the transactions sequentially.

This order-execute architecture is prevalent in virtually all existing blockchain systems, ranging
from public/permissionless platforms such as Ethereum (with PoW-based consensus) to permis-

sioned platforms such as Tendermint and Quorum.

Smart contract execution in a blockchain operating with the order-execute architecture must be
deterministic; otherwise, consensus might never be reached. To address non-determinism, many
platforms require smart contracts to be written in non-standard or domain-specibc languages
(such as Solidity), which can eliminate non-deterministic operations. This requirement can hinder
widespread adoption as it necessitates developers to learn new languages and can lead to program-
ming errors. Moreover, since all transactions are executed sequentially by all nodes, performance
and scalability are limited. The fact that smart contract code executes on every node in the system
necessitates complex measures to protect the overall system from potentially malicious contracts,

ensuring system resiliency.
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3.2.1 How Smart Contracts Work

Smart contracts operate on blockchain networks, where their code is stored and executed. They are
triggered by specibc events or conditions predebned within the contract. The blockchain ensures
that once deployed, the contract code cannot be altered, providing immutability and transparency.

The smart contract lifecycle consists of four steps:

¥ Creation: The smart contract is coded and deployed onto the blockchain. This involves writing
the contract terms in a programming language like Solidity (for Ethereum) and deploying it

via a transaction.

¥ Execution: When predebned conditions are met, the smart contract automatically executes
the corresponding actions, such as making a payment when a specibc task is completed and

veribed.

¥ \Veribcation: The decentralized nature of the blockchain ensures that all nodes can inde-
pendently verify the contractOs execution, preventing the single point of failure and ensuring

trust.

¥ Immutability : Once deployed, the smart contract code is immutable, ensuring that the contract

terms cannot be tampered with, providing security and trust.

3.2.2 Notable Smart Contract Platforms

Several blockchain platforms facilitate the deployment and execution of smart contracts. Some of

the most notable platforms include:

Ethereum : Ethereum is the most widely used platform for smart contracts. It provides a robust
and Rexible environment for developing dApps through its Ethereum Virtual Machine (EVM) [64].
Smart contracts on Ethereum are written in Solidity, a high-level programming language designed

specibcally for this purpose.

Cardano : Cardano is a blockchain platform that focuses on security and scalability. It uses

a unique proof-of-stake consensus mechanism called Ouroboros. Smart contracts on Cardano are
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written in Plutus, a Haskell-based language that enables formal veribcation to ensure the correctness

of contract code.

Polkadot : Polkadot enables interoperability between dilerent blockchains, allowing smart con-
tracts on one blockchain to interact with those on another. It uses a multi-chain framework that

enhances the functionality and utility of smart contracts.

Tezos: Tezos is a platform designed for deploying smart contracts and decentralized applica-
tions, with a focus on formal veribcation to ensure the correctness of contract code. Smart contracts

on Tezos are written in Michelson, a stack-based programming language.

3.3 Hyperledger Fabric blockchain and smart contract

3.3.1 Architecture

Hyperledger Fabric is an open-source enterprise-grade blockchain framework designed to support the
development of permissioned blockchain networks. It provides a modular architecture that allows
for high Rexibility and customization, making it suitable for various industrial applications. This

section details the key components of Hyperledger Fabric and their roles in the overall architecture.

Certificate Authority Client application

I Fabric network

Membership service

Ordering service

Channel 1

L1 L1

Figure 3.5: Hyperledger Fabric architecture featuring a channel (Channel 1) that includes smart
contract (S3) and ledger (L1). The architecture shows bve participants: peer nodes (P1, P2) and
orderer nodes (01, 02, 03).
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3.3.1.1 Peer Nodes

Peer nodes are the fundamental building blocks of the Hyperledger Fabric network. They maintain
the ledger, execute smart contracts (chaincode), and validate transactions. There are dilerent types

of peers in Hyperledger Fabric:

¥ Endorser Peers : These peers execute chaincode to simulate transaction proposals. They
endorse transactions by signing the simulation results, which are then sent back to the client

application.

¥ Committer Peers : These peers maintain the blockchain ledger. They validate and commit

endorsed transactions into the ledger.

¥ Anchor Peers : These are designated peers within an organization that communicate with
peers from other organizations. They help in the discovery process and ensure network con-

nectivity.

3.3.1.2 Ordering Service

The ordering service is a crucial component responsible for ordering transactions and creating
blocks. It ensures that all transactions are processed in the correct order. The ordering service can
be implemented using various consensus mechanisms, such as Kafka, Raft, or a Byzantine Fault
Tolerant (BFT) protocol. It operates independently from the peer nodes and does not execute,

validate, or endorse transactions.

3.3.1.3 Channels

Channels are private sub-networks within the Hyperledger Fabric network that allow a specibc
group of participants to create a separate ledger. Each channel has its own ledger and chaincode,
ensuring data privacy and isolation among dilerent business entities. Transactions within a channel

are only visible to the participants of that channel.
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3.3.1.4 Membership Service Provider

The Membership Service Provider is responsible for managing identities in the Hyperledger Fabric
network. It issues and validates certibcates for participants, enabling secure and authenticated
communication within the network. Membership Service Provider ensures that only authorized

entities can participate in the network operations.

3.3.1.5 Certibcate Authority

The Certibcate Authority issues digital certibcates that serve as credentials for participants in
the Hyperledger Fabric network. These certibcates are used to authenticate identities and secure
communications. Each organization in the network typically operates its own Certibcate Authority

to manage the issuance, renewal, and revocation of certibcates.

3.3.1.6 Ledger

The ledger in Hyperledger Fabric consists of two parts: the blockchain and the world state.

¥ Blockchain : an immutable log of all transactions that have been validated and committed
by the network. Each block contains a list of transactions and is linked to the previous block

through a cryptographic hash.

¥ World State : a database that holds the current value of the ledger states. It represents the
latest state of all assets as modibed by the transactions recorded in the blockchain. The world

state can be implemented using dilerent databases, such as LevelDB or CouchDB.

3.3.1.7 Hyperledger FabricOs Smart Contracts

In Hyperledger Fabric, smart contracts are referred to as chaincode. Chaincode is written in general-
purpose programming languages such as Go, Java, and Node.js. This Rexibility allows developers

to leverage existing programming skills to create robust and secure smart contracts.

The lifecycle of chaincode in Hyperledger Fabric involves several key steps:
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1. Development Writing the chaincode in a supported programming language, debning the

contractOs logic and functions.
2. Packaging Packaging the chaincode into a deployable format.
3. Installation : Installing the packaged chaincode on the peer nodes of the blockchain network.

4. Approval: Gaining approval for the chaincode debnition from the required number of organi-

zations in the network.

5. Commitment: Committing the chaincode debnition to the network, making it available for

execution.

6. Invocation: Invoking the chaincode functions to execute the smart contract logic based on

predebned conditions.

Chaincode operates distinctly within the Hyperledger Fabric network, olering a more controlled
and secure environment compared to smart contracts on public blockchains. It executes transac-
tions within a secure and permissioned environment, providing businesses with the high levels of
data privacy and security they require. Additionally, chaincode supports versioning and upgrades,
allowing business logic to evolve over time without disrupting the network, thus adding Rexibility
and longevity to blockchain applications to accommodate changing business needs. Furthermore,
chaincode execution is governed by an endorsement policy, which requires specibc peers on the net-
work to validate a transaction before it is committed to the ledger. This endorsement mechanism
enhances security and consensus, ensuring that all transactions adhere to the networkOs agreed-upon

rules.

3.3.1.8 Client

Clients represent the end user or client applications that trigger blockchain events. Clients are soft-
ware programs that propose transactions on a network on behalf of a person. Clients communicate
with peers and ordering services. The Client interacts with the network using a Fabric SDK. When
reading or writing data from a Fabric blockchain the clients interact with the SDK. To ensure that

a legitimate client has started the network transaction, the CA authority issues a certipcate to the

client as well.
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3.3.2 Transaction Flow

4. Ordering service sequentially
orders endorsed transactions
and sends back to the network

(
(

Client Peer nodes

2. Peers stimulate proposed
transaction and send
endorsement back to client

1. Client submits
transaction proposal

Figure 3.6: Hyperledger Fabric Transaction Flow

Figure 3.6 illustrates the transaction 3ow in Hyperledger Fabric that is described in the following.

1. The transaction Row begins when a client application sends a transaction proposal to peers

in each organization for endorsement.

2. The peers verify the submitting clientOs identity and authority to submit the transaction.
Next, they simulate the outcome of the proposed transaction and, if it matches what was

expected, they send an endorsement signature back to the client.

3. The client collects endorsements from peers, and once it receives the proper number of en-

dorsements debned in the endorsement policy, it sends the transaction to the ordering service.

4. The ordering service checks if the transaction has the proper number of endorsements to satisfy
the endorsement policy. It then chronologically orders and packages the approved transactions

into blocks and sends these blocks to peer nodes in each organization.
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5. Peer nodes receive new blocks of transactions from the ordering service, and then perform a
Pnal validation for transactions in that block. Once this is complete, the new block is added

to the ledger and the state of the ledger is updated. The new transactions are now committed.

3.4 Raft consensus

The Raft consensus algorithm is a popular protocol designed to manage a replicated log in a fault-
tolerant manner. It is particularly well-suited for use in distributed systems and is known for its
simplicity and understandability compared to other consensus algorithms like Paxos. The Raft
algorithm ensures that multiple nodes in a distributed system can agree on a single sequence of

actions to be executed, even in the presence of failures.

Raft achieves consensus through an elected leader. A server in a Raft cluster can be a leader,
follower, or candidate (during an election). The leader manages log replication to followers and sends
heartbeat messages to conbrm its presence. Followers expect these heartbeats within a specibed
timeout (typically 150-300 ms). If no heartbeat is received, the follower becomes a candidate and
initiates a leader election. Raft decomposes the consensus problem into two sub-problems: Leader

election and log replication.

3.4.1 Leader Election

o “,

node

............................

< $ o
2
scovers node w gher
term

Figure 3.7: Raft leader election
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When a leader fails or the algorithm initializes, a new leader is elected. Each term starts with
an election. If an election succeeds, the term continues with the new leader. If it fails, a new term
begins with another election. A server becomes a candidate if it doesnOt receive a heartbeat within
the election timeout. It increments its term number, votes for itself, and requests votes from other
servers. A server votes only once per term. If a candidate receives a majority of votes, it becomes
the leader. If thereOs a split vote, a new term and election begin. Raft uses a randomized election
timeout to minimize split vote issues, allowing one server to timeout, win the election, and send

heartbeats before others become candidates.

3.4.2 Log Replication

The leader handles log replication by accepting client requests and appending them as new log
entries. These entries are sent to followers as AppendEntries messages. If followers are unavailable,
the leader retries indebnitely until the entry is stored. Once a majority of followers conbrm replica-
tion, the leader commits the entry, applies it to its state machine, and notibes followers to do the
same. This ensures log consistency and respects the Log Matching safety rule. In case of a leader
crash, the new leader handles log inconsistencies by comparing its log with followers, identifying

the last matching entry, and synchronizing logs to restore consistency.

3.4.3 Safety Mechanisms

Raft guarantees these bve safety properties to ensure reliable operation:

¥ Election Safety: Only one leader is elected per term.
¥ Leader Append-Only: A leader can only append new entries to its logs.

¥ Log Matching: If two logs contain an entry with the same index and term, they are identical

up to that index.

¥ Leader Completeness: A committed log entry in a term is present in logs of leaders for all

subsequent terms.

¥ State Machine Safety: No server applies di'lerent commands for the same log entry. This rule

is upheld by requiring candidates to have all committed entries in their logs to win an election.
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Raft determines which log is more up-to-date by comparing the index term of the last entries

in the logs, ensuring the most recent and complete log is propagated.

Raft is designed to handle follower crashes and ensure availability. If a follower crashes, other
servers continue to send AppendEntries and vote requests until the follower recovers. Upon recovery,
the follower processes any pending requests, ensuring the system remains consistent and operational.
Timing is critical in Raft to maintain a stable leader and cluster availability. Stability is maintained if
the broadcast time is signibcantly less than the election timeout, which in turn must be signibcantly
less than the mean time between failures (MTBF). Typical values for broadcast time range from
0.5 to 20 ms, and election timeout is set between 10 to 500 ms, providing su'“cient stability for

clusters to operate reliably for weeks or months between failures.

3.5 Summary

The chapter provided a comprehensive overview of several fundamental blockchain technologies and
concepts that form the backbone of modern decentralized systems. We explored the architecture of
blockchain technology, highlighting its key components, taxonomy, consensus mechanisms, and the
inherent trade-o!s encapsulated in the blockchain scalability trilemma. By understanding the intri-

cate balance between decentralization, scalability, and security, we gain insights into the challenges

and solutions that shape the design of robust blockchain networks.

Additionally, the concept of smart contracts was introduced, showcasing their role in automating
and securing agreements on the blockchain. Our exploration included a detailed look at Hyper-
ledger Fabric, an enterprise-grade blockchain framework, where we discussed its architecture and
the unique implementation of smart contracts, known as chaincode. Finally, we covered the Raft
consensus algorithm, emphasizing its signibcance in ensuring reliable and fault-tolerant consensus

within the network.

This chapter has laid a solid foundation for understanding the technical intricacies and practical
applications of blockchain technology, setting the stage for further exploration in the subsequent

chapter.
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MetaAlICM: Decentralized
Crowdsourcing and Marketplace for

Machine Learning

The content of this chapter was published in the following paper [73]:

H. D. Le, V. T. Truong, and L. B. Le, OBlockchain-empowered metaverse: Decentralized crowd-
sourcing and marketplace for trading machine learning data and models,@EEE Access, vol. 12,

pp. 68556D68572, May 2024.

4.1 Abstract

The Metaverse relies on advanced machine learning (ML) techniques to facilitate the seamless map-
ping between the virtual and physical realms. ML-based technologies also enable metaverse service
providers (MSPs) to oler a diverse range of intelligent virtual services to metaverse users (MUSs).
However, it can be challenging for MSPs to collect su“cient metaverse data to train ML models by
themselves. As aresult, MSPs can be interested in seeking contributions from MUs in both ML data
and models. To address these challenges, we propose MetaAICM, a blockchain-based framework

that empowers the metaverse through two key components. Firstly, it incorporates a distributed
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crowdsourcing system that allows MSPs to gather metaverse data and ML models from MUs. Sec-
ondly, it features a decentralized marketplace, enabling MUs to proactively collect data and train
ML models for sale using their metaverse devices and computing resources. MetaAICM leverages
blockchain and smart contracts to achieve decentralization, ensuring security and privacy without
relying on a trusted third-party authority or additional trust assumptions between MUs and MSPs.
Numerical studies show that MetaAICM olers high processing performance and cost e"ciency,

while the framework is implemented on top of a consortium blockchain to show its feasibility.

4.2 Introduction

The metaverse, envisioned as the next-generation Internet, is an immersive digital representation of
the physical world where users can participate via augmented/virtual reality (AR/VR) devices
[74D76] and wearable haptic devices [77]. It enables individuals to engage in a wide range of
virtual activities such as learning, gaming, working, and socializing [78]. Among various advanced
technologies, artibcial intelligence (Al) plays a pivotal role in enabling this virtual realm [7, 10].
For example, computer vision (CV) algorithms leverage real-world data captured by Internet-of-
Things (loT) devices and unmanned aerial vehicles (UAVs) to construct the metaverseOs virtual
environment. Additionally, machine learning (ML) models deployed on wearable devices analyze
user data, such as appearance, gestures, and facial expressions, to ref3ect user behaviors into avatar
actions [11]. While metaverse publishers typically handle these tasks, metaverse service providers
(MSPs) also require ML models to deliver virtual services to metaverse users (MUs). For example,
MSPs can utilize generative models to create Al-generated content like metaverse virtual items,
clothing, and decorations for the virtual environment [12]. Another example is related to virtual
events where event organizers can employ detection models to identify unauthorized MUs accessing

the virtual space by analyzing their proble such as reputation, location, and operational history.

MSPs could be interested in seeking and leveraging the expertise in AI/ML and computational
resources from the metaverse community to construct and train their desired ML models. On the
other hand, ML professionals capable of designing and training ML models may face challenges in
collecting the required data due to privacy concerns and the large-scale and heterogeneous nature

of the metaverse. As a result, it is mandatory to provide MUs and MSPs with a decentralized
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platform that allows them to exchange both metaverse data and ML models in a trustless distributed

environment with low trading fees, high performance, and privacy preservation.

Traditional trading and crowdsourcing systems olered by third-party authorities are often vul-
nerable to a single point of failure (SPoF) and trust issues, free-riding and false-reporting attacks
among participants, in addition to the lack of transparency, privacy, and incentive mechanisms [13].
Although these limitations might be acceptable for certain conventional centralized platforms, they
should be eliminated to bt with the decentralized metaverse where scams and frauds are exacerbated
by various novel social engineering attacks [14]. To this end, blockchain is a potential solution for
trust management in such metaverse trading systems with immutable, transparent, and auditable
properties [15]. In particular, blockchain provides a reliable storage environment to record trading
transactions, while smart contracts and blockchainOs committee can replace third-party authorities

in decision-making, policy enforcement, reputation, and incentive management [16].

Motivated by the aforementioned urgent needs, this work proposes MetaAICM, a blockchain-
empowered framework that enables Al crowdsourcing and provides the marketplace to facilitate
intelligent virtual services in the metaverse. In MetaAICM, MUs can leverage their devicesO ca-
pability and available resources to collect data or train ML models for specibc purposes, then list
them on MetaAICMOs marketplace for sale. On the other hand, if MSPs cannot bnd the expected
data/models on the marketplace, they can initialize a crowdsourcing task on MetaAICMOs decen-
tralized applications to obtain the desired products from other MUs. MetaAICM ensures that
payment is only Pnalized when the traded product is valid, while both parties do not need to trust
each other. To address scalability, transaction speed, and sustainability, MetaAICM incorporates a

reputation-based Raft consensus protocol.

4.2.1 Related Work and Research Gaps

In any crowdsourcing and trading systems, it is important to evaluate the contribution of each
worker, thereby distributing the award fairly to honest workers and punishing malicious workers
who submitted low-quality results. Most existing frameworks assume that there exists an evalua-
tion function that can, somehow, assess the quality of the submitted data/models automatically.
Unfortunately, assessing the quality of data is not a simple task. Therefore, the novel contribution

of MetaAICM compared to existing works is that it enables a practical solution for evaluating the
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submitted data/models. With a novel decentralized design, MetaAICM does not require the as-
sumption of such an evaluation function, while also resolves various security risks such as privacy

leakage, false-reporting, and free-riding attacks.

4.2.1.1 Blockchain-Based Data Marketplace

Prior to our work, several studies explored the applications of blockchain for data trading and data
marketplace. For instance, the authors in [23] designed a blockchain-based market for loT data
trading with three dilerent trading modes, namely general trading, selling on demand, and buying
on demand. All of these functions are regulated by smart contracts, thereby eliminating SPoF and
the intervention of the third-party middleman. However, this framework does not take into account
the situation in which the sellers act dishonestly by committing incorrect data. In such cases, the
buyers will lose their funds while only receiving low-quality data. Furthermore, without proper
encryption techniques, the traded data can be leaked widely due to the transparent property of
blockchain. To address the privacy issue, the authors in [24] take a novel approach to data trading,
in which the sellers are not required to send the original data to the buyers. Instead, a buyer only
purchases the processed analysis results of the sellerOs dataset. The analysis process is carried out
by certain trusted nodes that use the trusted hardware called Software Guard Extensions (SGX) to
execute smart contract functions. However, the smart contract is only suitable for relatively simple

tasks due to its resource limitation and complexity, thus limiting the frameworkOs capacity.

Regarding the marketplace, the authors in [25] implemented a decentralized IoT data market-
place, which is based on blockchain to improve fairness and trust management. This framework
supplements a security manager layer consisting of multiple storage operators who take responsi-
bility for data storage. In addition, the traded data are encrypted before being sent to the storage
operators to ensure privacy. However, if the buyers claim that they obtained a low-quality dataset
after the decryption, it is almost infeasible to determine which party (i.e., the buyer, seller, or stor-
age operator) was malicious. The authors in [26], proposed a solution to data-trading center, which
has the ability to retain data by taking advantage of blockchain and ML. In addition, it employs a
similarity-learning technique to verify data availability, while introducing a new role called Oarbi-

tration institution" to resolve any controversy between the buyers and sellers. However, relying on
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such the trusted third-party may cause the single-point-of-failure (SPoF) if it acts maliciously or

being under attacks.

4.2.1.2 Blockchain for Crowdsourcing

There have been several existing works that employ blockchain technology to engineer dilerent
crowdsourcing frameworks. In particular, the authors in [31] proposed a blockchain-based crowd-
sourcing design named CrowdBC. In CrowdBC, dilerent smart contracts are deployed to regulate
various tasks, thereby limiting human interactions and trust issues. The framework can resist
malicious requesters, workers, and miners. However, CrowdBC requires an assumption that the
requesters must be able to provide an evaluation function for the requested task on smart contract
codes to assess the contribution of workers. This assumption would be di"cult to realize in prac-
tice since the requesters are often just unprofessional clients who cannot write smart contracts by
themselves, while sophisticated tasks such as Al/ML are even more challenging to be implemented
on smart contracts due to their complexity and resource demand. The authors in [32] proposed
zkCrowd, a blockchain-enabled crowdsourcing platform emphasizing user privacy with the integra-
tion of zero-knowledge proof [79]. In zkCrowd, both public and private blockchains are leveraged
to enable Rexible adjustment of the privacy degree corresponding to the userOs demand. However,
zkCrowd also requires a reward distribution function that is capable of evaluating the contribution

of workers and correspondingly distribute rewards to the workers, which would be di"cult to real-

ize in most practical use cases. On the other hand, several studies such as ZebraLancer [34] and
BPCM [35] focus on resolving privacy issues in crowdsourcing systems. Although the frameworks
can enable privacy preservation by hiding the true identities of participants, the problem regarding

contribution evaluation remains unsolved.

4.2.1.3 Blockchain-Based Metaverse Applications

Blockchain technology has been leveraged to develop various metaverse applications [15,43,44]. The
authors in [45] proposed using smart contracts to e"ciently manage and automate the interaction
between MSPs and MUs. This blockchain-based design allows MSPs to optimize resource allocation
when olering virtual services and applications to MUs and encourages MUs to contribute their

resource to support the operation of the metaverse thanks to an incentive mechanism based on
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Table 4.1: Comparison between MetaAICM and existing frameworks.

Feature [23]| [24]| [25]| [26]] [31]| [34]| [32]| [35]] MetaAICM
Practical contribution evaluation

SPoF & manipulation resistance | ! !
False-reporting attack !
Free-riding attack !
Sybil attack ! !
|
|

Privacy leakage
Incentive mechanism
Reputation system

Stackelberg game theory. The authors in [46] proposed a blockchain-based federated learning (FL)
framework to enable the industrial metaverse. By leveraging blockchain, the system can oler two
privacy options for FL in the physical and virtual spaces using various sub-blockchains, which
communicate with each other by using cross-chain communication techniques. On the other hand,
the authors in [8] constructed a campus-oriented prototype of the metaverse, in which blockchain

is leveraged to enable the platformOs economic system. For instance, the blockchain-based non-
fungible token is used to represent virtual items and user-generated content. Nonetheless, the use
of blockchain to enable metaverse AI/ML based services such as ML crowdsourcing or decentralized

marketplace for ML models and metaverse data has not been investigated in these studies.

Comparison of our proposed design and existing frameworks is given in Table. 4.1. It can be
seen that the proposed MetaAICM framework addresses the contribution evaluation issue and it
tackles many important security risks and attacks, which have not been handled adequately by

other related works.

The preliminary results of this work are presented in a conference paper where we described a
decentralized ML crowdsourcing system for the metaverse, which solved the problem of contribution
veribcation and reward distribution by using committee-based model validation and a blockchain or-
acle network. This work is an extension of the mentioned work, in which a decentralized marketplace
is integrated to enable both selling and buying on demand. Furthermore, intensive experiments are

supplemented to illustrate the full potential of MetaAICM.
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4.2.2 Key Contributions and Paper Structure

To Pl the research gaps presented above, this work proposes MetaAICM, a blockchain-empowered
framework that enables ML crowdsourcing and marketplace to facilitate intelligent services in the

metaverse. The novel contributions of MetaAICM can be summarized as follows:

¥ Our MetaAICM framework enables a blockchain-based decentralized marketplace that encour-
ages MUs to proactively collect metaverse data or train ML models for sale. If the desired
data and models are not available on the marketplace, the crowdsourcing mode allows MSPs
to crowdsource ML models from machine learning workers (MLWs), while MLWs can also

request metaverse data from data workers (DWs).

¥ Unlike existing blockchain-enabled frameworks, MetaAICM does not require task requesters
to provide an evaluation function that can automatically assess the contribution of work-
ers. Thanks to our decentralized design, other trust assumptions are also eliminated and
the involved participants do not have to trust each other. A concrete incentive mechanism
is designed to motivate MUs to contribute computational resources to empower metaverse
ML services, while a reputation system is integrated to Plter out malicious entities who act

dishonestly.

¥ We show that MetaAICM can resist various security threats such as denial of service (DoS),
SPoF, data leakage, and Sybil attacks. In addition, we present extensive numerical results to

conbrm that MetaAICM olers high performance and automation with low operation costs.

The rest of this work is structured as follows. Section 4.4 presents the system model and design
overview of MetaAICM. Section 4.5 proposes the detailed architecture and operation of MetaAICM
with security analysis. Section 4.6 describe the numerical results for MetaAICM and Section 4.7

concludes the paper.
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4.3 Preliminaries

4.3.1 Blockchain

Blockchain is a decentralized digital ledger that records transactions across many computers in such
a manner that the registered transactions cannot be altered retroactively. This technology ensures
the integrity and transparency of data without the need for a central authority or intermediary.

At its core, a blockchain consists of multiple blocks linked together as a chain, where each block
contains a certain number of transactions. These transactions are veribed by participants in the
network, known as nodes, through a consensus mechanism, ensuring security and mutual agreement
on the state of the ledger at any given time. The immutable nature of blockchain technology not
only enhances security but also builds trust among users, making it a foundational technology for
various applications in the metaverse [44], such as security [43], digital asset management [57, 58],

networking [59], and distributed learning [60].

4.3.1.1 Blockchain Types

In terms of accessibility, there are two main types of blockchain, including permissionless and per-
missioned blockchains [62]. Permissionless blockchain is sometimes referred to as public blockchain,
which is open to the public and anyone can participate, read, write, or audit the blockchain without
requiring explicit permission. Bitcoin [63] and Ethereum [64] are prominent examples of public
blockchains, characterized by their transparency, security, and immutability. On the other hand, if

a blockchain belongs to the permissioned category, its participants have to obtain explicit permis-
sion to join the network, which can be granted by a central authority or by existing participants.
Permissioned blockchain includes private and consortium blockchains. In a private blockchain, there
is a single authority controlling the network, while a consortium blockchain is often regulated by

multiple authorities.

Permissionless blockchains provide the highest extent of transparency and openness, as their data
are available on the Internet and anyone can download and audit the information. On the other
hand, permissioned blockchains prefer privacy and controllability over transparency. Depending on

specibc use cases and system requirements, a suitable type of blockchain could be chosen accordingly.
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4.3.1.2 Consensus Mechanism

Blockchain consensus refers to the mechanism by which all participants reach an agreement on the
state of the network without the need for a central authority. Various consensus algorithms have
been developed and used in dilerent blockchain networks, each with its own set of advantages and
trade-o!s. Some of the most common consensus mechanisms include Proof of Work (PoW) [65, 66],
Proof of Stake (PoS) [67], Raft [20], practical Byzantine Fault Tolerance (pBFT) [68,69], and Proof
of Authority (PoA) [70].

Consensus algorithms play a key role in deciding the characteristics of a blockchain network,
including scalability, decentralization, and security. Furthermore, each consensus mechanism takes
a dilerent approach to oler fault tolerance capability. For example, pBFT tackles the byzantine
problem via a three-stage voting mechanism, while PoA Plters out malicious nodes by only selecting
reputable nodes to conduct the consensus process. On the other hand, certain algorithms like Raft
and Paxos oler crash fault tolerance instead of byzantine fault tolerance [20]. It is also possible to
improve the security of Raft and Paxos by integrating additional techniques for selecting consensus
nodes (e.g., techniques that are based on the amount of stake or reputation scores). Our design
uses the reputation score for eliminating malicious nodes from the consensus, while the consensus

process is crash fault-tolerant, which is the key characteristic of the Raft-based protocol.

4.3.1.3 Decentralization and Scalability

In any blockchain network, there is an inevitable trade-o! between decentralization and scalability.

A highly decentralized network like Bitcoin often sulers from low processing speed because it takes
more time to reach consensus among numerous nodes due to networking delay and synchronization
problems. In contrast, semi-decentralized blockchain systems usually o'ers higher scalability as
they allow to reach consensus more quickly, but they are usually prone to manipulation and single

point of failure (SPoF).

Several existing blockchains attempt to achieve a balance between these two aspects by taking
a semi-decentralized approach. Specibcally, they brst select a limited number of consensus nodes
to form a committee. Then, a consensus protocol (e.g., pBFT) is carried out among the commit-

tee members instead of the entire network like BitcoinOs PoW, resulting in a signibcantly higher
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throughput compared to the fully decentralized approach. In terms of electing nodes for the com-
mittee, we can assess the reliability of each node based on dilerent factors such as their amount of
stake (i.e., P0oS) or reputation score. Our work is also a semi-decentralized design, which olers a

balance between decentralization and scalability.

We would like to note that various research studies have investigated dilerent methods to
improve scalability without sacribcing decentralization [71]. Some potential techniques are shard-
ing [72] and various variants of layer-2 solutions such as rollups, sidechains, and state channels.
However, each of the methods has its own limitations and design challenges. For example, shard-
ing might decrease the decentralization and security of each shard, while the bridges from layer-2

blockchains to their main chains are prone to various attacks.

4.3.2 Smart contracts

Smart contracts have signibcantly expanded the utility of blockchain technology, extending its
use beyond mere transactional functions. Essentially, a smart contract functions like a computer
program embedded with predebned rules and logic. Its code is executed across multiple nodes
within the blockchain network through a consensus mechanism. This execution process ensures
that outcomes are determined by the majority consensus, safeguarding against manipulation as
long as most nodes operate honestly. The transparency of smart contracts, with both their code
and outcomes veribable on-chain, bolsters trust and veribcation. However, this same transparency
poses challenges, particularly for processing sensitive information like private keys or credentials,
which become visible on the blockchain and accessible to all nodes. Several blockchain platforms
now facilitate smart contract deployment, notably Ethereum [64] and Hyperledger [22]. These
platforms are engineered to execute smart contracts reliably, without the risks of fraud, downtime,

or interference from third parties.

4.3.3 IPFS data storage

The InterPlanetary File System (IPFS) [19] is a peer-to-peer distributed Ple system. By dispersing
ble storage across a network of nodes, IPFS enhances data redundancy and resilience, making it

robust against loss. It uniquely identiPes Ples and their constituent blocks through cryptographic
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hashes, which not only secures data integrity but also streamlines data retrieval by fetching con-
tent from the nearest node rather than a central server. This decentralized approach signibcantly
accelerates access speeds and decreases bandwidth demands. IPFS Pbnds critical use in applications
requiring data integrity and availability, notably in blockchain-based decentralized applications
(DApps). Here, while the blockchain stores only the references to data in the form of IPFS URLs

or hashes, the actual data resides on IPFS. This methodology drastically cuts storage costs and

amplibpes data accessibility.

4.4 System Model and Design Overview
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Figure 4.1: Overview of the metaverse and the architecture of MetaAICM with two operation modes,
namely crowdsourcing system and decentralized marketplace.

4.4.1 System Model and Design Goals

As illustrated in Fig. 4.1, the metaverse is envisioned to leverage numerous devices (e.g., loT sen-
sors, smart vehicles, industrial devices, wearable AR/VR and haptic devices) and computational

infrastructure (e.g., edge/cloud servers and data centers) for its operation. Specibcally, these de-
vices continuously collect and generate a massive amount of data, which is especially valuable for
Al/ML-enabled tools and services [17]. However, these devices and the collected data are often

owned by numerous distributed MUs instead of a centralized publisher like traditional media plat-
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forms. Therefore, it poses signibcant challenges in data collection including privacy issues [18], trust
management, and incentives for the data collectors. For instance, MUs may not want to disclose
their data widely to the public (i.e., privacy issue), while malicious participants might try to obtain

the data without paying tokens (i.e., trust issue).
Our design of the crowdsourcing system and marketplace aims to achieve the following goals:
¥ To engineer decentralized frameworks allowing metaverse data and ML models to be traded
or crowdsourced for intelligent virtual services in the digital world.

¥ To electively tackle the prevalent issues of security, privacy, and trust management that are

inherent in a trustless environment and remain unaddressed thoroughly.

¥ To make sure that the proposed designs can achieve desired levels of scalability, decentral-
ization, and security while being sustainable (i.e., it does not require a signibcant amount of

energy for its operations as in the Bitcoin blockchain).

To this end, our proposed designs rely on a consortium blockchain using a Raft-based consen-
sus mechanism as we will explain in more detail in the next section. In the following, the term

Oblockchain committeeO is used to refer to a group of blockchain consensus nodes.

4.4.2 Design Overview

In this work, we propose both crowdsourcing and marketplace designs for dilerent application

scenarios as we will highlight in the following.

4.4.2.1 Overview of Crowdsourcing Design

In crowdsourcing systems, data collectors are called data workers (DWs), while ML professionals
who oler ML training services are ML workers (MLWSs). There are three main smart contracts

regulating the crowdsourcing process in our proposed framework as follows.

¥ Machine Learning contract (MLC): It allows MSPs to crowdsource ML models from MLWs.
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¥ Data contract (DC): This smart contract enables MLWSs to crowdsource metaverse data from

DWs.

¥ Reputation contract (RC): It manages the reputation probles of participants and can be

considered as a reference indicating the reliability of individuals.

The crowdsourcing modeOs operation is illustrated in the left side of Fig. 4.1 with a total of 8
steps. Specibcally, to crowdsource a ML model from MUs, a MSRprst submits a ML crowdsourcing
request to the smart contract MLC (step 1). The MSP; also deposit to MLC a certain number of
metaverse tokens as a reward for the workers. Then, interested MLWSs can accept the request from
MLC and start training the requested model. During the training process, the MLWs can further
request more metaverse data from DWs if needed. To do so, a MLyVmust commit a data request
to the smart contract DC (step 2), which triggers a new data crowdsourcing task. After some DWs
collected data and fulPlled the data request (steps 4 and 5), the MLV can use the obtained data to
train its model (step 6). Finally, once Pnishing the ML crowdsourcing task (step 7), the MSR will
download the bnal ML model from MLC, and the deposited tokens are distributed automatically

to honest workers.

4.4.2.2 Overview of Marketplace

Instead of waiting for specibc crowdsourcing requests, MUs can also proactively collect metaverse
data to build their own datasets and list them on the marketplace for sale. These MUs are called
data sellers (DSs). Similarly, certain model sellers (MSs) can design/train ML models which meet
the metaverseOs demand, then sell them on the marketplace with a predebned price and descriptions.
The marketplaceOs backend is constructed on top of a smart contract called marketplace contract
(MPC). The general operation of the MetaAICMOs marketplace is described in the right side of
Fig. 4.1.

For privacy preservation, the ML models/data are stored on InterPlanetary File System (IPFS) [19]
instead of using the on-chain storage. Moreover, the IPFS URL is encrypted by the buyerOs public
key. In case a buyer is not satisped with the received product (e.g., she claims that the seller sent
incorrect data, or the data has been modibed), a two-stage comparison mechanism is activated to

validate the reports. Consequently, malicious buyers will lose their tokens due to the dishonest
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disputation reports, while the transaction is canceled automatically if the report is veriped to be
honest. When the payment is Pnalized, the buyer can submit a rating for the product with a score

from 0 to 10, which reRects the productOs quality and also impacts the sellerOs reputation.

4.4.3 Threat Model

The threat model is described in the following. In MetaAICM, it is assumed that any entities,
including DWs, MLWs, DSs, and MSs, can be malicious. These involved participants do not trust
each other and always want to maximize their benept by committing malicious activities or colluding
together to conduct attacks. Furthermore, we assume that there is no trusted authority in our
framework, and the operation of any entity can be corrupted suddenly. Under these assumptions,
there can be a wide range of potential attacks that MetaAICM aims to cope with as described in

the following:

4.4.3.1 False-Reporting Attack

In the crowdsourcing mode, after receiving a high-quality datasetD; from the worker DW;, the
data requester MLW; may intentionally misreport that it has not received D; from DWj, or the
receivedD; is of low quality. The adversary goal is to avoid paying the feeF; associated with D;.
Similarly, a model requester MSR might also deny a high-quality model M ; committed by the
worker MLW ; to repudiate the payment F;. As a result, honest workers would not be rewarded
for their contribution and elort, while the malicious requesters could obtain high-quality products

(i.e., Dj and M ;) without paying the associated feeF;.

In the ML marketplace, a buyer MSP;/MS; could also conduct false-reporting attack by claiming
that the purchased model/dataset is low-quality or even inaccessible, although that product is valid
and of high quality. Consequently, it impacts directly on the benebts of the data/model sellers and

allows illegal Pnancial gains from the buyer side.



Chapter 4. MetaAICM: Decentralized Crowdsourcing and Marketplace for Machine Learning 73
4.4.3.2 Free-Riding Attack

Regarding the crowdsourcing system, a worker MLW could accept a model request from a MSP,
then only commit an arbitrary model M ; instead of making real elort to train the model. The
purpose of this malicious MLW; might be either attacking the requester MSR with a harmful
model, or just for gaining metaverse tokens without real contribution. Similarly, a malicious DW;
could also submit an arbitrarily low-quality dataset to poison the MLWSs and obtain the free-riding
rewards. In contrast to false-reporting attack, this free-riding attack poses a threat to the benebts

of the requesters instead of the workers.

In the marketplace of MetaAICM, a similar form of free-riding attack can manifest when a seller
sells a product that is substantially lower in quality than described, or not as advertised. Such a
deceitful act leads buyers to pay for products of negligible value, while enabling the seller to earn
tokens with minimal or no genuine elort in data collection or model training. This form of attack

directly impacts the marketplaceOs reliability and can erode the trust of buyers in the system.

4.4.3.3 Sybil and DoS Attack

Sybil attack [80] refers to the circumstance in which an attacker generates a large number of fake
identities to attain superior impact, thus manipulating the system. For instance, in the data crowd-
sourcing system, a Sybil worker DW may use its k fake identities to submit k invalid datasets
for a crowdsourcing task T;, increasing the possibility that one of its datasets is chosen and re-
warded by the requester MLW; . In terms of the marketplace, the Sybil identities can dominate the

rating/reputation system by submitting multiple dishonest ratings to the seller.

Using a similar approach, the attacker can also conduct a DoS attack by committing numerous
buying/selling requests on the marketplace, surpassing the processing capacity of the blockchain.

As a result, this might corrupt the entire system instead of each individual.

4.4.3.4 Privacy Leakage

In the crowdsourcing system, when a data worker DW submit its dataset D; to fulbl a data request

from the requester MLW;, it is possible that D; is also accessible by other entities in the system



74

as on-chain information is transparent. As a result, some malicious entities may obtain sensitive
information from D;, or even use such this dataset to fulbl the corresponding data reque&t and
compete with the original worker DW;. This not only raises privacy issues, but also threatens the

workers® benebt.

On the other hand, hackers can attack the marketplaceOs storage environment to access the
datasets and ML models listed on the marketplace. Consequently, the attackers could steal sensitive

information from the data/models without paying the productsO fees.

4.5 Proposed Framework

We describe the proposed metaverse crowdsourcing system and marketplace design in this section.

45.1 Metaverse ML Crowdsourcing System

The proposed crowdsourcing system is depicted in Fig. 4.2 with two main components, which are

ML model crowdsourcing and data crowdsourcing as presented in the following.
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Figure 4.2: The crowdsourcing system of MetaAICM.
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4,5.1.1 ML Model Crowdsourcing

The proposed crowdsourcing design for ML models is summarized in Algorithm 4.1, in which a MSP
crowdsources ML models frorm dilerent MLWs. Firstly, MSP ; commits a Omodel crowdsourcing®

transaction to activate the MLC smart contract, where the transaction structure is as follows:

Tme = { Ttoken =! |Tdesc|tdeadline|Rmin |Sigsk(Tmc)}, (4.1)

where | is the task reward (resulting in certain metaverse tokens), Tqesc iS the task description
(i.e., requirements for the crowdsourced model)fgeadiine is the task deadline,Rpin is the minimum
reputation required to join the task, and Sigsc(Tme) is the digital signature signed by the MSROs

secret key.

MLWs who are interested in the crowdsourcing task can train an ML model that satisPes the
requirements in the task description. Once Pnishing training, the participated MLWs upload their
solutions (i.e., the trained ML models) to IPFS, then submit the IPFS URLSs to the smart contract
MLC. When the task deadline is reached, the task requester MSPmust publish the validation data
Dya to the blockchain committee via IPFS. Next, consensus nodes of the committee download all
crowdsourced ML models and the validation data from IPFS, then use this dataset to evaluate the
models. Based on the evaluation results, the highest-performance model (Modgl:) is selected as
the bnal solution for the task. The IPFS URL of the selected model is emitted to the requester

MSP; by the smart contract MLC, thus Pnishing the model crowdsourcing task.

The MLW whose model was chosen as the Pnal solution is rewarded 50% of the deposited tokens
I, while the remaining tokens are distributed to other MLWs whose modelOs performance is higher
than a predebned threshold (e.g., the accuracy being greater than 85%). However, if the requester
MSP; fails to publish the validation data when the deadline is reached, the deposited tokens are
distributed equally to all MLWs who submitted a model, regardless of their modelOs performance.
In that case, although the Modekeg; is not determined, the requester still obtains all the submitted

models.
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Algorithm 4.1. ML Model Crowdsourcing
Input:  MSPj, Tgesc, tdeadine: Rmin, Dvar, !, W = {MLW ;}].
Output:  The highest-performance model Mode)es;.
1: MSP; initializes a model crowdsourcing request via a transaction:Tme = {Tioken =! | Tdesc |
tgeadine | Rmin | Sidsk (TX)};

2: for MLW; 'W do

3: if reputation of MLW j <R min then

4; MLW ; is refused,

5: else

6: MLW  trains Model; according to task description Tgesc;
7: MLW  stores Mode| on IPFS to obtain the link URL j;
8: MLW  submits URL; to the smart contract MLC;

9: end if

10: end for

11: if teurrent == tdeadiine then

12: MSP; publishes the validation data D4 to the committee;
13: end if

=
i

: The committee downloads all submitted models from IPFS;

: The committee evaluates every model on the validation dataD 5y to obtain Modelyes; With the
highest performance;

16: return Modelpest;

[EnY
)]

4.5.1.2 Data Crowdsourcing

If MLWs do not possess the necessary data to train their models, they can initialize a data crowd-
sourcing task to collect the desired metaverse data from other MUs. In this case, the MLWs are
also called data requesters. In comparison to the model crowdsourcing process presented above, the

data crowdsourcing procedure poses other fundamental challenges:

Privacy Issue: Unlike ML models, the leakage of crowdsourcing data may threaten the privacy
of DWs. Therefore, the crowdsourcing data must be encrypted before being submitted to ensure

privacy preservation.

Data Evaluation: While the quality of ML models can be evaluated based on a common met-
ric such as accuracy or loss, there is no similar standard metric for data evaluation. Therefore,
MetaAICM allows data requesters to evaluate the crowdsourced datasets and decide the reward
distribution by themselves. False-reporting attacks are discouraged by requiring data requesters to
deposit crowdsourcing fees into the smart contract DC in advance, while the decentralized blockchain

oracle can resolve any disputation between data requesters and DWs.
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The proposed data crowdsourcing process is summarized in Algorithm 4.2, in which a data
requester MLW; must commit a Odata crowdsourcingO transaction to initialize the task where the

transaction content is:

Tac = {Tioken =+ ! |f data|PK|tdeadine |[Rmin [Sigsk (Tdc)} (4.2)

where! is a compensation stake that will be recompensed to the DWs whose dataset is honest but
not recognized by the requesterf yata is a list of desired features for the crowdsourcing datasetpk

is MLW ; Os public key, and the remaining elements are similar to those presented in (4.1).

Interested DWs can collect data to fulbll the crowdsourcing request. The collected datasets
must comprise all data features listed inf 4512 Upon reaching the designated deadline, DWs upload
their datasets to IPFS, receiving a unique URL for each submission. They then encrypt these URLs
using the MLW;Os public keypk;, and each resulting encrypted string is submitted to the smart
contract DC via a transaction Suly. Although accessible publicly, these encrypted strings can only

be decrypted by MLW; using their private key, ensuring the privacy of the submitted data.

Consequently, MLW; can retrieve all the crowdsourced datasets from the smart contract DC.
MLW ; must evaluate these datasets and submit the evaluation results to the DC for reward dis-
tribution. The evaluation results indicate which datasets are honest (e.g., clean and high-quality
datasets) or dishonest based on MLWOs decision. As a result, deposited tokens are distributed

to DWs whose dataset is stated to be honest, while the rest of the DWs will not receive any reward.

In cases where DWs contest the evaluation results, they are entitled to initiate a dispute. This is
done by triggering the DCOs disputation function and submitting the URL of their datasets hosted
on the IPFS. The smart contract DC then veribes the legitimacy of each disputation request by
ensuring it aligns with the corresponding transaction Suly, where a DW, previously submitted an
encrypted URL. Upon conbrmation of this alignment, the dispute is escalated to the decentralized
blockchain oracle network. This network comprises multiple professional nodes that independently
assess whether the disputed datasets meet the required quality standards. Each node casts a vote
to determine if a dataset is qualibPed, and the Pnal decision is based on the compounded result
of the majority votes. This decision is then relayed back to DC, which enforces the outcome. If

the DWs succeed in their dispute, they are collectively awarded the compensation stake, shared
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equally among them. In contrast, if there is no disputation request or no DWs won their dispute,

the compensation stake! is given back to MLW; after certain block times tjgck.

Algorithm 4.2.  Data Crowdsourcing
Input:  MLW , fgata , PK, taeadine » Rmin, ! ', W = {DW;}1.
Output: qualiped datasetsD.

1 Tac = {Tioken ='+ ! |fdata |PKltdeadine [Rmin [SiQsk (Tac)};
2: for DW; 'W do

3: if reputation of DW; <R min then

4 DW; is refused,

5: else

6: DW; collect Dataset according to f gata ;

7 DW; stores Datasef on IPFS, obtaining URL; ;

8: DW; encrypts URL;, obtaining an encrypted string eURL; ;
9 DW; submits eURL; to DC via transaction Suly ;

10: end if

11: end for

12: if teurent == tgeadine then

13: MSP; publishes evaluation results to smart contract DC;
14: DC distributes rewards to qualibed datasets;

15: end if

16: if DW; send dispute request and URL to DC then

17: DC veribes the dispute request aligns withSul ;

18: DC triggers the Oracle network to re-evaluate Datasef;
19:  if Dataset; is qualipedthen

20: DC sends compensation to DWY;

21: end if

22: end if

23: return D;

4.5.2 Metaverse ML Marketplace

According to the marketOs demand, MUs can proactively gather data or train ML models for sale
on MetaAICMOs marketplace, bypassing the need to wait for specibc crowdsourcing requests. To
simplify the discussion, both datasets and ML models are referred to as OproductsO in this context,

with the entities involved being broadly categorized as buyers and sellers.

To list a new product on the marketplace, a seller brst uploads the productOs data to IPFS and
obtains a corresponding IPFS URL. The URL can be considered a representation of the product as
everyone can download the product if they have its URL. The seller then initiates the marketplace

listing process by submitting a transaction to MPC, structured as follows:

Tiist = {Pprice|Pdescd|Hs|Sigsk (Tiist )}, (4.3)
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Figure 4.3: The workRow of MetaAICMOs marketplace.

wherePpyice is the productOs pricePgesc is the productOs description (e.g., features list of a dataset, or
ML modelOs type such as regression/classibPcation)s i$ the hash of the IPFS URL, and Sigs(Tiist)

is the transactionOs digital signature.

A buyer interested in purchasing a product initiates the process by submitting a buying request
and depositing the requisite tokens, as per the productOs price, into the MPC. Upon receiving this
request, the MPC automatically emits an event to notify the seller. Subsequently, the seller encrypts
the productOs IPFS URL using the buyerOs public key, resulting in an encrypted URL denoted as
URLs, which is then sent to the MPC. The buyer retrieves URLg from the MPC and decrypts it
using their secret key to access the original URL and download the productOs source data. While
the encrypted URLs is publicly accessible as on-chain information, decryption is exclusive to the

buyer due to the need for their secret key.

In cases where the buyer is not satisbed with the product, suspecting issues such as data mod-
ibcation or seller misconduct, they have a set period¢nhy to initiate a dispute. This is done by
invoking the OdisputationO function of the MPC, accompanied by the decrypted URL. The MPC
re-encrypts this URL with the buyerOs public key to generate URL and then compares it with the
previously stored URLs. Should there be a discrepancy between URLand URLy, it indicates the
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buyer has intentionally provided an incorrect URL, leading to the transfer of the buyerOs deposited
tokens to the seller, thereby Pnalizing the purchase. Conversely, if the URLs match, the MPC
hashes URL, to get Hy, and compares it with Hg from the listing transaction (4.3). A mismatch

at this stage implies a modibcation of the IPFS URL during the transaction, leading to a refund of
the deposited tokens to the buyer. If no discrepancies are found, the buyer might be regarded as a

potential DoS attacker, and their deposit is transferred to the seller.

If no disputes arise within the timeframe t¢na, the deposited tokens are automatically transferred
to the seller, thus concluding the payment process. Additionally, the buyer has the option to rate
the purchased product, on a scale from 0 to 10, using the OratingO function of the MPC. This rating
contributes to the productOs average score, which is displayed on the marketplace for reference. The

workRBow of the MetaAICM marketplace is presented in Fig. 4.3.

4.5.3 Incentive and Reputation System

MetaAICMOs incentive framework includes token rewards and a reputation mechanism. Token
rewards are allocated to the entities guaranteeing the operation of the system: blockchain oracle
nodes and consensus nodes. Oracle nodes whose decision is the same as the majority of the oracle
network are rewarded metaverse tokens, while those whose decision is opposite will face deductions.
Consensus nodes in the committee also receive tokens for each new block added onto the blockchain

after the consensus process.

Beyond token incentives, MetaAICM integrates reputation scores to incentivize contributors for
their honesty and valuable contributions. The reputation scores play a crucial role in determining
participantsO eligibility for selection as consensus nodes in the blockchain committee for subsequent
rounds. The reputation management is autonomously handled by the smart contract RC. This
smart contract tracks and updates each avatarOs reputation score based on contributions to the
system. Importantly, all changes to reputation scores result from transactions, which are executed
and veribed by the blockchain committee, guaranteeing that no individual can unilaterally modify

their reputation score; attempts to do so through unauthorized transactions will be rejected.

For each participant i, the reputation scorer; is updated in response to their behaviors in debned

contexts:
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¥ Model Crowdsourcing: MLWs whose modelOs performance is higher than the required thresh-
old will receive a reward. The remaining MLWs incur a reputation penalty due to their

low-quality models.

¥ Data Crowdsourcing: DWs whose datasets are accepted by the data requester, or win disputes,
will receive reputation score rewards. The remaining DWs have their reputation scores slashed.

In case of successful disputes, the data requesters also face reductions in their reputation scores.

¥ Marketplace: Sellers gain reputation reward for receiving high ratings (e.g., ratings' 8) and
lose reputation for low ratings (e.g., ratings# 3). Moreover, each negative disputation decision

results in punishment to the reputation score of the seller/buyer.

Let ! refer to the change in reputation score following an event, with! = R standing for the
rewarding case and = P standing for the penalty case. Thus, the reputationr; can be computed

as follows:

B+ AL f |

P’ R
r =

$ri$1, ifl =P

where A; represents the number of unique avatars interacted with by usei through crowdsourcing
and marketplace activities, P; represents the total participation instances of useri, including all
submissions of crowdsourcing tasks and buying/selling activities in the marketplace. This incentive
mechanism ensures that rewards are directly proportional to the diversity and frequency of positive
contributions, thereby enhancing the systemOs resilience to collusion attacks. In the Metaverse,
the number of unique avatars is signibcantly fewer than the number of activities, which inBuences
the rate of reputation increase. Consequently, users with numerous activities experience a slower
reputation increase compared to new users. This design is elective in preventing the domination of

the system by longstanding users and encourages new users to actively contribute to the Metaverse.

45.4 Reputation-Based Raft Consensus

The developed smart contracts are deployed in a consortium blockchain that must be appropriately
designed to meet our design goals. Note also that the consensus mechanism deployed to reach

agreements on newly added blocks over time strongly impacts the resulting blockchain performance.
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In this work, our selection of a consensus mechanism for MetaAICM aims at managing the blockchain
network electively while maintaining transaction integrity, security, and e"ciency. Considering
the demands of the metaverse environment, particularly the need for high transaction throughput
and a decentralized, trust-based system, we identify the following requirements for our consensus

mechanism:

¥ High Transaction Throughput: Our consensus protocol must e"ciently handle large-scale

metaverse data, supporting the networkOs high transaction rates.

¥ Alignment with Reputation Mechanism: The consensus algorithm must be well-suited for the

integration of a reputation system for node selection, enhancing network trust and reliability.

¥ Fault-Tolerance Capacity: In a distributed system with multiple consensus nodes, some of the
nodes might crash or behave maliciously during its operation, thus hindering the consensus
process. Therefore, an important requirement of MetaAICMOs consensus algorithm is to ensure

its seamless operation even if a certain proportion of the consensus nodes are inoperative.

¥ Sustainability: Unlike energy-intensive algorithms like PoW [81], our consensus protocol must
be e"cient in both energy consumption and data storage, thereby contributing to the overall

sustainability of the entire blockchain network.

In the MetaAICM, the consortium blockchain plays the key role in managing identity and ensur-
ing the trustworthiness of the system. Common consensus mechanisms include PoW, PoS, PBFT,
BFT-Smart [82], and Raft. PoW and PoS are predominant in public blockchain environments, where
participants are anonymous. These consensuses, while central to common cryptocurrencies (e.g.,
Bitcoin, Ethereum) have limitations in scalability (i.e., limited transaction throughput), making
them less ideal for the Metaverse. Conversely, PBFT, BFT-Smart, and Raft are frequently utilized
in consortium blockchains. However, PBFT and BFT-Smart still have the scalability limitation
due to the heavy communication overhead of their voting mechanisms, especially as the network
size expands. On the other hand, Raft olers better performance and scalability even when the
number of nodes is large. It is also known for its simplicity and understandability, simplifying the
implementation and maintenance process| [20]. It is designed primarily for crash-fault tolerance,
allowing the system to sustain up to 50% node failures [83], yet lacks safeguards against malicious

behaviors. Therefore, to address this limitation, we construct the MetaAICMOs consensus protocol
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partly based on Raft, with the integration of our reputation system for the election of consensus
nodes. This integration aims to mitigate the vulnerability to malicious activities, hence, enhancing

the security and reliability of consensus in a consortium blockchain setting.

In particular, MetaAICM features a blockchain committee comprising multiple consensus nodes.
These nodes are responsible for transaction veribcation, block proposal, and ensuring a consistent
ledger across the network. The committeeOs structure includes authorized committee partition,
which reserves u% of slots for metaverse organizations responsible for maintaining the infrastructure
and operations of the virtual world. The rest of the slots are allocated to normal nodes through
a reputation-based election mechanism, forming what we term thedynamic committee partition.
This partition is subject to re-election every k rounds, as illustrated in Fig. 4.4, ensuring continual
adaptability and responsiveness to the evolving needs of MetaAICM, while the authorized partition

provides stability and ongoing governance.

4541 Consensus Process

The consensus mechanism in MetaAICM, based on the Raft mode| [20], is integral to maintaining

a consistent and reliable blockchain ledger. This process is depicted in Fi§. 4.4 and involves three
distinct states for a consensus node: follower, candidate, and leader. The primary goal of this
mechanism is to achieve a robust, democratic, and failure-resistant system for block proposal and

ledger consistency.

Consensus Operation:  The Raft model achieves consensus through a streamlined leader-
based approach. In this system, the designated leader is responsible for log management and data
replication to the follower nodes. The leader node proposes new log entries (blocks) and ensures that
followers replicate these entries consistently. Followers, in turn, accept and apply these entries to
their local state. This process minimizes the risk of conRicting entries and ensures a single, agreed-
upon sequence of logs across the network. The e"ciency of the Raft model lies in its simplicity B with
a single leader coordinating log replication, the process becomes more predictable and manageable,

reducing the overheads typically associated with more complex consensus models.

Leader Election: The modelOs leader election is a democratic process, transitioning nodes

through the roles of follower, candidate, and leader. All nodes initially act as followers. If a
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follower fails to receive a heartbeat message from the current leader within a specibed time frame,
it perceives this as a signal of leader failure and shifts to a candidate role. The candidate then
seeks votes from other nodes to become the new leader. Achieving a majority vote is crucial for the
candidate to assume the leader role, preventing any single node from dominating the process and
ensuring wide network support for the elected leader. The leader, once elected, resumes sending

heartbeat messages to maintain its authority and keep the networkOs state synchronized.

This Raft-based election process has been shown to oler 50% fault-tolerance capacity [20]. In
other words, even if up to 50% of the nodes are compromised, MetaAICM still operates correctly
and seamlessly. Furthermore, as there is only one leader verifying transactions at a time, it re-
duces signibcantly energy consumption while improving the transaction throughput. As a result,
MetaAICM provides a higher extent of sustainability compared to other energy-intensive consensus

protocols like PoW.

( N

o
Candidate

Times out,
new election

Elected to committee

-

Normal node <—|
Times out after krounds

Figure 4.4: State transition of a consensus node.

4.5.4.2 Reputation-Based Committee Selection

In MetaAICM, the composition of the dynamic committee partition is periodically refreshed every k
rounds. This process is orchestrated by the current leader, who executes Algorithin 4.3 for selecting
new nodes for the upcoming period, wherd! denotes the number of nodes to be elected. The leader
begins the election process by generating a random number and its corresponding proéfy1, #&
using a Veribable Random Function (VRF) algorithm [21]. The seed for the VRF is derived from the
hash of the previous block, thereby ensuring resistance to manipulation. The leader then iteratively

hashes' ; for M $ 1 times to produce a set oM random numbers, denoted as = 1, Mm}. Each

i in" is instrumental in the node selection. The probability of a node being elected is proportional

to its reputation score. The reputation scores of all nodes are represented d6 indexed reputation
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units, Rspread = {r1,....k}. For each";, the leader selects a reputation unit,rigx, from Rspread.
The node owningrgx is then elected to the committee, ensuring that nodes with higher reputation

are more likely to be chosen.

By integrating this reputation-based committee election, we ensure that highly reputable nodes
are selected to regulate the consensus process, while those with low reputation are not able to
dominate the system. This further improves the reliability of the framework. Moreover, the election
process can be veribed by any participant via validating the proof#, thereby preventing any single

entity from manipulating the system.

Algorithm 4.3.  Reputation-Based Committee Election

Input:  Indexed reputation units Rspread = {r1, ...,k }, number of nodesM , previous block B.
Output:  Nodes list for the next dynamic partition N = {Ny,...,Ny }, proof of randomness#.

1: Generate seed from block: seed hash(B);

2: Compute VRF random number and proof: %4, #& ' VRF g (seed;

3: GenerateM $ 1 additional random numbers by hashing"; M $ 1 times, obtaining "= {"1,....,"m};
4: for each"; ! " do

5: Compute index: ldx = K aﬁ where||" || is the length of "; in bits;

6: Append the node N; with reputation unit at ldx to N ;

7: end for

8: return N ,#

4.5.4.3 Bootstrapping Consensus process

At the bootstrapping stage of the system, all nodes are initialized with an equal reputation score
of zero. To mitigate the risk of malicious entities inpltrating the blockchain committee during this
initial phase (i.e., the cold-start period), reputation scores are not utilized for committee selection
for the bPrst W rounds. Instead, the MetaAICM platform publisher appoints a set of Trusted Seed
Nodes (TSNs) to form the blockchain committee. After the cold-start period, onceW rounds have
elapsed and nodes have been assigned reputation scores ref3ecting their behavior, the committee
election mechanism (refer to Algorithm [4.3) activates, electing consensus nodes based on these

scores.

Metaverse avatars can apply to become TSNs during MetaAICMOs initialization phase, with
selections made based on the avatarsO probles. Operating within a consortium blockchain framework,
MetaAICM ensures that the identities of these avatars are authenticated before they can assume

roles within the system.
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4.5.5 Security Analysis

455.1 False-Reporting Attack

In MetaAICMOs crowdsourcing mode, false-reporting attacks are prevented by requiring the task
requesters to deposit the task reward when submitting the crowdsourcing transaction Tyne/ Tqc.

Once the crowdsourced solutions are revealed, the crowdsourcing smart contracts automatically
distribute ! to every MLW; and DW; whose solutions are not considered low-quality or malicious.

Therefore, requesters cannot repudiate the payment by false reporting.

Regarding false-reporting attacks in the marketplace, MetaAICM deployed the smart contract
MPC to e"ciently eliminate false-reporters. If a buyer tries to report a dispute indicating that the
received data is not the same as the one listed on the marketplace, this request will be validated by
MPC via a two-step veribcation process. Firstly, if the buyer intentionally committed an incorrect
URL (i.e., URLs € URLyp), the report is considered a false-reporting attack and the tokens!
are sent to the seller. Then, if the URLOs hashes are identical between the seller and buyer (i.e.,
Hs = Hyp), this means that the seller submitted a correct product and the buyer is trying to conduct

a false-reporting attack.

4.55.2 Free-Riding Attack

In terms of crowdsourcing, every Model from MLW ; ! W is validated with the validation data
D.a Of the task publisher. This helps Plter out the free-riders who submitted low-quality results.
Furthermore, these malicious workers are subject to certain punishments, resulting in the reduction
of tokens and reputation scores. On the other hand, the crowdsourced datasets can be validated
by the decentralized blockchain oracle via the disputation mechanism. This further prevents the

existence of free-riding data workers.

In the MetaAICMOs marketplace, free-riding attacks are prevented based on the rating system.
If a Model; or a Datasef is of low quality, it would receive low ratings from the buyers. These
ratings not only deter the low-quality products, but also impact the overall reputation scores of the
free-riding sellers. As a result, the buyers are aware of each productOs quality based on its ratings,

while the free-riders are exposed due to their low-reputation proble.
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4,55.3 Privacy Leakage

In MetaAICM, data privacy is ensured based on dilerent encryption techniques. Specibcally, each
URL; associated with the crowdsourced Datasetis encrypted by the MLWOs public keypk; , ensuring
that it is not accessible by any parties except the task requester MLW. Similarly, the datasets and
models on the marketplace are also protected by the buyerOs public key. Only the buyer with its
private key can carry out decryption and obtain the products. Other blockchain entities, although
being able to read any transaction information, cannot access the IPFS storage to download the

data.

4.5.5.4 Sybil and DoS Attacks

MetaAICM employs a comprehensive reputation system designed to thwart Sybil attacks electively.
Within this framework, each avatar operates as an independent entity. Thus, the system prevents the
aggregation of reputation scores from multiple avatars into a single, artibcially inRBated score. This
system ensures that participants with multiple avatars, particularly those with low reputation scores,
are restricted in their inBuence and capabilities within the network. By limiting the participation

of such low-reputation entities, the integrity of the consensus process and other critical operations
of the system is maintained. Therefore, our design signibcantly diminishes the potential impact of
Sybil attackers, who typically rely on creating numerous fake identities to manipulate or disrupt

network activities.

In the case of DoS attacks, MetaAICMOs design inherently discourages such attempts. Once
a group of attackers collude to conduct DoS, their balance would be drained quickly due to the
punishment mechanism. Therefore, DoS attackers will gain nothing other than the loss of their

tokens.

4555 Trust Issue and SPoF

MetaAICM electively addresses trust issues and eliminates SPoF by adopting a decentralized archi-
tecture across all its operations. The platformOs approach involves a crowdsourcing system and mar-
ketplace that operate without any centralized authority, relying instead on a consortium blockchain

to distribute trust across the network. This ensures that no single entity controls the system,
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thereby enhancing security and reliability for all participants. In MetaAICM, both data and ML
models are stored on the IPFS, a peer-to-peer storage solution. Moreover, the role of MSPs is de-
signed to contribute to the metaverseOs development without centralizing control or inRuence over
the blockchain or the system. This decentralization ensures that MetaAICMOs operations are trans-
parent and veribable, fostering a secure and trustworthy environment. By maintaining the platform
through a robust network of decentralized nodes, we not only bolster its resilience against failures

and disruptions but also guarantee uninterrupted service availability.

4.6 Performance Evaluation

4.6.1 Experimental Setup

MetaAICM is deployed as a permissioned blockchain based on Hyperledger Fabric [22], an open-
source blockchain development platform. The implementation source code is published on GitHEb
with detailed instructions. To take part in the system, each blockchain node in MetaAICM maintains

a Docker container to execute its operation (e.g., training ML models, performing consensus mech-
anisms, executing smart contracts, and submitting transactions). Consensus nodes use PyTorch to
perform model evaluation in model crowdsourcing. A blockchain benchmarking tool named Hyper-
ledger Caplier is used to simulate transaction workloads and monitor the networkOs performance.

IPES is also re-implemented locally to prevent Internet latency, with 100 peer-to-peer nodes.

4.6.2 Performance Evaluation
4.6.2.1 Blockchain Performance under Dilerent Workloads

In the experiment illustrated in Fig. 100 clients are set up to simultaneously submit trans-
actions invoking smart contract functions of three main systems, namely data crowdsourcing, ML
model crowdsourcing, and decentralized marketplace. The transaction workload increases from 100
transactions per second (TPS) to 2000 TPS. According to Fig[ 4, when the workload is less than
1000 TPS, the system can alord most of the submitted transactions with a transaction processing

rate of more than 92%. However, when the workload increases beyond 1200 TPS, the transaction

Yhttps://github.com/duyhung2201/MetaAICM
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Figure 4.5: Performance of smart contractOs functions under dilerent workloads, ranging from 100 to
2000 TPS.

processing rate decreases sharply. At 2000 TPS, only 50% of transactions are processed in each
round. This indicates that the systemOs processing capacity is limited to around 100091200 TPS.
Similarly, the average latency of the network (i.e., the average time it costs for a transaction to be

processed) is negligible until reaching the mentioned saturation point of 1000 TPS.

4.6.2.2 Blockchain Performance with Varying Block Size

Fig. B.g presents the results of another experiment in which the blockchain performance is monitored
with dilerent block sizes (from 100 to 1000 transactions per block) and under dilerent workloads
(from 700 to 2000 TPS). It is shown that the system with the smallest block size of 100 trans-
actions can e"ciently handle the workload of 1200 TPS. With a higher transaction workload, its
performance starts decreasing rapidly. Intuitively, if the block size is small, it costs more blocks to
process/store the same number of transactions. However, Fig. 4.6 also shows that an excessively
large block size of 1000 transactions per block achieves lower performance than another test case
with 500 transactions per block. This is because the consensus time is often higher with larger
block sizes. When the block size becomes larger than the actual processing demand, it might cause

redundancy and lead to lower performance.
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Figure 4.6: Blockchain performance as the block size varies from 100 to 1000 transactions per block.

4.6.2.3 Consensus Performance
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Figure 4.7: Performance of MetaAICMOs consensus compared to BFT-Smart when the committee size
varies from 1 to 50.

In terms of blockchain consensus, the performance of MetaAICMOs consensus is compared to
another baseline framework using BFT-Smart consensus algorith@Z]. The transaction arrival
rate is set to 600 TPS in this experiment, and the committee size ranges from 1 to 50 consensus
nodes. As shown in Fig[4.Jy, MetaAICM maintains a high throughput and low latency regardless

of the committee size, while the baseline systemOs performance drops rapidly when the committee
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size increases. As a result, MetaAICM allows more consensus nodes to participate in the system,

making it more decentralized without sacribcing throughput and latency.

4.6.2.4 Storage Environment Evaluation

Table[4.2 shows both the upload and download time of the system according to several benchmarking
ML datasets and models. In general, a larger dataset/model often leads to a higher upload and
download time. On the other hand, it is observed that the upload time is signibcantly higher than
the download time. The main reason for this additional delay is that a ble must be divided into
smaller chunks when being uploaded to IPFS, while each chunk also costs a certain amount of time
to generate a corresponding hash value. In contrast, the download time is relatively smaller since
the IPFS is deployed locally, making it easier to search for the desired data chunks based on the
provided hashes.

Table 4.2: Upload and download time of the system according to dilerent benchmarking datasets and
ML models.

Dataset Size (KB) Upload (ms) Download (ms)
Reuteurs 3931 79.08 7.80
Ratingsim 24,017 223.84 42.74
Flowers-102 24,567 234.55 43.98
IMDB 27,712 256.51 45.88
MNIST 53,594 374.25 66.41
LFW 176,334 1312.62 214.46
CIFAR-10 180,000 1335.29 264.69
SVHN 297,965 2341.91 368.98
Model Size (KB) Upload (ms) Download (ms)
MobileNet 16,871 169.88 24.39
NASNetMobile 22,884 192.57 41.88
DenseNet21 32,635 265.78 44.36
Xception 89,889 694.78 141.49
InceptionV3 94,016 607.33 131.78
ResNet50 100,651 726.15 138.78
ResNet152V2 237,353 1698.98 357.59
ConvNeXtBase 346,879 2446.19 506.08

VGG16 540,532 3788.18 612.51
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4.6.2.5 Reputation Score Experiment

This experimental analysis examines the behavioral patterns of bve distinct user groups over 100
crowdsourcing tasks to evaluate the performance of the reputation mechanism, as depicted in Fig-
ure [4.8. The x-axis represents the cumulative number of crowdsourcing tasks, while the y-axis
measures the average reputation score for each group. Specibcally, Group 1 consistently submits
honest work, whereas Group 4 only engages in malicious activities. Group 2 starts with honest
contributions for the Pbrst 40 tasks before switching to malicious behavior for the remainder of the

experiment. Group 3 exhibits a combination of honest and malicious submissions throughout.

Group 1 demonstrates a consistent increase in reputation, though with a diminishing rate,
attributable to a decrease in the diversity of interactions (i.e., unique avatars encountered) as
the number of tasks increases. Group 2 experiences an initial reputation boost due to positive
contributions, followed by a signibcant decline post-task 40, coinciding with their shift to malicious
activities. This reputational decline is initially steep, stabilizing as their score lowers, which is a
consequence of reduced task eligibility due to previously malicious submissions. It can be noted
that past behaviors are transparent in the blockchain, which alects the participating ability of bad
entities in the system. Group 30s reputation Buctuates, mirroring their mixed behavioral pattern,
with periods of increase ref3ecting honest contributions and decreases corresponding to malicious
actions. Conversely, Group 4 undergoes a sharp decline in reputation due to persistent malicious
behavior, with the rate of decline stabilizing towards the experimentOs end. This stabilization occurs
as their reputation diminishes, hence progressively restricting their access to tasks. Eventually,

group 4 users are excluded from further participation in the system.
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e G'i:/
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Figure 4.8: Average reputation scores change.
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4.7 Conclusion

This work presented MetaAICM, our proposed blockchain-based framework aiming to maximize the
potential of ML and intelligent services for the metaverse. In MetaAICM, we designed a distributed
ML crowdsourcing system and a decentralized ML marketplace that enables both selling and buying
on demand, serving both metaverse data and ML models. Instead of relying on a trusted authority,
our design is completely decentralized and requires no trust assumption among participants, thereby
being resistant to SPoF and trust issues. MetaAICM is robust against free-riding and false-reporting
attacks thanks to the disputation resolution mechanism, while user privacy is guaranteed with the
use of encryption techniques. Moreover, the concrete incentive and reputation mechanisms can
e"ciently eliminate malicious actors, while encouraging MUs to contribute their available recourse
to the system. Experimental results showed that MetaAICM olers high performance with low

processing latency and high throughput.

4.8 Open Challenges and Research Direction

4.8.1 Privacy Threats and Countermeasures

Although MetaAICM uses asymmetric encryption techniques to protect the trading data/models,
other potential techniques could be useful to address privacy threats in more sophisticated metaverse
application contexts such as homomorphic encryption, Zero-Knowledge Proofs (ZKP), Dilerential
Privacy (DP), and Secure Multi-party Computation (SMC). However, it should be noted that each
method comes with its own strength and disadvantages. For instance, homomorphic encryption and
ZKP are restricted to a limited set of mathematical operations, while DP can reduce the quality of
the data. Detailed studies of these techniques for dilerent metaverse applications are outside the

scope of our current work. Thus, we would like to leave them for our future work.

4.8.2 Scalability Issue

Based on the proposed Raft-based consensus algorithm, MetaAlCM achieves the throughput around

1,500 TPS. As MetaAICM is only used for the crowdsourcing/marketplace purposes instead of other
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applications like gaming, Pnance, healthcare, and education, this performance would be su"cient.
However, a real-world metaverse environment might require even higher throughput as the number
of metaverse users can be enormous. Therefore, development of e"cient scalability techniques like
sharding and layer-2 solutions is still necessary and worth further research. In our future work,
we plan to apply scalability methods to scale up the throughput for the large-scale metaverse

environment.

4.8.3 Data Evaluation Methods

While evaluating ML models is simply computing their performance on a given test data, evaluating
the training data is much more challenging. In MetaAICM, we let requesters evaluate the data,
and then allow workers to submit a dispute request in case of dissatisfaction, which will be veribed
by a blockchain oracle. However, the oracle is often less decentralized than the blockchain due to
its small size. Therefore, design of an e"cient method for automatically evaluating ML data is an

open research direction.



Chapter 5

Conclusion and Future Work

5.1 Conclusion Remarks

This thesis presented MetaAICM, a blockchain-based framework designed to facilitate the deploy-
ment of machine learning (ML) and intelligent services for the metaverse. MetaAICM integrates

a distributed ML crowdsourcing system with a decentralized ML marketplace, enabling both the

selling and buying of metaverse data and ML models on demand. Unlike traditional systems that
rely on a trusted authority, MetaAICM is fully decentralized, eliminating the need for trust among

participants and making it resistant to the single point of failure (SPoF) and trust issues.

Our framework addresses common challenges in decentralized systems, such as free-riding and
false-reporting attacks, through a robust disputation resolution mechanism. User privacy is safe-
guarded using asymmetric encryption technigues, and the incentive and reputation mechanisms ef-
pciently blter out malicious actors while encouraging metaverse users to contribute their resources.
Experimental results demonstrated that MetaAICM achieves high performance with low process-
ing latency and high throughput, making it a viable solution to enable intelligent services in the

metaverse.
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5.2 FRuture Research and Extensions

While MetaAICM represents a signibPcant advancement in leveraging blockchain technology for the
metaverse, there are still several critical areas that require further exploration to fully realize its
potential in a real-world setting. This section outlines key areas for future research and development,

focusing on enhancing privacy, scalability, and data evaluation methods.

Privacy Threats and Countermeasures . Although MetaAICM employs asymmetric encryp-
tion techniques to protect trading data and models, further privacy enhancements are necessary for
more sophisticated metaverse applications. Techniques such as homomorphic encryption, Zero-
Knowledge Proofs (ZKP), Dilerential Privacy (DP), and Secure Multi-party Computation (SMC)
oler promising avenues for enhancing privacy. However, each method has limitations: homomorphic
encryption and ZKP support only a limited set of mathematical operations while DP can degrade
data quality. Future research should explore these techniques to enhance privacy in trading systems

without compromising scalability and performance.

Scalability Issues : MetaAICM, utilizing a Raft-based consensus algorithm, achieves a through-
put of approximately 1,500 transactions per second (TPS). While this performance is su“cient for
crowdsourcing and marketplace applications, a real-world metaverse environment with a vast num-
ber of users may demand higher throughput. E"cient scalability techniques, such as sharding and
layer-2 solutions, are essential for meeting these demands. Future work will focus on implementing

these scalability methods to enhance throughput and support large-scale metaverse environments.

Data Evaluation Methods  : Evaluating ML models is straightforward, involving performance
metrics on test data. However, evaluating the quality of training data poses a signibcant challenge.
In MetaAICM, requesters assess the data quality, with workers having the option to dispute unsat-
isfactory evaluations. These disputes are veribed by a blockchain oracle, which, due to its smaller
size, is less decentralized than the blockchain itself. Developing an e"cient and automated method
for evaluating ML training data remains an open research direction. Future work will aim to design

and implement such methods to ensure reliable data quality assessments in decentralized systems.
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