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RESUME

Le caractére aléatoire est I'une des propriétés fondamentales de la nature. Il est largement
répandu dans de nombreux aspects de la vie quotidienne. Depuis I'Antiquité, plusieurs méthodes
de génération de nombres aléatoires (représentant la source de l'indéterminisme) ont été
explorées, prenons par exemple le premier générateur de nombres aléatoires, c'est-a-dire un dé,
qui a été créé il y a des milliers d'années. Au cours des derniéres années, des générateurs plus
sophistiqués ont été développés en raison des exigences complexes des applications modernes
telles qu’en cryptographie, en communications et en simulation. Poussés par les progrés des
industries des semi-conducteurs et de l'informatique, de nhombreux dispositifs physiques ont été
créés au cours des 70 derniéres années. Il est maintenant possible de produire des nombres
aléatoires pouvant correspondre aux vitesses de fonctionnement des ordinateurs. Les
générateurs aléatoires classiques sont largement utilisés dans les applications scientifiques et
technologiques de pointe, ainsi que dans des domaines tels que le sport et la loterie. Bien que
les performances de ces dispositifs classiques soient suffisantes pour les besoins actuels,
I'émergence rapide des technologies quantiques menace sérieusement leurs fonctionnalités ainsi
que l'intégrité des protocoles utilisés. En exploitant un paradigme informatique fondamentalement
différent, les systémes quantiques peuvent nuire au fonctionnement de nombreux protocoles
machines et logiciels tels que les générateurs de nombres aléatoires classiques, I'algorithme
Rivest-Shamir-Adleman, les méthodes cryptographiques, etc. Ces protocoles sont d’'une grande
importance dans le secteur des banques, des finances et de la défense. Afin de faire face a cette
menace, il serait possible de concevoir et de déployer des générateurs de nombres aléatoires
quantiques (QRNG) véritablement indéterministes. Ces systémes quantiques ont été étudiés
comme générateurs de nombres aléatoires pendant de nombreuses décennies. Alors que les
études initiales utilisaient des systémes radioactifs afin d’explorer théoriquement le caractére
aléatoire, des études récentes se sont concentrées sur les plateformes optiques et photoniques
en raison de leurs nombreux avantages. Elles offrent, en outre, de multiples degrés de liberté,
une facilité d'intégration et d'utilisation en communications, etc. De récentes études telles que «
Quantum Supremacy » et « Quantum Advantage » effectuées par des sociétés comme Google
ont mis en valeur la puissance potentielle des machines quantiques, signalant le besoin urgent
des QRNGs, dont la sécurité a déja été démontrée, et qui peuvent étre utilisés et déployés dans

diverses applications pratiques.

Les recherches actuelles ont tenté d’optimiser deux paramétres de performance, a savoir le débit

(vitesse de l'appareil) et la qualité du caractere aléatoire réel (sécurité de l'appareil). Par
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conséquent, les méthodes actuelles peuvent étre classées en trois catégories, soit a) les
configurations d'appareils de confiance qui obtiennent un débit binaire rapide, mais une qualité
aléatoire médiocre, b) les configurations dites autotestées qui obtiennent une bonne qualité, mais
des débits extrémement lents et ¢) les appareils semi-autotestés qui maintiennent un compromis
entre ces deux parameétres. Par conséquent, une recherche active est en cours pour réaliser un
générateur idéal pouvant fournir a la fois un débit binaire et un degré de confiance élevé.
Cependant, les méthodes actuelles pour améliorer les QRNGs nécessitent généralement une
modification compléte du systéme ainsi que le remplacement de composants couteux. Ces
problémes découlent des deux stratégies principalement utilisées lors de la conception. D’'une
part, il est possible d’augmenter la dimensionnalité de la mesure, afin d'améliorer le nombre de
bits aléatoires possibles par photon. D’autre part, il est aussi possible d’utiliser des composants
clés ayant une meilleure performance tels que des sources ayant une probabilité plus faible de
générer des états multiphotons ou des détecteurs ayant une meilleure résolution et des temps
morts plus courts. Toutefois, cette derniere option est difficile a réaliser en raison des limitations
des sciences des matériaux, des techniques de fabrication et de la compatibilité des différents
composants. De plus, étant donné que ces designs sont trés différents dans leur conception, il
est difficile de les comparer et donc de déterminer lequel offre de meilleures performances dans

une application spécifique.

Afin de résoudre ces problémes, a travers les travaux menés dans cette thése, nous introduisons
une entropie d'information minimale par bit comme paramétre de conception important pour les
QRNGs. Cette mesure sert de métrique universelle a travers la conception de QRNGs pour
déterminer la quantité maximale et pratique pour laquelle le caractére aléatoire d'un appareil
donné peut étre utilisé pour générer des bits. Nous implémentons ensuite un QRNG de type
temporel pour lequel I'efficacité de la génération de bits aléatoires peut étre augmentée en plagant
en cascade un nombre croissant de diviseurs de faisceau fibrés, le tout en augmentant de
maniére minimale la complexité de la configuration. En utilisant comme signal un laser atténué et
une source de photons intriqués, nous montrons expérimentalement que le caractére aléatoire
peut étre mis a I'échelle, conformément a la théorie. En fonction de la qualité des sources et des
détecteurs, nous montrons que le caractére aléatoire peut étre augmenté de 3% a 30%. De plus,
dans notre montage, le laser atténué montre une entropie minimale par bit beaucoup plus grande
par rapport a notre source de photons intriqués. Cela suggére qu’il existe un avantage potentiel
a utiliser des sources laser plus simples et disponibles sur le marché afin de générer des nombres
aléatoires élevés dans des QRNGs de confiance de type temporel. De plus, puisque les

performances de ce design sont compatibles avec différentes sources utilisées, cette méthode
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pourrait étre adaptée en tant que mécanisme universel de mise a I'échelle des paramétres de
n'importe quel QRNGs. Compte tenu de la simplicité, de l'interopérabilité de sa conception et du
cout minimal nécessaire a l'optimisation de l'appareil, ce schéma et ses itérations futures
pourraient accélérer le développement des générateurs de nombres aléatoires photoniques pour

les applications commerciales.

Mots clés: Génération de nombres aléatoires; Optique quantique; Information quantique;

Photonique quantique
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ABSTRACT

Randomness is one of the most fundamental properties of nature which is widely prevalent in
many aspects of day-to-day life. Methods to produce random numbers (representing the source
of indeterminism) have been explored since ancient times, as evidenced by the first random
number generators (i.e.,dice), which were created thousands of years ago. In recent times, more
sophisticated generators have been developed due to the complex requirements of modern
applications like cryptography, communications, and simulations. Driven by advances in the
semiconductor and computing industries, many physical devices have been created over the last
70 years, which can produce random numbers at a rate that can match the operating speeds of
electronic computers. As such, electronic generators are widely used in state-of-the-art scientific
and technological applications as well as in less critical fields like sports and lottery. While the
performance of these classical devices are sufficient for current requirements, with the rapid
advancement in the state of emerging quantum technologies, there exists a serious threat to their
functionalities as well as the integrity of protocols that employ them. By exploiting a fundamentally
different paradigm of computing, quantum systems can undermine the working of many critical
hardware and software protocols such as classical random number generators, the Rivest-
Shamir-Adleman algorithm, cryptographic methods etc. These are extensively used in sensitive
sectors like banking, finance and defence. To address this threat, truly indeterministic Quantum
Random Number Generators (QRNGs) can be designed and deployed. Quantum systems have
been studied for use as random number generators for many decades. While the initial studies
used radioactive systems for a theoretical exploration of randomness, more recent realizations
have focused on optics and photonics platforms owing to their numerous advantages like multiple
degrees of freedom, ease of integration, use in communications etc. Recent demonstrations of
“Quantum Supremacy” and “Quantum Advantage” by companies like Google, which showcase
the potential strength of even short-term quantum machines, signal the urgent need for

demonstrably secure, and practically usable QRNGs that can be deployed in various applications.

Current research in this direction optimizes for two performance parameters, namely the bitrate
(speed of the device) and certification of genuine randomness (security of the device).
Consequently, current methods can be classified into three categories, i.e. a) trusted-device
configurations which achieve a fast bitrate but poor certification, b) self-testing configurations
which achieve good certification but extremely slow rates and c) semi self-testing devices which
maintain a trade-off between the two parameters. Hence, active research is being undertaken to

realize an ideal generator that can provide both a high bitrate and a high degree of trust. However,
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current methods to improve QRNGs typically require a complete re-design of the system along
with costly component upgrades. This is primarily because of design strategies which focus on
increasing the measurement dimensionality (in order to augment the possible random bits per
photon) and/or using key components with better performance (such as sources with lower
likelihood of multiphoton generation, and detectors with higher resolution and lower dead times),
which are difficult to accomplish due to challenges in material sciences, fabrication techniques
and compatibility of different components. Furthermore, since these schemes are widely different
in their designs, it is tough to compare them and thus determine which is truly best for use in a

specific application.

To address these issues, through the work carried out in this thesis, we introduce minimum
information entropy per bit as an important design parameter for photonic QRNGs. This serves
as a universal metric across QRNG designs to determine the maximum and practical amount for
which a given device’s randomness can be used to generate bits. We then implement a temporal
mode QRNG for which the efficiency of random bit generation can be scaled-up by cascading an
increasing number of fiber-based beam splitters, while minimally increasing setup complexity.
Using an attenuated laser signal and a source of entangled photons, we experimentally show that
the randomness can be scaled, consistently with theory. Depending on the quality of the sources
and detectors, we show that randomness can be increased anywhere from 3%-30%.
Furthermore, in our implementation, the attenuated laser shows much larger minimum entropy
per bit compared to our entangled photon pair source. This suggests a potential advantage in
using simpler, off-the-shelf laser sources for high random number generation rates in trusted-
device temporal mode QRNGs. Additonally, since the performance of this scheme is consistent
with different sources, this method can be adapted as a universal mechanism to scale the
parameters of any QRNG. Given the simplicity and interoperability of its design and minimal cost
for improving device performances, this scheme and its extensions could accerelate the

development of photonic random number generators for commercial applications.

Keywords: Random Number Generation; Quantum Optics; Quantum Information; Quantum
Photonics
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SOMMAIRE RECAPITULATIF : DESIGN EVOLUTIF DE GENERATION
DE NOMBRES ALEATOIRES QUANTIQUES PHOTONIQUES

Les nombres aléatoires sont une ressource centrale pour des applications allant de la
cryptographie aux simulations statistiques [1]. La plupart des générateurs de nombres aléatoires
(Random Number Generator - RNG) actuels fonctionnent selon les lois de la physique classique.
lls ont, par conséquent, une nature déterministe, ce qui limite leur capacité a modéliser
correctement des phénomeénes vraiment aléatoires. Pour surmonter cette limitation, il est de mise
d’exploiter l'indéterminisme inhérent aux systémes quantiques pour générer des nombres
véritablement aléatoires [2]. Actuellement, la plupart des générateurs de nombres aléatoires
quantiques de pointe (Quantum Random Number Generator - QRNG) [3,4] sont des systémes
photoniques, ce qui leur permet de bénéficier d'une bande passante élevée, d’'un faible
encombrement et d’'une grande simplicité expérimentale. De plus, ils ont la robustesse des
technologies optiques offerte avec les sources laser ultrarapides, les composants fibrés et les
plateformes microoptiques sur puce. La plupart des recherches actuelles sur les QRNGs se sont
concentrées sur I'optimisation de deux critéres de performance soit le débit de génération de bits
aléatoires et l'assurance que le débit binaire est vraiment aléatoire (la certifiabilité). Les
réalisations actuelles maintiennent un compromis entre ces deux quantités de telle sorte que les
QRNGs dits de confiance (qui utilisent des sources et des composants bien caractérisés et non
malveillants) atteignent un débit rapide au détriment de la nature aléatoire [5,6], tandis que les
QRNGs autotestés (qui ne font aucune hypothése sur les paramétres de configuration ou sur la

confiance dans I'appareil) offrent un bon caractére aléatoire, mais de mauvais débits [7-10].

Nous considérons les QRNGs de confiance comme étant l'option la plus prometteuse afin
d’obtenir le débit binaire (« bit rate ») aléatoire nécessaire aux applications commerciales. Dans
ces dispositifs, un débit binaire aléatoire est généralement obtenu au moyen de deux
stratégies soit en optimisant la source ou le détecteur [8,9], en augmentant la dimensionnalité de
I'état (le nombre de niveaux/modes qu’un photon peut occuper lors de la détection) [10,11] ou les

deux.

Cette premiére stratégie est importante pour les appareils dits de confiance, car ils fonctionnent
sous I'hypothése que les composants ne sont pas vulnérables aux attaques malveillantes. Par
conséquent, la nature de la source garantit son caractére aléatoire. Cela signifie que les seules
raisons pour lesquelles un QRNG de confiance serait incapable d’atteindre la limite maximale de

son caractére aléatoire (c’est-a-dire traduire tous ses états de photons en bits aléatoires) sont
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dues aux imperfections du systéme telles que le bruit, la génération d’états multiphotons, la
résolution finie du détecteur, le faible contraste des franges d’interférence de nature quantique,
etc. La deuxiéme stratégie, quant a elle, est critique, car la dimensionnalité de I'état quantifie
I'étendue possible du caractére aléatoire dans le QRNG, et ce, sans les imperfections du monde
réel. Ainsi, le débit binaire aléatoire des dispositifs peut étre augmenté en pratique en réduisant
les imperfections d’un systéme, en augmentant le nombre total de bits récupérables ou les deux.
Cependant, en pratique, plusieurs inconvénients découlent de l'utilisation de ces méthodes pour
augmenter le débit binaire des QRNGs. D’un cété, un débit binaire qui dépend entiérement des
paramétres de la source ou du détecteur a une flexibilité limitée. De plus, a mesure que les
sources et les détecteurs se dégradent (ou toute autre modification des autres paramétres de
fonctionnement), le débit binaire évolue également. L’amélioration de la performance de tels
dispositifs nécessite la révision de composants couteux, par exemple le remplacement complet
de la source ou du détecteur. D’un autre c6té, 'amélioration du débit binaire grace a la mise a
I'échelle de la dimensionnalité du systéme s’accompagne généralement d’une complexité
expérimentale et de couts accrus. Par exemple, des travaux récents de Grafe et coll. [11]
démontrent un mécanisme potentiel de mise a I'échelle réalisé en augmentant le nombre de
modes spatiaux dans un systéme de QRNG basé sur les guides d’ondes. Cette technique

nécessite toutefois huit détecteurs de photons uniques pour chacun des chemins possibles.

Dans ce travail, nous démontrons expérimentalement une méthode de mise a I'échelle flexible
du débit binaire pour un QRNG de confiance basée sur les modes temporels, et ce sans changer
la source ou le détecteur. De plus, celle-ci n’induit qu’une augmentation minimale de la complexité
du systéme. La motivation derriére notre conception expérimentale vient d’un paramétre que nous
étudions, soit I'entropie d'information minimale par bit, H, (détaillée a la section théorie), qui
représente l'efficacité avec laquelle un QRNG peut, en pratique, utiliser son caractére aléatoire.
Par exemple, dans une configuration avec Hy= 0,5, seule la moitié des détections de photons est
considérée comme vraiment aléatoire. Comme ce parameétre est directement proportionnel au
débit binaire aléatoire dans les systtmes QRNG de confiance, il s’agit d’'un paramétre
particulierement intéressant pour la conception et l'optimisation des systémes. Notre
implémentation fonctionne a 'aide de séparateurs de faisceau fibrés et de lignes a délais fibrées
en cascade, afin d’augmenter la dimensionnalité de I'espace d’état des temps d’arrivée de photon
et ainsi augmenter Hy. Avec cette technique, le nombre de canaux détecteurs reste le méme,
méme si on augmente physiquement le nombre de détection d’états de photon possibles a I'aide

du multiplexage temporel. En ajoutant simplement des séparateurs de faisceau et des lignes a
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délai fibrées, nous pouvons réduire I'impact des imperfections de la source et du détecteur. Cette
méthode permet d’améliorer la génération de bits aléatoires ou l'utilisation des dispositifs de
qualité inférieure pour obtenir des performances comparables. Dans cette thése, nous montrons
une mise a I'échelle du caractére aléatoire, conforme a la théorie, pour deux sources de photons
uniques différentes : 1) un laser atténué et 2) des photons intriqués temps-énergie continus

générés par une conversion paramétrique descendante spontanée (SPDC).

Nos sources spécifiques démontrent une amélioration de I'entropie minimale par bit entre 3 et
20 % a mesure que le nombre de séparateurs de faisceau passe de 0 a 4. Cependant, notre
méthode est trés prometteuse pour des QRNGs dits économiques qui utilisent des sources et
des détecteurs de qualité inférieure et pour lesquels I'amélioration du caractére aléatoire peut
atteindre 29 %. De plus, nos expériences indiquent que pour des implémentations avec des
appareils de confiance, les sources de paires de photons annonceurs ne semblent pas offrir
d’avantages inhérents par rapport aux sources de laser atténuées concernant la vitesse de
génération aléatoire de bit. Cela indique que les lasers disponibles sur le marché peuvent étre
suffisants pour répondre aux conditions expérimentales de la génération quantique de nombres
aléatoires. Cependant, les paires de photons annonceurs peuvent étre utilisées pour la
régénération et l'investigation simultanées de I'espace d’état des temps d’arrivée de photon en

utilisant une seule mesure au lieu d’utiliser deux mesures séparées.

Approche théorigue

Dans les QRNGs temporels basés sur le temps d’arrivée des photons [12], la quantité d’éléments

aléatoires dans la distribution brute est mesurée par I'entropie minimale :

Hmin = logZ(N) (1)

en unités de bits, ou N est le nombre total de tranches de temps dans la fenétre d’observation.
Pour un QRNG générique, N fait référence au nombre d’états possibles qu’un photon peut
occuper lors d’un événement de détection donné. Dans le scénario idéal, tous les intervalles de

temps ont une probabilité d’occupation égale et donc P; = 1/ N. Dans un systéme ou la distribution

de probabilité des états n’est pas uniforme, on utilise H,,;, = log, (PL) Indépendamment de
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la source ou du mécanisme de détection utilisé, le nombre de bits qui peuvent étre obtenus en

pratique a partir d’'une telle implémentation de dispositif de confiance est

Hyin = lng(N) — Hyey (2)

ou Hg,, correspond aux imperfections de la source ou du détecteur soit, par exemple, le
comptage de multiphotons, la variation du moment de détection, les temps morts, la résolution
temporelle limitée, etc., ce qui dégrade la capacité de génération aléatoire de bits. En divisant

H,,;», par le nombre de bits que le systéme pourrait idéalement produire, nous introduisons

_ _ Hgey
Hy =1 =g 3)

qui a une valeur maximale de 1 lorsque H,,;, = 0. En d’autres termes, dans un systéme
parfaitement aléatoire, il N’y a pas d’'imperfection expérimentale et donc toutes les détections de
photons peuvent étre considérées comme réellement aléatoires. Quand Hg,, est différent de
zéro, H, peut étre optimisé en reduisant H,,,, ou en augmentant N. Bien que ce ne soit pas les
objectifs principaux de leurs travaux, Xu et coll. [13] montrent un taux de génération de bits
aléatoires impressionnant dans les QRNG de confiance en améliorant H,. Les efforts pour
ameliorer H,, en diminuant H,.,, nécessitent une optimisation de la source et du détecteur ou une
révision compléte du design. Toutefois, les méthodes qui ameéliorent H, en augmentant la
dimensionnalité N, s’accompagnent soit d’'une complexité expérimentale supplémentaire, soit
d’un cout accru. Dans cette thése, nous caractérisons H,,;, et H;.,, sur un nouveau QRNG pour
deux sources et montrons comment ils affectent H,,. De plus, nous expliquons comment de petits
changements apportés a la configuration expérimentale peuvent évoluer en optimisant le

terme Hyep/log, (N).

La figure 1 montre le schéma expérimental nécessaire afin de réaliser notre technique de mise a
I'échelle d’entropie. Nous considérons que notre systéme est composé de sources et de
détecteurs imparfaits (c’est-a-dire avec une émission multiphotonique, une résolution de
détecteur finie, une efficacité imparfaite et une présence de bruit a la fois dans le fond et dans
'obscurité). Au coeur de notre montage se trouve un ensemble de diviseurs de faisceau fibrés en

cascade pour lesquels la source est divisée en deux chemins par le premier et par la suite,
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Fig. 1 : Schéma expérimental de la configuration du séparateur de faisceau de fibre en cascade pour la mise a
I'échelle de I'entropie. BS - Séparateur de faisceau, TDC - Convertisseur numérique temporel, CLK - Horloge, T1,

T2, T3, T4 - Retards temporels introduits par différentes longueurs de fibre, s, i - Paire de photons enchevétrés
signal-idler, D1, D2, D3 — Détecteurs de Photon unique

recombinée dans I'entrée suivante. Le tout est répété a nouveau jusqu’au dernier diviseur de
faisceau. Les chemins optiques possibles sont constitués de différentes longueurs de fibre tels
que montrés a la figure 1. Compte tenu du temps de génération Ty, pour chaque photon, on
obtient I = 2n états temporels dans lesquels le photon peut étre détecté (ou n est le nombre de
séparateurs de faisceau). Par exemple, si nous considérons le cas ou il n'y a que deux
séparateurs de faisceau (illustré a la figure 1), le schéma aléatoire introduit quatre états temporels
gue chaque photon peut occuper lors de son arrivée aux détecteurs, correspondant aux retards
Tygen + T1+ T3, Tyen + T1+T4, Ty + T2+ T3 €t Ty, + T2+ T4, 00 T1, T2, T3 et T4 correspondent

aux retards temporels introduits par les chemins de fibre illustrés sur la figure 1.

Etant donné que ces états temporels correspondent aux composants physiques du systéme, ils
sont appelé des « intervalles de temps physiques ». Si T, est mesuré en utilisant un photon
annonciateur (« heralding photon ») de la paire de photons signal-idler d’'une source corrélée, ces
intervalles de temps physiques peuvent étre mesurés. Cela correspond a la position de
commutation A sur la figure 1, dans laquelle le photon de signal entre dans les diviseurs de
faisceau au méme moment ou l'idler est émis afin d’étre utilisé comme déclencheur « d’horloge ».
Cette horloge permet ensuite de mesurer le temps de retard des photons (voir les données de la

figure 3).
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Cependant, en I'absence d’'un annonceur, les intervalles de temps physique ne peuvent étre
mesurés en raison de l'incertitude sur le temps de génération T, qui augmente a cause des
caractéristiques temporelles de la source (telles que I'émission spontanée ou I'émission continue
du laser). Comme la génération de photons est un processus spontané, Ty, varie de maniere
aléatoire par rapport a tout signal d’horloge dans le référentiel du laboratoire. Sans
synchronisation avec le temps de génération, le détecteur affiche un chevauchement des
intervalles de temps physiques introduits par notre systéme. Cela résulte en une distribution
équiprobable et uniforme des temps d’arrivée des photons par rapport au référentiel du
laboratoire. Cette fagon d’utiliser une horloge arbitraire dans le laboratoire (position de
commutation B sur la figure 1) pour mesurer les arrivées aléatoires de photons dans le référentiel
de l'idler a été utilisée avec succés dans un certain nombre de QRNGs de type temporel a grande
dimension [14,15] pour encoder des bits aléatoires. Puisque cet encodage représente des bits
dans des positions qui ne sont pas déterminées par les composants physiques dans la
configuration, nous les appelons des « intervalles de temps virtuels », dont le nombre total est N,,.
On peut noter que les paramétres de mesure représentés par les positions A et B de l'interrupteur
sur la figure 1 correspondent a la mesure de I'incertitude/du caractére aléatoire dans deux degrés
de liberté différents. Alors que la mesure a la position A de l'interrupteur permet la caractérisation
de lincertitude sur le chemin traversé par les photons détectés, la mesure a la position B de
linterrupteur permet la caractérisation de lincertitude sur le temps de génération des photons.
L’utilisation de deux degrés de liberté distincts dans un systéme de multiplexage temporel est

une caractéristique unique de notre montage expérimental.

La configuration que nous proposons combine des intervalles de temps virtuels et physiques pour
mettre a I'échelle la dimensionnalité et par conséquent H,, . Les temps d’arrivée des photons apres
la cascade de séparateurs de faisceau sont interprétés comme une matrice ou les deux vecteurs
de base sont les temps de génération et les positions physiques dans une fenétre de temps (voir
'encadré de la figure 1). L’encodage d’'une fenétre de temps virtuelle conventionnelle, d’une seule
dimension physique, représente un espace d’états d’'une matrice ligne. Notre facon de faire, en
revanche, fournit un espace d’états égaux a I'aire de la matrice (qui est dans notre cas [ = 2-16
intervalles de temps physiques et N,= 100 intervalles de temps virtuels, équivalents a Ix N,, =
200 - 1,600 états temporels). De plus, notre méthode présente un avantage important autre que
d’augmenter simplement les états qu’un photon peut occuper. En utilisant des intervalles de

temps physiques, nous pouvons mettre a I'échelle I'entropie globale par photon sans changer les
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propriétés de la source ou du détecteur d’origine. Cela n’est pas possible dans les QRNGs a
créneaux temporels virtuels conventionnels, ou I'on ne peut augmenter le nombre d’états qu’en

allongeant la fenétre de temps de détection ou en améliorant la résolution du détecteur [16].

Les effets de la configuration de séparateur de faisceau en cascade sur les temps d’arrivee des
photons sont également illustrés sur la figure 2. Cet exemple représente le cas ou n’y a que 2
séparateurs de faisceau. Comme le montre cette figure, les deux séparateurs de faisceau
donnent 22 = 4 trajets au niveau des détecteurs. Chaque photon avec un Tyen distinct peut
traverser chacun de ces chemins avec une probabilité égale. En outre, les photons avec des
valeurs différentes peuvent occuper le méme intervalle de temps (par rapport a une horloge
externe) dans la séquence de bits résultante, car ils ont des retards différents correspondant au

chemin qu’ils auraient traversé. Par conséquent, le nombre total de fagcons dont une position de

Counts

Timebins

Fig 2 : lllustration de la mise a I'échelle aléatoire a I'aide de deux séparateurs de faisceau dans la configuration.
Les chemins 1, 2, 3 et 4 sont créés au niveau des détecteurs qui sont temporellement distincts les uns des autres.
Les photons avec des temps de génération différents peuvent arriver a la méme position de bit dans la séquence
finale, augmentant ainsi le caractére aléatoire par bit.
bit donnée peut étre remplie augmente (de 1 a 4) avec 'ajout de séparateurs de faisceau. Plus
généralement, une détection dans un intervalle de temps, qui a pour référence une horloge
externe opérant a une fréquence donnée (ce qui crée N, intervalle temporel dans la fenétre
d’observation), peut signifier I'arrivée de 2™ photons distincts dus aux n séparateurs de faisceaux.

Ici, les incertitudes spatiales sont combinées avec les incertitudes temporelles de la
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génération/émission des photons provenant de la sources (ce qui en découle une variation
aléatoire de Ty, Vvis-a-vis de I'horloge du laboratoire). Par conséquent, ce systéme génere un
plus grand nombre d’états aléatoires que les QRNGs temporels traditionnels qui n’utilisent qu’un
seul degré de liberté pour I'extraction du caractére aléatoire soit I'arrivée d’'un photon. Ainsi les
N, intervalles temporels définis par I'horloge externe et les 2™ modes spatiaux provenant des
séparateurs de faisceau en cascade, et ce pour I'ensemble des positions possibles dans les
intervalles temporels, résulte en une séquence binaire ayant N,,*2" possibilités. Cette quantité
représente la dimensionnalité de I'espace d’état des photons détectés. Dans le cas ou N,, = 5 et
n = 1, une séquence binaire de 10000 pourrait étre mesurée si un photon est détecté soit au
détecteur du canal D1 ou D2 dans le premier intervalle temporel. Sans séparateur de faisceau,
la séquence binaire serait dépendante seulement d’'une détection unique (correspondant a un
Tyen Unique). L'introduction d’un séparateur de faisceau multiplie donc le nombre possible d'états

de photons et augmente ainsi le caractéere aléatoire du systeme.

Pour démontrer I'efficacité de notre méthode et que la mise a I'échelle aléatoire est indépendante
de la source et du détecteur, nous dérivons I'entropie minimale attendue par bit pour le laser CW

atténué et pour les sources de paires de photons intriqués.

a. Laser CW atténué

La lumiére émise par le laser atténué a un faible nombre moyen de photons n < 0,1 par période
d’observation. Elle suit une distribution de poisson et peut étre traitée comme une source de
photons unique. L’entropie minimum associée a la détection d’un tel photon peut s’écrire comme

suit [16] pourn < 0,1 :

Hpin = log,(N,) +log,(1 — e™*T7) — log, (ATy) (4)

ou N, est le nombre de tranches de temps virtuelles dans le schéma d'encodage, A caractérise
lintensité du laser, y est l'efficacité du détecteur et T est la durée d’observation telle que
déterminée par le temps mort du détecteur. Les termes logz(l —e‘””) — log,(ATy) sont

obtenus aprés la correction des comptages de multiphotons, de la gigue de synchronisation du
détecteur, etc., qui contribuent tous a tort au caractére aléatoire des données brutes collectées -

comme expliqué dans [16].
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Cependant, puisque la dimensionnalité de I'espace d’état est N,, * 2™ au lieu de N,, comme dans

les QRNGs traditionnels, cette équation devient (voir '’Annexe pour les étapes détaillées) :

Hpin = log,(N,) + 1 +log, (1 — e ) —log,(ATy) (5)

L’entropie additionnelle résultant de la section du séparateur de faisceau en cascade peut étre
surveillée a travers I'entropie minimum par bit, tel que montré dans I'équation suivante, en utilisant

les valeurs expérimentales de N,, et de n:

_ 14 _ _ Hdew
h = = g v ©
avec
Hyey = log,(1 — e ) — log,(ATy) (7)

b. Paires de photons intriquée

Un état biphoton N,,—dimensionnel peut étre obtenu par différents processus spontanés dans des
milieux non linéaires tels que le mélange spontané a quatre ondes (SFWM) dans des résonateurs
microanneau [16,17] ou par SPDC dans les guides d’'ondes de type PPLN [18]. Cet état peut étre

caractérisé comme:

)= T2 )4 ® lids (8)

ou |i) représente un photon unique a un intervalle de temps discrétisé i [13]. Il a été démontré
que le minimum d’entropie lisse (qui prend en considération le bruit de I'environnement) d’un état
intriqué temporellement de haute dimensionnalité, lorsque mesuré dans deux bases
mutuellement non biaisées orthogonales de POVMs (Positive Operator-Valued Measures) (telles
que les intervalles temporels virtuels et physiques correspondant aux positions A et B du montage
expérimental de la figure 1) peut étre liée en utilisant le principe d’incertitude comme dans

I'équation ci-dessous [19,20]:
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Hmin = —logzc - Hmax (9)

ou c est la superposition maximale (voir €gq. 10) entre deux mesures projectives mutuellement
non biaisées venant de I'incompatibilité du POVMs sur la base des intervalles de temps physique
et virtuel. L’entropie maximale H,,,, estI'entropie de Renyi de 'ordre %, ce qui réduit 'importance
des mesures ayant peu d’'occurrences [21]. Cette quantité peut étre modélisée de telle sorte
gu’elle suit certaines sources d’inexactitude durant une mesure telles que des fluctuations
statistiques, une variation de la visibilité d’'un photon unique, etc. ce qui a été montré dans [13].
Plus encore, H,,, peux étre approximée de fagcon a étre proportionnelle a N, qui est le
parameétre le plus significatif [22]. Ici, les paramétres H,,;, et H,,,, correspondent respectivement
aux mesures de l'entropie des intervalles de temps virtuel et physique et forment une base
orthogonale mutuellement non biaisée. Puisque pour chaque valeur de i il existe 2™ états

temporels dans lesquels le photon peut étre mesuré au niveau du détecteur,

(10)

En outre, I'entropie minimale par bit peut également étre décrite par I'équation (6) en remplagant

Hdev par Hmax

Détails et résultats expérimentaux

La source atténuée qui est utilisée est un laser CW (NetTest Tunics Plus) centré a 1547,6 nm
avec une largeur de raie de 100 MHz. La puissance du laser a été atténuée au moyen de deux
atténuateurs optiques variables, pour atteindre un flux de photons de 25 kHz au niveau du
détecteur. Cela correspond a un nombre moyen de photons, 1 <0,1, sur la fenétre temporelle de
100 ns que nous avons choisie pour mesurer les temps d’arrivée des photons. La source SPDC
utilise le méme laser comme pompe pour un systéme de guide d’ondes au niobate de lithium a
polarisation périodique (PPLN) a deux étages. Dans cette configuration, le premier PPLN est
utilisé pour la génération de secondes harmoniques (Second Harmonic Generation - SHG) pour
convertir la lumiére de 1547,6 nm a 773,8 nm. Ensuite, cette paire de photons est utilisée pour
pomper le deuxiéme guide d’'ondes PPLN afin d’engendrer un effet SPDC dans le but de générer

des paires de photons intriqués (pour lesquels des photons dégénérés sont centrés a 1547,6 nm).
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Les deux PPLN sont des dispositifs commerciaux (Srico 2000), dont les parameétres sont
similaires a ceux de la référence [23]. Des filtres passe-bandes a efficacité élevée ont été utilisés
pour bloquer la lumiére résiduelle de la pompe non convertie respectivement par SHG ou SPDC.
Bien que la bande passante totale du SPDC soit supérieure a 4 THz (trop grande pour étre
mesurée par notre équipement de laboratoire), nous utilisons un filtre de télécommunications
programmable (Finisar 4000A WaveShaper) pour sélectionner 25 GHz de la bande passante des
photons signal et idler SPDC non dégénérés. En pompant le premier PPLN a 1 mW, nous
produisons 100 uW de SHG, ce qui nous donne un taux de photons SPDC détectés de 13 kHz
pour les canaux de signal et idler. Des détecteurs de photons uniques a nanofils
supraconducteurs (Quantum Opus One) ont été utilisés pour toutes les expériences. Cet
instrument a un temps mort de 80 ns, une efficacité de 85 % a 1550 nm et une résolution (gigue)
d’environ 400 ps. Les événements de détection de photons ont été enregistrés par un
convertisseur temps-numérique (Picoquant Hydraharp 400), qui a été utilisé pour donner la
différence de temps d’arrivée des photons entre un déclenchement et un événement de détection.
Comme décrit dans la section théorie, nous utilisons deux déclencheurs différents : le photon idler
détecté (position A du commutateur de la figure 1) et une horloge de laboratoire arbitraire
(position B du commutateur de la figure 1), soit un train d'impulsions a 10 MHz a partir d’un

générateur de fonctions arbitraires (Tektronix AFG 3251).

Notre systeme consiste en 1 a 4 coupleurs de fibre 50/50 a maintien de polarisation (AFW PFC-
15-2-50-BB) connectés comme indiqué sur la figure 1. Les coupleurs utilisés dans notre
expérience avaient une perte d’insertion moyenne d’environ 1 dB chacun (y compris la perte due
aux manchons d’accouplement et aux fibres a délais) et un rapport de division de 50/50 ayant
une erreur d’au plus 2 %. Il convient de noter que des écarts plus importants dans les rapports
de division seraient néfastes a la génération de bits aléatoires, car ils entraineraient une réduction

de I'entropie minimale par bit en raison d’une diminution des états de photons possibles.

Afin de générer des intervalles de temps physiques séparés, nous avons mis des fibres a délais
sur toutes les sorties des BS allant de 0,20 a 4,0 m. Notez que la longueur des fibres ne
représente pas la différence de chemin optique entre les bras des interférométres. Elles sont
plutét incluses pour assurer que les intervalles de temps physiques mesurés sont distincts et ne
se chevauchent pas. Le chevauchement des intervalles de temps ménerait a une réduction du
nombre total d’états distincts de photon et du nombre de bits par détection de photon pouvant
étre extrait, ce qui n’est pas souhaitable pour un QRNG. De plus, la différence de chemin

minimum entre les bras des interféromeétres est maintenue a 2m afin d’éviter l'interférence de
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premier ordre provenant du laser et de la source PPLN, qui nécessitent une différence de chemin
minimale de 1 m. La figure 3 montre I'histogramme des temps d’arrivée des photons en utilisant
l'idler comme déclencheur. De plus, le taux de coincidence accidentelle (CAR) du systéme varie
de 200 a 1200 en fonction du nombre de séparateurs de faisceau (et donc des pertes) dans le
systéme. Dans une implémentation idéale, ou il n’y aurait aucune perte, la distribution de mesure
de photon dans chaque intervalle de temps serait approximativement la méme. Cependant, la
distribution de mesure de photon observée montre une non-uniformité qui peut étre due a une
déviation du rapport réflexion/transmission (par rapport a l'idéal de 50/50) des séparateurs de
faisceau en succession et aux différentes pertes introduites par I'ajout de séparateurs de
faisceau, de fibre a délai et de connecteurs supplémentaires dans le montage expérimental.
L’'impact du coefficient d’'asymétrie dans la distribution de mesure de photon peut étre estimé a

partir de la valeur expérimentale de I'entropie minimum. Dans le cas d’une déviation significative
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Fig 3 : Histogramme des temps d'arrivée des photons

uniques (cas photon heralded). L'histogramme des

arrivées de photons de signal (intervalles de temps

physiques) utilisant I'idler comme déclencheur d'horloge pour

les séparateurs de faisceau 1,2,3 et 4 (encadré: gauche -

droite)
par rapport au comportement idéal, le nombre de bits utilisables serait inférieur au nombre de
séparateurs de faisceau (soit log,(2") = n ) du systéme, étant donné qu’il y aurait moins d’états
de photon distinct. Cependant, pour la distribution observée, la valeur expérimentale du minimum

d’entropie était prés de la valeur théorique attendue, indiquant que 'asymétrie observée dans la
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distribution de mesure de photon n’impacte pas significativement le caractére aléatoire pouvant

étre extrait.

La figure 4 montre la distribution des temps d’arrivée des photons lorsque I'’horloge est en position
B sur la figure 1. Cela correspond au mode actif du QRNG pour générer des bits aléatoires. Ici,
nous choisissons une fenétre d’observation de 100 ns (~ temps mort du détecteur) et une largeur
d’intervalle de temps de 1 ns, ce qui donne un N, = 100. Nous choisissons délibérément cet
intervalle de sorte qu’il soit d’au moins 2 inférieures a notre résolution réelle afin de simuler une
situation expérimentale ou la résolution réelle d’un détecteur serait de 1,0 ns. Finalement, N,, est
un parameétre «libre » limité par le temps mort du détecteur (qui définit la plus grande fenétre

d’observation) et par la résolution du détecteur (qui définit le plus petit intervalle de temps). Les
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Fig 4: Histogramme des temps d’arrivée des

photons (non heralded). Intervalles de temps virtuels)
au niveau des détecteurs pour les photons émis
respectivement par une source de guide d’ondes PPLN
intriqué et un laser atténué, en utilisant une horloge de
laboratoire de 10 MHz comme déclencheur. Les

données ont été collectées en 3 minutes.

distributions des deux sources sont presque uniformes comme prévu. En effet, la distribution
uniforme est obtenue par une superposition des intervalles de temps créés par I'arrangement des

séparateurs de faisceau (tels que montrés en figure 3) a different temps de génération T, . La
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Figure 5 illustre la genése de cette distribution uniforme en utilisant les données de la figure 3

dans le cas utilisant un séparateur de faisceau et en variant la valeur de T,,.
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Fig 5. lllustration de la création d’'une distribution uniforme aléatoire dii aux variations de T,., et des
positions physiques des intervalles de temps. (a) Intervalle de temps physique en fonction de Ty, variant dans
un intervalle de 1 ns. (b) Intervalles de temps physiques en fonction de T, variant dans un intervalle de 3 ns. (c)
Translation linéaire et superposition des intervalles de temps physiques en fonction de T, a travers 100 intervalles

de temps physiques. (d) Distribution uniforme obtenue en mesurant des intervalles de temps physiques avec une
horloge de référence a 10 MHz et en variant T,,,, a travers 100 intervalles de temps.

3
=3

Avec un seul séparateur de faisceau dans le systéme, deux intervalles de temps physiques et
distincts sont créés pour un T, donné. Cependant, lorsque T, varie en fonction de I'horloge
de référence, les positions des intervalles de temps physique générés varient aussi. Cet effet est
montré sur les figures 5 (a) et 5 (b), ol T, varie respectivement de 1 ns et 3 ns. Les intervalles

de temps physique créés subissent une translation sur I'axe des intervalles de temps,

correspondant aux variations de Tyep,.

Comme N,, = 100 et la longueur de chaque intervalle de temps est de 1 ns dans cette expérience,
les valeurs mesurées pour Ty, sont de 1 ns et 100 ns en incréments de 1 ns (égaux a la durée

de l'intervalle de temps). La variation de la position temporelle des dimensions temporelles
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physique correspondant aux variations de T, pendant un intervalle de 100 ns est montrée sur
la figure 5 (c). Nous mesurons une superposition proche de 70 ns causé par un événement
simultané du premier intervalle de mesure de temps physique d'un T,., et d'un deuxiéme
intervalle de mesure de temps d'intervalle d’'un autre Tg.,. Comme cette distribution est sur un
intervalle de temps linéaire, alors la translation des positions des intervalles de temps physiques

est aussi linéaire.

Cependant, la mesure d’'un intervalle de temps relatif & une horloge externe avec un taux de
répétition donné (10 MHz, utilisé pour la mesure du mode B de la figure 1) engendre un cadre de
mesure avec une longueur de durée fixe. Les intervalles de temps se produisant en dehors du
cadre de mesure (100 ns) sont vus dans les phases de mesures suivantes. Ceci engendre une
distribution uniforme sur 100 intervalles de temps pour n'importe quel cadre de mesure, tel que
montré sur la figure 5 (d). Ici, les intervalles de temps physique correspondant a plusieurs valeurs
de Ty., sont mesurées dans ce cadre référentiel, avec aussi des intervalles de temps qui se
superposent et se produisent en dehors de la durée de mesure du cadre précédent; ceci
engendre une probabilité inégale de détecter un photon a un de ces 100 intervalles de temps
donné. Cette figure illustre donc la génération d’'une distribution uniforme aléatoire (telle que celle
sur la figure 4) dans la base temporelle d0 a des valeurs changeantes et la création d’intervalles

de temps physiques, qui sont les deux sources aléatoires utilisées dans cette expérience.

La figure 6 montre I'entropie minimale par bit H, mesurée expérimentalement, en fonction du
nombre de diviseurs de faisceau pour les deux sources, ainsi que les courbes théoriques pour
d’autres sources potentielles et détecteurs avec des quantités variables d’imperfections. Pour
determiner H,, il existe deux grandeurs importantes: H,,, et le nombre total de bits aléatoires
potentiels, log,(N,,) + n, générés par cette configuraton du QRNG. On mesure
expérimentalement la derniére en utilisant les données de la figure 4, en calculant I'entropie a
partir des données brutes et en utilisant sa définition empirique comme étant —log,(Max P;) (le
nombre maximal de photons comptés dans tous les intervalles temporels confondus) divisé par
le nombre total de photons comptés dans cette fenétre d’'observation. De méme, les données de
la figure 3 sont utilisées pour déterminer expérimentalement le nombre d’états physiques, I. Par
exemple, dans la configuration avec les quatre séparateurs de faisceau, la valeur théorique des
bits devrait étre log>(100) + 4 = 10,64 bits. Nos données de la figure 3 et de la figure 4 quant a
eux montrent que le nombre expérimental de bits est de 10,47+ 0.039. Hy,, est déterminé a
partir de la caractérisation des sources et des détecteurs (a partir des mesures de I'efficacité et

de la résolution des détecteurs, de la génération de multiphotons, etc., voir section théorie)
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similaires aux références [13,14]. Pour notre source laser atténuée, nous avons calculé le H,,,

moyen a 0,56 et 3,55 pour la source guide d’ondes PPLN.

On peut voir sur la figure 6, que la mise a I'échelle expérimentale de H,, correspond étroitement
aux prévisions théoriques. En général, on s’attend a ce que l'augmentation du nombre de
chemins physiques, 1, améliore I'efficacité du caractere aléatoire. La valeur de H,, du laser atténue
qui est utilisé dans cette expérience est d’'une valeur élevée de 91,52% et atteint 94,8% avec
I'ajout de séparateurs de faisceau. Pour ce laser, H,,,, est sifaible que 'augmentation du nombre
de modes a peu d’effets sur le caractére aléatoire, car le systéme permet déja l'utilisation de

I'ensemble du caractére aléatoire pour la génération de bits.
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Fig 6 : Entropie min par bit en fonction du nombre de
séparateurs de faisceau. Les points de données
montrent des mesures expérimentales, les lignes
pleines montrent des prédictions théoriques pour les
valeurs Hdev mesurées et les courbes en pointillé
montrent des prédictions théoriques pour différentes

non-idéalités de source / détecteur.

Cependant, 'augmentation des pertes due a l'inclusion de plus de diviseurs de faisceau fibrés
affecte le flux de photons détecté, ce qui empéche 'augmentation arbitraire du débit binaire de
ce systéme. Pour la source intriquée de type guide d’'ondes PPLN, H, augmente beaucoup plus,
c’est-a-dire de 45,97 % a 66,09 %, lorsque le nombre de séparateurs de faisceau augmente de
0 a 4. La figure 6 montre que l'augmentation du nombre de séparateurs de faisceau est

significative pour des valeurs plus élevées de H,,,,. Par exemple, lorsque Hy,, = 5, ce qui peut
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étre obtenu en changeant les parameétres de la source et du détecteur tels que N (paramétre le
plus important) est dans l'intervalle de 100 a ~ 500 (par exemple, en utilisant une source PPLN
appropriée), 'augmentation de H, peut atteindre jusqu’a 29 %. Cela indique que notre schéma
est particulierement utile dans les cas ou les sources ou les détecteurs ont un nombre
d’imperfections accrues, ce qui le rend encore plus intéressant dans un contexte commercial. Il
est a noter que la valeur expérimentale de H, change de fagon négligeable lorsque le temps
d’intégration varie de 30 s a 60 minutes. Cela indique qu’'un comportement asymptotique est
obtenu pour des temps de collecte de données relativement courts. Ainsi, les effets de taille finie
ne sont pas dominants dans nos données, c’est-a-dire qu’'un changement significatif des valeurs
de H, n'est pas susceptible d’étre observe avec I'accumulation de donneées. Enfin, nous notons
que nos données de la figure 6 montrent que le laser atténué utilisé dans I'expérience surpasse
les paramétres d’aléa de la source de photons intriqués. Cela indique que les sources de photons

intriqués n’offrent pas un avantage inhérent a une configuration de QRNG en mode temporel.

Nous utilisons également les données de la figure 6 pour calculer la mise a I'échelle du débit

binaire aléatoire a partir de la relation suivante:

Bitrate = Total Minimum Entropie * Flux de photons

= H, * (log,(N,) + n) = Détecté taux Photon  (11)

Les sources utilisées ont atteint un débit binaire aléatoire de 50 kb/s a 150 kb/s. Cependant, une
valeur plus élevée du débit binaire pourrait étre obtenue en utilisant différentes combinaisons de
source et de détecteur plus rapides. On peut voir que tous les paramétres de I'’équation 11 varient
avec le nombre de séparateurs de faisceau dans le montage. Par conséquent, le débit binaire
augmente ou diminue selon le parameétre dominant. Par exemple, lorsque les pertes sont faibles
(~ 0,5 - 1dB), les deux premiers paramétres de I'équation 11 augmentent beaucoup plus
rapidement que la baisse du flux de photons. Par conséquent, dans de tels cas, il y a une
augmentation nette du débit binaire avec l'ajout d’'un séparateur de faisceau. Cependant, a
mesure que les pertes deviennent plus importantes (~ 2-5 dB), la baisse du flux de photons
devient le contribuant principal au débit binaire aléatoire. Il est donc nuisible d’ajouter plus de
séparateurs de faisceau a ce montage dans ce cas précis. Sur la figure 4, la courbe pour le laser
atténué atteint un maximum d’entropie min par bit de 0,948. Cependant, avec 'ajout du quatrieme

séparateur de faisceau, il n’y a qu’une Iégére augmentation, soit d’environ 0,5 %, alors que le flux
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de photons continue de diminuer. De méme, la courbe des guides d’'ondes PPLN augmente
d’environ 5 % lorsque le nombre de séparateurs de faisceau passe de 2 a 3 avec une diminution
identique du flux de photons. Cependant, comme le nombre d’états fait €galement augmenter le
terme (log,(N,) + n), on observe une hausse du débit de 3 % dans cette région. Ainsi, pour nos
parameétres de source et de détecteur, le fonctionnement optimal du QRNG nécessite entre 2 et
3 séparateurs de faisceau. Cet effet est évidemment plus important lorsque la qualité de la source

est inférieure, car, dans ce cas, une augmentation plus importante de H,, est observée avec I'ajout

de chaque séparateur de faisceau.

Pour obtenir les séquences de bits finales, un extracteur de type Toeplitz Hashing [24] est mis en
ceuvre afin de séparer le bruit dans les canaux du caractére aléatoire provenant de la source et
des composantes. L’extracteur récupére une séquence binaire aléatoire de longueur m a partir
d’'une séquence binaire brute de longueur n en la multipliant par une matrice de Toeplitz de
dimensions n X m. Dans notre implémentation, nous avons choisi une grande valeur de n (=
4096) pour restreindre les effets de taille finie en concaténant plusieurs séquences de bits brutes
obtenues a partir du convertisseur numérique temporel (Time Digital Converter — TDC) (chacune
de longueur 100). De plus, pour chacun des montages, une grande valeur correspondante de m
a ete détermine expérimentalement (m 2 nx* H,,). Les séquences de bits résultantes sont
transmises dans une suite de tests Diehard qui détermine la qualité du caractére aléatoire
statistique. Au total, 96 Mbit de données collectées a partir de différentes configurations (avec 0,
1, 2, 3 et 4 séparateurs de faisceau) ont été testés et 'ensemble des tests ont été réussis. A titre

d’exemple, les résultats de I'un de ces tests sont présentés a la figure 7.

On peut noter que notre générateur produit un nombre aléatoire en raison de sa dimensionnalité
accrue, ce qui le distingue des autres réalisations ou un bit aléatoire est généré. Ainsi, pour vérifier
le caractere aléatoire statistique de nos données, les tests Diehard sont plus pertinents, car ils
sondent le contexte d’occurrence des séquences plutdt que les propriétés de la séquence elle-
méme (comme dans le cas des tests NIST). En d’autres termes, pour notre implémentation, il est
plus pertinent de tester les corrélations a longue portée entre différentes chaines de bits plutot
que la répétition de valeurs de bits individuelles dans une chaine donnée. En outre, la réussite de
ces tests assure que les nombres testés satisfont aux exigences statistiques d’un véritable
hasard. Cela ne certifie cependant pas que les processus physiques impliqués dans leur
génération sont vraiment aléatoires, car aucune information sur la source ou sur les composants
n’est utilisée dans la conception de ces tests. De plus, des attaques sophistiquées peuvent étre

congues pour générer des séquences de bits prédéterminées qui passent les tests statistiques
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[25]. Par conséquent, I'adéquation de cette suite de tests ainsi que la pertinence de chaque test
individuel doivent étre déterminées avant d’attester de leur véracité dans une implémentation
spécifique. De méme, selon la mise en ceuvre, une méthode de traitement de données simple ou

plus complexe peut étre employée.

Ma et al, fournissent une comparaison robuste des techniques d'extraction populaires et des

débits binaires qui en résultent pour les QRNG [24].

Statistical Test P value Result

Birthday spacings 0.36221458 Passed
Overlapping permutations 0.99193984 Passed
Ranks of 32 x 32 matrices 0.74598323 Passed
Ranks of 6 x 8 matrices 0.37977203 Passed
Bit stream test 0.61444470 Passed
Monkey test OPSO 0.87124556 Passed
Monkey test OQSO 0.96958535 Passed
Monkey test DNA 0.54914012 Passed
Count 1’s in stream of bytes 0.94715294 Passed
Count 17s in specific bytes 0.83754426 Passed
Parking lot test 0.10116773 Passed
Minimum distance test (KS) 0.15838302 Passed
Random spheres test (KS) 0.25718195 Passed
Squeeze test 0.98803082 Passed
Lagged Sums test (KS) 0.00820859 Passed
Runs test (up) 0.36321738 Passed
Runs test(down) 0.98563394 Passed
Craps test no. of wins 0.91069392 Passed
Craps test throws per games 0.87833445 Passed

Fig 7 : Résultats de la suite de tests Diehard pour le cas de
4 séparateurs de faisceau. On peut voir que tous les tests sont
réussis et des résultats similaires ont été obtenus pour tous les

cas avec des ftailles différentes de la matrice Toeplitz,

correspondant a la valeur mesurée expérimentalement de Hn'

Alors que la méthode décrite ici concerne les implémentations de dispositifs de confiance, le
schéma peut étre utilisé plus universellement, comme indiqué par les données de deux sources
différentes, conduisant a la réalisation de QRNGs hybrides semi-autotestés. Les conclusions de
ce travail, son impact et les travaux potentiels qui en découlent sont discutés dans les sections

suivantes.
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Conclusions

Nous avons étudié I'entropie d’information minimale d’'un photon par bit (qui est une estimation
du caractére aléatoire total dans le générateur) en tant que paramétre de conception important
des QRNGs photoniques. Nous avons ensuite réalisé expérimentalement un nouveau QRNG de
confiance pour lequel le minimum d’entropie par bit peut étre réglé et mis a I'échelle
indépendamment de la source et du mécanisme de détection, avec des changements minimes
au dispositif. Contrairement aux méthodes précédentes, notre QRNG augmente la flexibilité des
états qu’un photon peut occuper en combinant les intervalles de temps virtuels utilisés dans un
dispositif classique avec des intervalles de temps physiques (plusieurs chemins qu’un photon
peut emprunter), a travers les diviseurs de faisceau en cascade. En connectant ou déconnectant
les séparateurs de faisceau, nous sommes en mesure de régler I'entropie minimale par bit et
d’optimiser la génération de bits aléatoires d’'une maniére simple et pratique. La robustesse de
ce mécanisme de réglage est montrée en comparant la génération de bits aléatoires a partir de
deux sources de photons uniques et par les simulations des imperfections dans la configuration
qui contribuent a I'écart par rapport au comportement aléatoire réel. Nous montrons également
que pour les QRNGs de dispositifs de confiance, il existe des régimes ou des modes
opérationnels dans lesquels une simple source laser atténuée surpasse les sources de paires de
photons annoncées en ce qui concerne le taux de génération de bits aléatoires, offrant des
avantages a la fois en termes de vitesse, de praticité et de colt dans les dispositifs commerciaux,
bien que dans certaines configurations (comme les mesures T2) les sources annoncées

permettent une investigation simultanée de I'espace d'état entier des arrivées de photons.

Travaux futurs

Bien que démontré pour les QRNGs de confiance, le mécanisme de mise a I'échelle introduit ici
est prometteur pour le développement de QRNGs indépendants de l'appareil (Device
Independant QRNGs — DIQRNGs) dits semi-autotestés hybrides qui offrent des degrés de
confiance plus élevés via la certification apportée par la mécanique quantique. Comme indiqué
par les données récoltées par deux sources de photons uniques trés différentes, les
caractéristiques de mise a I'échelle ne dépendent pas strictement de la source pour obtenir un
véritable comportement aléatoire. A cette fin, cette méthode pourrait agir comme un mécanisme
de mise a I'échelle universelle et peu couteuse pour améliorer les paramétres de caractére
aléatoire dans n’'importe quelle configuration de QRNG. De méme, comme indiqué par les

estimations d’entropie min et les tests statistiques, les performances de I'appareil ne dépendent
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pas strictement du nombre de séparateurs de faisceau utilisés. En d’autres termes, les
performances de I'appareil sont indépendantes de sa conception. Par conséquent, cette fagcon de
faire peut étre utilisée pour implémenter les QRNGs semi-autotestés dans des configurations ou
la source et le dispositif de mesure sont indépendants [2]. De plus, alors que les deux ensembles
de mesures utilisés dans I'expérience fournissent une estimation indirecte de I'espace d'état en
caractérisant les deux vecteurs de base individuels, une reconstruction simultanée de I'espace
d'état peut étre mise en ceuvre en utilisant le mode T2 de I'HydraHarp avec une source de paires

de photons annoncés.

En outre, les caractéristiques de mise a I'échelle ont pu étre observées grace a I'étude de
I'entropie min par bit d’'un photon en tant que paramétre clé de la conception autonome. Cela
montre que si le nombre total de bits obtenus a partir d’'un dispositif n‘augmente pas
nécessairement, le nombre de bits utilisables par détection de photon peut étre augmenté en
raison d'une plus grande efficacité de la conversion aléatoire. Bien que ce paramétre ait déja été
mesuré expérimentalement, il n'a pas été étudié en tant que paramétre de conception
indépendant. De plus, avec des designs de multiplexage plus complexes, d’autres métriques de
conception similaires pourraient émerger. Cela permettrait d'obtenir de meilleures
caractéristiques de mise a I'échelle. Ainsi, la poursuite des tests sur des designs similaires
pourrait aboutir a des démonstrations expérimentales de protocoles d’expansion aléatoire dans

des QRNGs bien caractérisés.

Enfin, avec les progrés rapides de l'intelligence artificielle et des algorithmes d’apprentissage
automatique [26], les ordinateurs sont devenus extrémement puissants pour déterminer des
paramétres expérimentaux. Cette avancée peut étre mise a profit pour identifier certaines
relations qui ne peuvent étre définies purement physiquement ou mathématiquement. L’analyse
potentielle des données des QRNGs via les systemes d’apprentissage automatique pourrait
conduire a leur analyse comparative définitive. Ainsi, il serait possible d’aboutir a une mesure de
performance minimale requise bien définie pour que différents générateurs soient utilisés dans
diverses applications. Une telle analyse comparative est présentement difficile a réaliser
simplement parce qu’il n’y a pas suffisamment d’informations sur la manifestation macroscopique
du hasard. Par conséquent, une combinaison de la description physique, mathématique et
statistique du caractére aléatoire associée a des modeles d’apprentissage automatique pourrait
avoir un impact fondamental sur la recherche du caractere aléatoire. Plus précisément, en
utilisant la méthode introduite dans cette thése, il serait possible de comparer les QRNGs ayant

des paramétres de performance et leur contrepartie améliorée par I'apprentissage automatique.
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Les résultats d’'une telle enquéte pourraient indiquer si certains systémes quantiques sont encore

sensibles aux attaques des systémes d’intelligence artificielle ou si le hasard de la mécanique

quantique est vraiment indéterministe dans toutes les configurations. Les résultats récents de

Truong et al sur la cryptanalyse par apprentissage automatique avec QRNGs sont trés

prometteurs pour une prochaine enquéte sur ce domaine [27].

Ainsi, le travail présenté dans cette thése procure le contexte et les motivations nécessaires pour

poursuivre les recherches sur la génération de nombres aléatoires quantiques en photoniques.
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1 INTRODUCTION

1.1 Importance of random number generators

Events with random outcomes are not considered favourable in daily life. For example, systems
in the cockpit of an aircraft should have fixed, known responses for specific inputs by the pilot.
Performing financial transactions should reflect definite amounts in our bank accounts and not
random sums of money. Even in generic, less critical settings such as a living room or an office
space, randomness in the form of unorganized cupboards or haphazard seating arrangements is
conventionally frowned upon. Despite a natural human preference for determinism and order, a
world without randomness is simply unimaginable. In fact, randomness can be considered an
essential natural resource that is central to many aspects of daily life. As Hayes [1] points out,
there is an entire industry built around the availability and usability of randomness for various
applications. Consider computer networks. When two nodes try to communicate with each other
as part of an information exchange protocol, they may reach a “deadlock” where both nodes are
waiting for the other to respond to their previous message. To break such a deadlock, each node
is typically programmed to pick a random number between 1 and n (in units of time) after which it
resumes operation. Computing has a whole class of algorithms called “randomised algorithms”
[2] which find application in different contexts such as multiprocessing in operating systems [3],
Very Large Scale Integration (VLSI) [4], signal processing [5] and data mining [6]. In addition,
simulation methods like the Monte Carlo system (which is commonly used in physics) require high
quality random numbers [7,8] to correctly model complex phenomena like molecular reactions
[9,10] or changes in climatic conditions [11,12]. Moreover, cryptographic protocols such as the
Rivest-Shamir-Adleman (RSA) use random numbers [13-17] to ensure privacy and security on
the internet. Modeling techniques, such as those used to predict the spread and impact of the
SARS-CoV-2 virus [18,19], require random sampling [20,21] of patients and test cases to aid
governments and healthcare organizations develop contingency plans. Even recreational
activities such as the Roulette, BINGO, the lottery or deciding who bats first in a cricket game are

made possible due to randomness.

Given its extensive occurrence in natural phenomena and usage in human activities, randomness
has been studied as a scientific and mathematical concept over many centuries [22]. While the
initial investigations (dating back to several thousand years) were more philosophical in nature
[23], recent works have been focused on random number generation techniques for practical
uses, especially in computing applications [24,25]. Section 1.2 provides a more detailed history

of random numbers and their study. State-of-the-art Random Number Generators (RNGs) that



are used in most commercial applications today, are either complex physical systems such as
Complimentary Metal Oxide Semiconductor (CMOS) integrated semiconductor devices [26,27],
or mathematical models with certain statistical properties [28]. Both these approaches for random
number generation are described in detail in section 1.4. While the performance parameters of
these methods (such as fast rate of production and producing mutually independent numbers)
meet application requirements, they are known to be pseudo-random, i.e. the exhibited behaviour
appears random enough for the specific application but is not truly random from a physical or
mathematical standpoint. This is because the physical devices are classical systems which are
fundamentally deterministic, while the algorithms are periodic by definition. This means that they
cannot be used to accurately represent truly random phenomena. Nonetheless, the impact of this
pseudo-random behaviour can be minimized (e.g. by defining an exceptionally large seed length
in the algorithmic approach), so that the performance of protocols that employ these methods is
not compromised. This is perfectly illustrated in the implementation of the RSA algorithm, where
the public keys generated are so large that not even the most powerful supercomputers today

can factor them in a realistic amount of time [29-31].

However, it has been long known that quantum mechanical systems can improve over the
performance of classical systems owing to the inherent indeterminism, and phenomena such as
superposition and entanglement [32,33]. Since the nature of quantum information [34] is
fundamentally different from classical information, it has captured the imagination of physicists
and computer scientists alike since the latter half of the 20" century. As such, many advantages
of quantum technologies over their classical alternatives have already been demonstrated
theoretically. Specifically, Peter Shor developed a landmark algorithm in 1994 which can factor
large prime numbers in polynomial timescales compared to exponential timescales in classical
systems [35]. Similarly, employing Grover’s search algorithm [36] lead to an order of magnitude
reduction in the querying time of database searches. More recently, there has been a rapid
improvement in the capabilities of quantum hardware, thanks to renewed interest from various
universities, governments and industries. As silicon technologies approach the limit of their
computing power [37,38], there is a concerted effort across the world to find alternatives that can
allow us to make progress in areas like data privacy, cryptography and information processing at
the same rate as the last few decades. This is reflected, not only in ambitious projects being
undertaken at major universities but also by government policy initiatives such as the US National
Quantum Initiative [39], European Quantum Flagship Initiative [40], and Quantum Canada [41],
which have collectively invested billions of dollars in commercializing quantum research. In

addition, leading technological companies such as IBM and Google already have different teams
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working on areas ranging from the quantum internet to quantum chemistry. As a direct result of
these efforts, initial prototypes of Noisy and Intermediate Scale Quantum (NISQ) computers (IBM

Q-series, D Wave) are already available for commercial use via the cloud [42].

As these technologies mature and become widely available, they will pose a very serious threat
to state-of-the-art classical systems [43]. The RSA algorithm for example, which is central to
cryptographic systems used in banking, data privacy on the internet etc., may be broken by a
quantum computer [44]. This necessitates the development of a robust “quantum-proof”
encryption and communications strategy ahead of time, so that alternatives can quicky replace
compromised systems. Thankfully, quantum mechanics which gives rise to this threat, also
provides a solution. The insufficiency of current systems against quantum-enhanced attacks is
due to the fact that the RNGs being used in their implementation are pseudo — random [45]. If in
a cryptographic method, there was no way to factor a public key of any length in practical
timescales, such an encryption algorithm could be trusted to be truly secure. In fact, the limitations
of RNG performances due to their pseudo random behaviour and their impacts have been well
researched, which has led to the development of genuinely random True RNGs or TRNGs [46,47].
Specifically, quantum mechanical systems can exploit the inherent indeterminism to generate
numbers in unpredictable patterns, giving rise to Quantum Random Number Generators (QRNGs)
[48]. Chapter 2 discusses the field of quantum random number generation in detail covering
QRNG designs, implementations, performance parameters, their advantages, and drawbacks.
Since research in this direction began as early as the 1960’s [49], state-of-the-art systems [50,51]
already employ advanced photonics techniques, mathematical calculations and manufacturing
processes as a result of the vast literature and knowledge developed over the decades.
Consequently, there exist commercially available prototypes of QRNGs such as IDQuantique’s
Quantis which can be purchased as a USB device for interfacing with regular laptops and
desktops [52]. Furthermore, the use of such QRNGs in full fledged Quantum Key Distribution
(QKD) and quantum communications protocols is also well researched, especially in recent years
[63,54]. However, some concerns such as scalability of design, reliability and certifiability of
randomness are yet to be fully addressed. Due to the lack of a unified solution, QRNG usage in
mainstream technological applications remains limited and has only recently seen progress with
Samsung releasing the first class of smartphones with integrated QRNG technology in May, 2020
[55].

In addition to being a cybersecurity solution, the study of QRNGs and surrounding principles is
pertinent to investigations in several areas of natural sciences. For example, QRNG experiments

have proved to be a useful tool in the study of nonlocality and experimental demonstration of
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loophole free Bell tests [56]. In biological systems, the study of molecular processes like RNA
folding, protein structures, ion exchanges etc. can be greatly enhanced by the genuine
randomness in QRNGs [57,58]. Similarly, the accuracy of prediction models used in atmospheric
sciences, which are crucial to contingency planning in case of natural disasters, can be boosted
using genuine RNGs [59]. Since the techniques impacted by using QRNGs in place of classical
RNGs (such as simulation, numerical and statistical methods) are fundamental to the study of
several areas of science, QRNG research can have a strong impact across a wide range of

subjects.

In order to address difficulties in QRNG characterization and design, this thesis introduces a new
parameter, the minimum entropy per bit, which can be used to optimize and scale-up randomness
in photonic QRNGs. The manifestation of this parameter in experimental setups is demonstrated
by realizing a simple, fiber-integrated, photonic QRNG whose bitrate can be increased while
minimally affecting the design complexity. To provide the necessary background and context,
Chapter 1 covers the history of randomness studies and the scientific methods that have been
used to understand its properties over centuries. It also provides the mathematical and physical
background required to study randomness generation schemes discussed in the next chapters.
Chapter 2 provides an in-depth overview of quantum random number generation. It describes the
different types of QRNGs — optical, non-optical etc. and the broad design considerations,
advantages and drawbacks of each. It specifically covers state-of-the-art photonic QRNGs and
their classification into categories like trusted-device, self-testing, and semi self-testing, along with
the important performance parameters. Chapter 3 discusses a solution to the problem of scaling
QRNG architectures, which is identified through the literature review in chapters 1 and 2. The
novel scaling mechanism introduced here can enhance the performance of commercial QRNGs
without a significant increase in cost and complexity of the device. This scheme uses simple off-
the-shelf telecommunication components like 50/50 beam splitters and temporal delays to
achieve an increase in both speed and security of the device in a controllable way. The observed
performance improvement is especially high for non-ideal source/detector parameters and
environmental conditions. In addition, this scheme is compatible with different embodiments
(polarization, frequency, radioactive decay etc.), integration platforms and source — detector
combinations, which makes it well-suited for commercial prototyping. The post-processing
methods required to verify genuine random behaviour, experimental results and their usefulness
in different applications are also discussed. Finally, the thesis concludes with Chapter 4 providing
a summary of quantum random number generation and an overview of the work carried out as

part of this Master's thesis along with its potential impact on present-day random number
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generation research. It also discusses future works that can arise from an extension of the

presented scheme, both for fundamental physics experiments and commercialization efforts.

1.2 History of random number generation

Despite the heavy reliance of many modern-day applications on random numbers, their
usefulness and methods of production are not recent discoveries. In fact, the earliest methods
utilized to generate randomness made use of primitive devices such as coins and dice, which
were first used in ancient Rome, India, China and the Middle East between 4000 and 6000 years
ago. Dice excavated from archaeological sites in these locations reveal imprints on each face,
indicating the different outcomes, in place of numeric representations. As Pierre L’Ecuyer notes
[60], this indicates that randomness and its uses were understood even before a formal notation

was developed for representing numbers!

It is interesting to note that in addition to physical devices that produced random outcomes, there
also existed philosophical debates about randomness and determinism in the context of the
nature of the universe and their consequences to human actions, dating back to the pre-Socratic
era. Leucippus and Democritus believed that the world was fundamentally deterministic and
certain events appear to be random either due to a gap in our understanding or an inability to
comprehend the underlying mechanisms [61,62]. On the contrary, Epicurus believed that there
does in fact exist true indeterminism in nature, which makes aspects of human life such as free
will possible [63]. Over centuries, both these schools of thought were developed to give rise to
Epistemic and Ontic interpretations of randomness, with Epistemic philosophers believing the
former while the Ontic philosophers argued the latter [64]. This philosophical context is relevant
even to more recent studies of randomness. For example, initial scientific investigations into the
quantitative study of seemingly random human behaviour (which started between the 15" and
16" centuries) were motivated by similar socio-political reasons. ‘Social numbers’, such as
mortality rates and birth counts, were formulated in the late 1600s to help guide political policy
and their distributions by region and gender were studied to derive insights into human social
behaviour. A crucial result by Laplace in 1781 — where he showed that the Gaussian curve,
primarily used for error calculation in scientific experiments, can also correctly model social
statistics — marked the convergence of sociological studies with experimental science. Apart from
giving rise to probabilistic models in classical physics (such as the distribution of velocities in
Maxwell’s kinetic theory), investigations of randomness in later centuries also helped shape the
debate around consequences of a quantum world - giving rise to theories like the many worlds

interpretation of quantum mechanics [65,66]. This debate in fact saw participation from some
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highly noted quantum physicists such as Einstein, Schrodinger, Bohr and others who famously
debated the origin, nature and interpretations of quantum randomness [67]. In fact, the question
of defining true randomness in quantitative, measurable terms remains a subject of interest in

quantum research even today.

Despite a historical interest in randomness, methods to produce random numbers saw significant
improvements (beyond the use of primitive devices such as dice and coins) only in the late 20™
century — coinciding and being largely driven by advances in the computing industry. As late as
1890, Francis Galton, a noted statistician who worked on preliminary methods of randomness
expansion, remarked: “As an instrument for selecting at random, | have found nothing superior to
dice” [68]. Even in the late 1930’s, published tables containing digits randomly sampled from
sources like census reports were being used for statistical experiments [69,70]. In a landmark
contribution in 1938, Kendall and Babington-Smith not only questioned the veracity of such tables
and their usefulness in experiments, but also designed the first machine to produce random
numbers, made up of a rotating cardboard disk with divisions [71]. They argued that any number
of a given size appearing in a table of random digits has, in theory, the same probability of
occurrence as any other and thus, no two tables can be compared for quality of randomness.
They further proposed the first set of statistical tests for verification of randomness by defining
sub-sequences with specific properties (such as number of successive 1’s and 0’s) that had to be
met by the complete sequence for it to be considered random. This work is particularly significant
as some of these statistical tests are still in use today, for example in the NIST test suite, to verify
true random behaviour. Extending their work, in 1955, the RAND corporation published the first
book with a million random digits generated in a completely automated fashion using physical
equipment [72]. This table was also made available in the form of punched cards for use by
emerging electronic computing equipment in other scientific programs and experiments, such as
in FORTRAN.

As the nascent computing industry grew between the 1940s and 1950s, it was no longer sufficient
to read random numbers from tables or external storage devices. Additionally, the size of the main
memory in these early electronic computers was too small to store large tables or punched cards.
This imposed a limitation on the kind of tasks that stored random numbers could be used for. For
example, physicists who wanted to simulate large systems with complex variables and state
descriptions could not use these punched cards to run Monte Carlo simulations. To overcome
these, two broad strategies were employed in the early 1950’s which continue to form the basis
of random number generation techniques today: 1) Design and create a fast physical device

capable of producing random numbers on demand or 2) Design a mathematical algorithm that
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outputs numbers which look random under a given set of operating conditions. For example, a
module 10 operation can result in random numbers in the interval (0,9). These techniques are

discussed in greater detail in section 1.3.

1.3 Definition of randomness

Despite being studied for centuries, providing a single, complete definition of randomness remains
a complex scientific challenge [73,74]. This is because a random process involves both physical
phenomena and has mathematical properties. While physical and mathematical requirements of
randomness can be independently defined, it is harder to formulate a definition which
encapsulates both sets of requirements. For example, a bit sequence can be considered
mathematically random if it satisfies certain statistical properties [75]. However, from a purely
statistical study, no insights can be derived on the physical processes that result in the bit
sequence. Similarly, if a process produces uncorrelated events which follow a Poisson
distribution, it can be considered truly random from a physics standpoint [76-78]. However,
defining correlations can be a challenge as this requires mathematical analysis of observed
phenomena. Furthermore, defining genuine randomness looks like a paradoxical problem: if a
process is truly indeterministic, there should not be any measurable parameters which indicate
this property. Hence, as discussed in more detail in Chapter 2 in the context of self-testing
QRNGs, certifying that a process in truly random remains a difficult scientific problem to solve.
Even so, it is especially important to develop a working definition of randomness, given the
extensive use of random numbers in several technologies. This section provides some
mathematical notions of randomness, which can help evaluate whether a given set of data is
random enough for a specific application. Although these definitions may not be mathematically
complete, they provide insights into the statistical requirements for the usability of bit sequences

for various applications.

As Kolmogorov et al defined in their work in 1988 [79], a truly random sequence should have the

following properties:

1. Being typical:
Sequences such as 0010110100 or 11010001010 are considered typical whereas a
sequence like 00000000000 is considered atypical for studies of randomness. In other
words, if a sequence appears to have special properties (like only 0’s or only 1’s), it is
considered atypical. It is important to note however, that all the three bit sequences
mentioned above have the same probability of occurrence. Hence, it is incorrect to

conclude that the third bit sequence is atypical because it is less likely to occur. Rather,
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the property of being typical is the property of belonging to any reasonable majority. On
choosing a sequence at random, we can have the justifiable expectation that the sequence
is typical [79].

2. Being chaotic:
A truly random sequence is chaotic in that it has no simple law governing the alternation
of terms throughout its length. In other words, every bit position within a sequence of a
given length can be filled in any number of ways as allowed by the bases of the observed
system.

3. Stability of frequencies:
The frequencies of 0’'s and 1’s in the bit sequences as a proportion of the total string length
must converge to V% if they are equally likely to occur. Further, this property must be true
for any properly chosen substring of the bit sequences as well. Bit strings that posses this

property are called stochastic sequences.

In applying these definitions for evaluation of randomness, the following are to be noted:

e These conditions on random sequences are not mathematically complete, i.e. there exist
other requirements for verification of genuine randomness. However, they serve as good
indicators for initial estimates of randomness. If a sequence fails to demonstrate these
properties, there is a high likelihood that it will also fail to meet other conditions, although
this is not certain.

e These tests assume a uniform Bernoulli distribution of bits. However, as Knuth et al have
shown [80], RNGs can be designed to produce any distribution of numbers which can be
converted to a uniform distribution for statistical analysis.

e These definitions provide only an information theoretical understanding of randomness
and provide no insights on the physical processes that may have resulted in the bit
sequences. Hence, the suitability of these definitions for a particular implementation of an
RNG is to be determined on a case-by-case basis. In other words, it cannot be concluded
that a bit sequence is not random if it fails to conform with any of the above definitions.
Conversely, it cannot be guaranteed that meeting these definitions implies true
randomness.

e These definitions only look for properties within a bit sequence. However, in practice, it
may be more meaningful to consider the appearance context of a given bit string for
studies of randomness. For example, the number 3 has the bit representation ‘11’.
Looking only at the bit sequence, it would be meaningless to conclude that 3 is a random

8



number. It would be more relevant to consider the other bit strings that are obtained from
the same process that produces the number 3. Hence tests of true randomness should
not only look the statistical properties of bit sequences, but also the context of their

occurrences.

A more comprehensive description of statistical requirements of random sequences can be found

in the NIST and Diehard instruction manuals [75,81], which are briefly discussed in Chapter 3.

1.4 Types of random number generators

Since the inception of sophisticated random number generation techniques in the mid-1900’s,
many different types of RNGs have been implemented both for theoretical studies and for practical
applications as outlined in section 1.1. These devices can be grouped into two main categories
based on their design strategies, namely, algorithmic RNGs and physical RNGs. State-of-the-art
classical systems employ either of these methods depending on the specific needs of the
application. Each of these classes can be further categorized based on metrics such as source
of randomness, performance parameters, and ease of use. This section details the physical and
mathematical concepts used in the design and implementation of classical RNGs, their
advantages, drawbacks and suitability for practical application. In discussing the fundamental
limitations of classical systems for random number generation, it also explains the advantages of

indeterministic quantum systems, which are covered in detail in Chapter 2.

1.4.1 Algorithmic Random Number Generators

Most RNGs used in commercial applications today are algorithmic RNGs in which mathematical
models act as the source of randomness. For example, when the method rand(100) is executed
on Matlab, the output random numbers are not produced by a physical device inside the computer,
but are generated via mathematical manipulations. The most popular algorithmic RNG is the
Lehmer RNG, named after D.H Lehmer who introduced this method in 1951 [82].

Lehmer RNGs are special cases of Linear Congruential Generators (LCGs) which yield pseudo

random sequences according to the relation:
Xns1 = (aX, + c)mod(m) (1.1)
Where X; is the i digit of the sequence,
m > 0 is the modulus,

m > a > 0 is the multiplier,



m > ¢ 20 is the increment and

m > X 2 0 is the seed or the start value.

The integer constants m, a, ¢ and X, collectively define the generator. An LCG with ¢ = 0 is

called a Lehmer RNG or a Multiplicative Congruential Generator (MCG). From equation 1.1, it is
evident that there exists a period after which a certain integer value repeats in this generator. This
is a concern as in an ideal RNG, there should be no correlations between any two generated
numbers. However, by choosing appropriate values for the characteristic parameters, a long
period can be defined such that there is no repetition of numbers within that window. Hence, the

quality of random numbers generated by Lehmer RNGs or indeed LCGs is extremely sensitive to
the choice of values for the parameters m, a, ¢ and XO. In fact, it has been shown that a poor

combination of these values can lead to questionable results in experiments that employ such
RNGs [83,84]. Fig. 1.1 illustrates this concept by showing the working of three different
generators. From the first two cases (top and middle generators), it can be seen that a change in
seed value (from 1 to 3) results in a change in the repetition length (from 5 to 1). Different

combinations of parameter values hence lead to different performances in such RNGs.

Since periodicity and determinism is built into the definition of this method, it is obvious that
algorithmic RNGs can only produce pseudo randomness. However, the distribution of numbers
obtained through these methods already satisfy statistical requirements of randomness. Hence,
it may be advantageous to use these models in applications where a fast rate of production is
more important than a high quality of randomness since PRNG techniques are typically faster
than TRNG methods. In addition, these results are reproducible and hence this method is useful
when the set of generated random numbers needs to be the same, in order to compare different

systems that use them (e.g, comparing simulation models).
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Figure 1.1 Evolution of three LCGs with different values of m, a, c and X,. The first two generators produce
different period lengths (6 and 2 respectively) for different seed values despite same m,a, and c values. The last
generator produces a longer period of length 9.

By Cmglee - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=38637545

1.4.2 Physical Random Number Generators

As explained in section 1.1, the need to develop physical systems capable of producing random
numbers on-the-fly arose out of the shortcomings associated to reading pre-generated numbers
from punched cards and memories. Early implementations of such devices used electronic noise
as the source of randomness combined with a sampling scheme that produced numbers at
regular intervals [85]. These schemes typically monitored a signal periodically and output bits
whose values depended on some signal parameters. For example, a famous device named
ERNIE (Electronic Random Number Indicator Equipment) that could produce about 50 bits of
information per second was used to determine the winning numbers in the British Lottery in 1957
[86]. In this machine, current was produced by applying a high voltage at each end of a glass tube
filled with neon gas. Collisions between electrons and atoms of neon made the current noisy,
which was then amplified and finally sampled to produce random digits [60]. Several thousand
numbers at each draw were produced during the lottery using this method. Since then, thousands
of prototypes for physical generators have been proposed, making use of phenomena such as
the photoelectric effect, thermionic emission and radioactive decay as sources of randomness
[87]. In addition to producing numbers on demand, a key advantage of physical generators is that
they can produce genuine randomness by employing phenomena that exhibit intrinsic
indeterminism. However, the early implementations were all classical systems that are
fundamentally deterministic. This meant that the numbers being generated were still pseudo

random, even though they passed all the statistical tests such as uniformity and regular
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frequencies. In other words, although there seemed to be no apparent pattern in the generated
numbers, the working of the device could be exactly understood using mathematical and physical
descriptions of the processes involved in their production. This information could then be used to
control the output of the device. Additionally, physical imperfections and environmental factors
such as noise introduced slight biases or correlations in the generated sequences of numbers.
Hence, von Neumann once famously remarked “Anyone who attempts to generate random

numbers by deterministic means is, of course, living in a state of sin”. [87]

Figure 1.2 ERNIE 1, used to generate the premium bond lottery numbers. This device was used till 1972 after
which it underwent several modifications. The most recent version ERNIE 4 is in use since 2004. By Geni —
Photo by user:geni, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=20243440

Since both algorithmic methods and physical RNGs (classical systems) exhibit deterministic
behaviour, they belong to the class of pseudo random RNGs or PRNGs. However, unpredictability
is a key requirement in many applications like cryptography and communications which has
pushed recent efforts towards the design of systems that can produce genuine randomness. Two

strategies have been widely employed to obtain truly random numbers:

1. Using post-processing methods to reduce the bias and imperfections introduced by
classical systems. For example, a bitwise XOR operation can be performed on two blocks
of bits by aligning their Most Significant Bits (MSBs). This ensures that correlations in
corresponding bit positions are eliminated [88]. Similarly, a modulo b operation can be
performed to reduce biases as shown by Horton and Smith [87]. More sophisticated

techniques make use of hashing extractors such as von Neumann’s extractor, Trevisan
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extractor, Toeplitz matrix etc. which have all been studied and implemented [89] in
combination with different PRNG schemes. One commonly used postprocessing method
(the Toeplitz Matrix) is discussed in Chapter 3. It is regular practice to use a PRNG in

combination with any of these methods for practical applications.

2. Using indeterministic natural processes as sources of randomness. This approach is
particularly promising since it reduces the post processing requirements. This also means
that such devices can be directly deployed in industrial infrastructures as standalone
systems. Hence, several true RNG or TRNG schemes have been implemented using
Johnson’s noise [90], laser phase noise [91], chaotic systems [92] etc. For example, Intel
implemented an RNG using Johnson’s noise in a limited series of computer processors
which used the amplified thermal noise of a resistor in combination with a latch-based
sampling mechanism to produce random numbers [93]. Similarly, Free Running
Oscillators (FROs) [94] in which electronic oscillations are created by applying the output
of an inverter circuit to its input (thus creating indeterminism at the final output) have been
used in 3" and 4" generation FGPA, CPLD and ASIC hardware for cryptography, as well
as in VIA C3 processors [87,95].

While electronic, logic-based, physical RNGs can produce acceptable performances (in
combination with post-processing methods, as needed by present-day applications), they have
some limitations which makes them susceptible to failure. For instance, Intel's RNGs released in
2011 [96] which comprise of two Yin-Yang circuits as sources of randomness are extremely
sensitive to the speed and strength of inverters. In FRO based implementations, multiple
oscillators on the same chip are subject to phased interlocking [90] which leaves them vulnerable
to attacks from external electromagnetic radiation. These limitations not only require additional
processing stages in RNG architectures for satisfactory performances, but also necessitate the
development of alternate schemes that do not pose similar security or performance challenges.
On the other hand, quantum mechanical systems exhibit truly indeterministic behaviour without
the need for extraneous physical or mathematical manipulations [97]. Hence, they are a natural
choice for the implementation of TRNGs. Quantum RNGs or QRNGs are hence a special case of
TRNGs. The first QRNGs were implemented using radioactive systems in the 1960s [98]. While
the initial implementations were mostly academic studies, there has recently been a renewed
interest in commercial QRNG prototypes due to increased investment in quantum technologies.
As a result, numerous architectures have been explored to create devices which can produce fast
and verifiable randomness. QRNGs are of particular interest, as they are not only important

standalone components, but also play a crucial part in facilitating other quantum technologies and
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protocols such as QKD and multi-node quantum communication networks [99,100]. Furthermore,
attempts to implement device-independent QRNGs [101], i.e, devices which can produce
certifiable, genuine randomness irrespective of device imperfections and environmental
conditions, has led to landmark demonstrations in fundamental sciences [102-104]. Chapter 2
covers in detail the popular implementation techniques of QRNGs, their advantages,

shortcomings, and usability in daily applications.
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2 TYPES OF QRNGs

2.1 Classification of QRNGs

Physical QRNGs can be grouped into categories based on many factors such as embodiment
(optical, electronic, radioactive decay etc.), degrees of freedom (polarization, arrival time, spatial
mode, spectral mode, etc.) and potential uses (academic or commercial). While each of these
classes have been extensively studied, current QRNG research is primarily focused on photonic
implementations, as they benefit from the high bandwidth, low footprint, experimental simplicity
and robustness typical of optical technologies, such as ultrafast laser sources, fiber-integrated
components and micro-optical chip-based platforms. As a result, physical QRNGs can be broadly
categorized as optical and non-optical implementations for the purposes of academic
classification. The reviews of Stipcevic and Koc (2014), Xiongfeng Ma et al (2016), and Herrero-
Collantes and Garcia-Escartin (2017) exhaustively discuss the overarching design considerations
for various QRNG types, their working principles, advantages, and limitations. This chapter
outlines the main ideas discussed therein with a specific focus on photonic implementations and
the current state-of-the-art optical QRNGs. The usability of each of these generator types for

different applications is also reviewed.

2.2 Non-optical systems

2.2.1 Radioactive Decay

The first physical QRNGs were based on radioactive decay [105-107] as this is an easily
accessible natural phenomenon (for e.g. through Geiger Muller tubes) which is intrinsically
random. Many design principles used in the development of state-of-the-art optical QRNGs are

borrowed from radioactive systems.

Most QRNGs based on radioactivity use the detection of B - radiation as their source of
randomness [88]. A detection event produces a pulse which is then translated into a digit. In a
sample of radioactive material, the probability of decay follows an exponential random distribution

of the form:
P(t) = A,e?mt (2.1)
where 1, is the decay constant of the material.

Assuming that these devices operate at timescales much smaller than the half-life of the sample

and under fixed experimental conditions (e.g. position of the sample, state of the gas in the Geiger
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Muller tubes), the decay events have been shown to follow a Poisson distribution in a fixed interval
of time [88]. Further, the time intervals between detected pulses also follow an exponential
random distribution and are known to be independent [108] (i.e., they are uncorrelated events).
Hence, from the physical characterisation of detection events, we expect that their temporal

properties can be used to design a TRNG (as explained in section 1.2).

To encode the detection events as random numbers, a digital counter is used in combination with
either a fast or a slow clock. A fast clock is defined as a signal with frequency v > 1 ( 4 is the mean
rate of detection corresponding to 4,,, in the exponential random distribution) while a slow clock is
defined so that v < 4 . The counter increments its value each time a signal is received and can
be reset to start from 0. The timing diagram in Fig. 2.1 illustrates one possible encoding
mechanism employing a slow clock as the reset signal and detection events as the increment

signals to the counter, resulting in numbers 3, 2 and 0 as the outputs.
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Figure 2.1 Sampling scheme of a radioactive QRNG with a slow clock. The pulses at the bottom correspond to
detection of B radiation, which increase the value of the counter. A slow clock indicates the read-out operation, and the
counter is reset to 0 for the next measurement window. In each window, the resulting number corresponds to the
number of particle detections.

In this scheme, a counter increments its value each time a particle is detected. The value of the

counter is monitored at regular intervals (as defined by the period of the slow clock), which

corresponds to the number of detection events in that time window. Once this is read-out, the

counter is reset to zero and the next measurement begins. This method has been employed in

the scheme of Schmidt et al [109]. The converse of this method, as shown in Fig. 2.2, can also

be used to encode detection events. In this scheme, a fast clock is used to increment the value
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of the counter and a particle detection event signals the read-out, resulting in numbers 2, 2 and 3
as outputs. This technique has been used in the works of Ishida and Ikeda [105] and Vincent et
al [107].
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Figure 2.2 Sampling scheme of a radioactive QRNG with a fast clock. The pulses at the bottom correspond to a
fast clock which signals an increment in counter value. A particle detection event (shown at the top) signals the read-
out and reset of the counter. The resulting digit in each window is one less than the number of clock pulses.

Although these initial prototypes have undergone several modifications, the underlying
techniques still remain popular. For example, the web-based server “Hotbits” (deployed in 1996)
uses the pairwise time difference between arrival events in a radioactive system to produce
random numbers [110]. If the difference in arrival times of the first pair is greater than that of the
second pair, bit ‘0’ is recorded. On the contrary, if the difference in arrival times of the first pair is
smaller than that of the second pair, bit ‘1’ is recorded. In subsequent models, Geiger counters
have been replaced by semiconductor devices like PIN photodiodes [111]. These devices are
safer and more convenient to use, as they do not require the same high voltages as Geiger
detectors, although the strength of their output signals is much lower. Other proposals, like that
of Duggirala et al [112], attempt to convert the exponential random distribution into a uniform
distribution (as required in many RNG applications), and implement a uniform RNG with the use
of electronic RC circuits. While radioactive systems provide a method to study truly random
phenomena which can be translated into bits of information, these models have some severe
limitations which prevent their usage in practical applications. The biggest limitation is the need
for a highly radioactive source. Most demonstrated QRNGs use materials such as Cobalt-60,

Strontium 90, and Nickel 63, which require additional safety equipment for proper deployment
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[88]. This means that their integration with computing systems is not straightforward. Next, the
components used in these setups such as Geiger tubes or semiconductor detectors degrade over
time and with extensive use [88]. Hence, these devices require routine maintenance, and the
outputs must be constantly monitored for correctness. While the impact of component degradation
on the randomness of the output bits may be minimal in the short term, their quality may
deteriorate significantly with prolonged use. Furthermore, due to biases in the physical processes,
apparatus as well as the sampling scheme, the obtained bits require postprocessing to satisfy the
statistical conditions of true randomness. Finally, even well-calibrated radioactive QRNGs have
very low rates of production (few hundred kilobits per second) as defined by the decay rate of the
sample and the recovery time of the detectors. Hence, their use in modern computing applications

is fairly limited.

2.2.2 Electronic Systems

Noise in electronic systems is another source of randomness that is easily accessible for RNG
design. Various types and sources of noise such as Johnson’s noise [90], Zener noise [113,114],
laser phase noise [91], and chaos noise [92] can be utilized in combination with commonly used
circuit elements like resistors, capacitors, amplifiers, and op-amps to design efficient TRNGs. Fig.

2.3 shows the conceptual design of an electronic QRNG.

ool 4 |
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Figure 2.3 Conceptual representation of an electronic RNG. The design of electronic RNGs broadly consists of a
source of randomness, an optional amplifying stage (A) and a comparator (C) which checks the amplified signal
against a standard reference to encode bits

Voltage fluctuations in a circuit element caused by effects such as reverse bias in Zener diodes
[114] or inverse base-emitter breakdown in bipolar transistors [115,116] are used as the sources
of randomness. For instance, Johnson’s noise which arises from the random thermal motion of
quantized charges results in random voltages at the ends of any resistive material [90]. Similarly,

in semiconductor Zener diodes, the tunnelling of charge carriers across quantum barriers of a
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particular height and width appear as voltage peaks [88]. This results in “pink noise” which is
ideally suited for randomness applications. The voltage signals are then amplified to the desired
level and compared with a threshold. If the signal crosses the threshold, bit ‘1’ can be obtained
and bit ‘0O’ is otherwise generated (or vice versa). In another encoding mechanism, instead of
directly sampling the voltage signals, pulses are generated when the voltage crosses the
threshold. In this scheme, the time difference between successive pulses follows a Poisson
distribution and hence, the techniques explained in section 2.2.1 can be employed to obtain

random bits.

While noise based electronic RNGs are readily accessible, they suffer from various limitations.
The biggest of these is the presence of short-term and long-term correlations which results in a
bias towards one of the bit positions. In RNGs employing Johnson noise for example, the long
range carrier correlations imply that the voltages developed across a resistor are also correlated
and hence not completely random [117]. Similarly, Zener diodes suffer from memory effects [87]
which means that an instantaneous voltage developed across the barrier is dependent on some
past voltage values and therefore not completely indeterministic. Even in RNGs employing other
sources of noise, the randomness cannot be well characterized, measured, or controlled during
the fabrication process. Further, in schemes employing an amplification stage, the nonlinearity
and the gain bandwidth of the amplifier can cause deviations from ideal random behaviour [87].
Finally, the threshold (defined in the comparator for the encoding of bits) needs to be fine tuned
to reduce the bias between the bit positions for Os and 1s. However, due to issues with the stability
of the device and the time needed for fine tuning, this has proven to be a difficult engineering

problem to solve [87].

Apart from noise based RNGs, other electronic systems have also been explored for the
implementation of TRNGs. One commonly employed method is to use a logical inverter with its
output fed back into the input, resulting in the “Free Running Oscillator” (FRO) configuration [94].
In an ideal scenario, this scheme produces true indeterminism as the output will always be the
logical inverse of the input and vice versa. However, in practice, the circuit behaves as an
oscillator due to the finite propagation delay of the Boolean NOT operation. In an FRO based
RNG, the output of a fast FRO (with high frequency of oscillations) is sampled by a slow FRO to
produce random digits upon comparison with a threshold. Fig. 2.4 shows a schematic of VIA C3
Padlock RNGs [95] implemented using four FROs:
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Figure 2.4 Working principle of VIA C3 Padlock RNGs. The generator samples FRO A (fast) using FRO D (slow),
which is driven by FROs B and C, and outputs a digit using a reference threshold in the comparator CP. The outputs
of FROs B and C are slowed down by 1/8 dividers and XOR-ed, which then serves as an input to FRO D. The
sampling action of FRO D on FRO A is analogous to the sudden stoppage of a fast rotating wheel, which yields a
random orientation each time. The final digit is produced at the output of the comparator which can be further
processed using algorithms.

The working principle of this scheme is analogous to the sudden stoppage of a fast-rotating wheel.
Since the wheel can be stopped in any position, its observed state at any given point of time is
expected to be random [87]. In such schemes, it is important to maintain a relative phase jitter
between the fast and slow FROs to prevent repetitive binary patterns or pseudo random
behaviour. A key feature of these circuits is that they can “lock-in" or stabilize at a voltage level
between 0 and 1 resulting in minor amplitude oscillations which are incapable of driving further
logical circuitry. This is due to the finite gain of the circuit and can be overcome by intentionally
adding some reactances in the feedback loop (the same effect can also be provided by stray
reactances in the circuit) [87]. However, the oscillations would remain extremely sensitive to
variations in electrical power and temperature. Further, individual FROs with different input noise
levels (expected to have random phase walk-offs) tend to get synchronized when on the same
chip, due to the high gain of NOT gates. Such gain picks up any nearby interference (thereby
causing the phased-interlocking effect [118,119]). Interlocked rings thus share nearly the same
phase which leads to pseudo random behaviour. In addition, this effect leaves FRO based

designs susceptible to attacks from external electromagnetic radiations [87].
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Despite these limitations, FROs are used in many commercial RNG prototypes thanks to their

easy accessibility (through integrated circuits etc.) and well characterized system parameters [95].

Apart from these embodiments, other non-optical systems such as Majorana fermions [120], spin
noise [121] and trapped ion systems [122] have also been studied for the implementation of
QRNGs. While some of these realizations are particularly relevant for fundamental investigations
of randomness and quantum mechanics, their use in practical applications is severely limited due

to complexity of their setups.

2.3 Optical systems

Optics and photonics systems are amenable to the implementation of QRNG hardware for a
multitude of reasons. Firstly, there exist many degrees of freedom such as arrival time [123], path
[124], polarization [125], and frequency [126] which can all be used independently or in
combination (for example in hyper-entangled states [127]) as sources of randomness. With the
rapid advancement in integrated optics and silicon photonics capabilities in recent years [128],
optical components like on-chip lasers [129], integrated sources of single photons [130,131],
directional couplers and beam splitters [132,133] have become widely accessible and
interoperable with off-the-shelf telecommunication components such as wave shapers and
spectral filters. Further, the proven superior performance of optical technologies for
communications (as compared to electronic systems) necessitates the use of components that
can interface with fiber optic networks even for classical communication protocols. Thus, photonic
systems are of specific interest for the realization of future technological infrastructures such as
multi-node quantum networks (leading to the so-called quantum internet), quantum cryptography,
and quantum key distribution [134]. As QRNGs are crucial to the success of each of these areas,
it is of particular interest to develop fast, efficient, and trustworthy photonic QRNGs which can be

readily interfaced with other systems.

Since the 1980’s, numerous techniques have emerged for the design and optimization of optical
QRNGs utilizing parameters such as quadrature measurements of electromagnetic radiation
[135], phase noise [136] etc. The system architecture of a generic photonic QRNG is shown in
Fig. 2.5:
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Figure 2.5 System architecture of a generic photonic QRNG. The design of a photonic QRNG generally consists
of a photonic source of genuine randomness which is processed and measured to encode bits. Each of these stages
can further comprise of additional functionalities like postprocessing and randomness extraction (upon detection).

It comprises of a photonic source of genuine randomness, a processing stage which translates
the available randomness into bit positions (made up of optical components like beam splitters,
temporal delay lines etc.) and a detection mechanism. The raw light detected can be further
processed using randomness extraction algorithms, unbiasing operations, etc., to obtain
genuinely random numbers or bit sequences. Depending on the design of the device, the
processing stage can be grouped with either the source or the detector for the purposes of device

characterization.

In most state-of-the-art realizations, the source is an emitter of single photons. For example, the
photon number distribution of an attenuated laser follows a Poisson distribution. The probability
of finding ‘k’ photons in a given interval of time (T') can be determined using the equation:

e_lT(/lT)k
k!

P(k) = (2.2)

where A characterizes the laser intensity (counts/s) and AT is its mean photon number. When the
number of photons is sufficiently low (such that AT < 0.1, e.g. for attenuated light), the photon
state follows sub-Poissonian statistics which is a clear signature of the quantum nature of light
[78]. In pulsed laser systems, this criterion is equivalent to having one photon per pulse and
hence, such sources can be treated as emitters of single photons. As a result, the properties of
attenuated lasers (most commonly, the distribution of arrival times) can be used for the
implementation of QRNGs, analogous to radioactive systems with photons replacing decaying

particles.

Alternatively, the excitation of certain nonlinear materials like lithium niobate [137] or silicon nitride
[138] can result in the generation of entangled photon pairs which can be used to implement
interesting QRNG schemes. For instance, either photon of the signal-idler pair produced from
parametric processes [139] can be used individually (as single photons) or in combination. In the

latter case, the breaking of coherent superposition of photon states by a projection measurement
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results in an intrinsically random observation at the detectors [124]. The working of a typical
QRNG based on this principle in explained in the next section. Sources of entangled photons are
particularly interesting as they also facilitate the investigation of fundamental quantum mechanical
properties like non-locality, teleportation, and causality due to the availability of superposition and

entanglement, in addition to probing randomness.

The design of the processing and detection stages depends on the parameter exhibiting random
behaviour in the source. While many degrees of freedom of a photon can be used to design the
RNG, the most popular techniques use either its spatial or temporal properties. These techniques

are discussed in detail below.

2.3.1 Spatial Mode QRNGs

The path traveled by a single photon from the source to the detectors is an easily accessible
parameter which can be encoded to derive bits of information. If a photon has equal probabilities
of traversing all possible paths, then the observed path information or the spatial mode will be

intrinsically random. Fig. 2.6 shows the schematic of a spatial mode QRNG.
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Figure 2.6 Schematic of a spatial mode QRNG. Action of the 50:50 beam splitter on a single photon state results in
equal probabilities of photon detection at detectors D1 and D2, which are encoded as bits ‘0’ and ‘1’ respectively.

This scheme was first introduced by Rarity et al in 1994 [124] and has since become extremely
popular thanks to its simplicity and reproducibility. It consists of a 50:50 beam splitter which
divides the input classical light so that 50% of the input power is available at each output port.

The action of this beam splitter on a single photon state can be understood as follows:
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Let the two paths resulting from the beam splitter be represented by states |1),]0), and |0);|1),,
where the first state represents a photon detection at detector D1 and no photon detection at
detector D2 while the second state represents a photon detection at D2 and absence of detection
at D1. When a single photon impinges onto the balanced beam splitter, it can traverse either the
first or the second optical path, giving rise to the following superposition state at the output of the

device:

[1)1]0)2 +[0)1]1);
V2

The probability of measuring this state at either detector (thus resulting in the breaking of

(2.3)

1
superposition) is pr This effect can also be understood using the particle representation for single

photons. Every photon has equal probability of taking either path at the output of the beam splitter
(since it cannot be further split) and hence, the probability of detection at each detector is 0.5. In
other words, the output from this system will have clicks produced by either D1 or D2 (but not
simultaneously) with equal frequency. If a detection at D1 is encoded as “0” and at D2 as “1”, the
clicks can be translated into a sequence of bits in which the value of each bit position will be
unpredictable due to the inherent indeterminism of the system. A bias towards either bit value due
to factors such as imbalance in splitting ratio, accidental counts or background noise can be
overcome using simple post-processing methods like a bitwise XOR operation (as explained in
Chapter 1). This technique can be extended to other implementations beyond spatial modes. For
instance, QRNGs based on polarization [140] and surface plasmons [141] have been realized
using the same design principle. In addition, this scheme can have a variety of embodiments such
as integrated chips, fiber-based systems, or free space setups. Due to the conceptual and
experimental simplicity of this method, it has been widely used with modifications for both
standalone QRNG implementations and as a part of other applications. However, it may be noted
that the performance of such QRNGs is severely limited. The speed of this device is directly
dependent on the speed of the source and detectors. Since each photon results in only a bit of
information, a fast source/detector combination with high photon flux is required to obtain long bit
sequences at a fast rate. As ultrafast single photon sources and detectors cannot be easily
deployed with other systems (due to requirements such as the use mode-locked lasers,
superconducting detectors etc.), this method is rarely used for practical QRNG prototypes without

significant modifications.

24



A popular technique to overcome this limitation involves increasing the amount of information that
can be extracted from a detection event. This can be achieved by increasing the dimensionality

of spatial modes of the photon. An example of such a scheme is shown in Fig. 2.7.
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Figure 2.7 Schematic of a higher-dimensional spatial mode QRNG. Multiple 50:50 beam splitters can be used in
combination to increase the number of possible paths a photon can undertake. A detection event at each detector
corresponds to a unique path taken by a photon from the source to the detector. Hence, the possible paths can be
encoded as a sequence of bits.

In this setup, an array of 50:50 beam splitters connected end-to-end increases the number of
spatial modes of the photon by successively introducing new paths that it can take until detection.
Since a photon can traverse each path with equal probability (due to the 50/50 splitting), clicks at
detectors D1-D8 should follow a truly random, uniform distribution. As the clicks in each detector
channel correspond to a unique spatial mode, they can be encoded as shown in the figure to
derive bit sequences. Note that in the setup shown in the figure, each photon results in 3 bits vs
a single bit in the previous realization. More generally, in such schemes, if N is the number of
beam splitters used, then the number of detectors required is N + 1 and the total number of
resulting bits is given by log, N. A similar scheme was realized on-chip in the experiment of Grafe
etalin 2014 [142].

Although this method increases the information retrieved per photon detection, it is evident that
the number of required single photon detectors increases linearly with the number of beam
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splitters used. Given the associated cost and complexity of deploying a large number of single

photon detector channels, this method is impractical for implementation at a large scale.

2.3.2 Temporal Mode QRNGs

Another method to increase the total information contained in a photon detection is to encode the
arrival time of single photons as bits. QRNGs based on photon arrival time have been widely
studied and implemented [48]. Many design principles used in these RNGs are derived from
radioactive systems, with single photons replacing particle decay. The working principle of a

typical time of arrival generator is shown in Fig. 2.8:
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Figure 2.8 Working principle of a temporal-mode QRNG. Temporal observation windows are defined as allowed
by the detector dead time (T 4¢q4), Which are further divided into timebins as per the detector resolution (T,..s)-
Photon detection at a timebin is encoded as 1 and its absence is encoded as 0’s.

In temporal mode QRNGs, photon arrivals are observed in specific time intervals, the width of
which are determined by a combination of source and detector parameters. The width is chosen
so that exactly one photon detection is possible in each interval - typically the same as the detector
deadtime. This ensures that erroneous counts due to factors such as multiphoton generation,
accidental counts, and noise are not registered as separate events. Each interval is then divided
into smaller “timebins” as allowed by the detector resolution and the single photon coherence
time. Random bits are obtained by encoding the detection of a photon in a timebin as ‘1’ and its
absence as ‘0’, as shown in Fig. 2.8. Since the source exhibits true indeterminism, each timebin
has the same probability of occupancy and hence the distribution of the bit positions

corresponding to ‘1’ will be uniform across multiple detections. In other words, each time interval
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will see a photon detection in a different timebin and thus, an accumulation of these events gives

rise to a uniform distribution at the detectors, as expected in an ideal RNG.

To illustrate, an observation window of width 100 ns can be defined using a detector with a
deadtime of the same duration. If its resolution is 1 ns, 100 timebins can be obtained in each
interval. It follows that a photon detection in this measurement basis results in log,100 = 6.64

bits of information. In general, if T4.,4 is the detector deadtime and T,.. is its resolution, then

N = I4ead imebins can be obtained per observation window, which yields Log,N bits.

res

Note that in such schemes, it is important to choose sources whose parameters are compatible
with those of the measurement basis. For instance, if the coherence time of a single photon is
larger than the width of a timebin, a detection event would span multiple bit positions instead of
just one as shown in Fig. 2.8. This would result in ambiguity (due to multiple bits representing the
same event) and a consequent loss of information, as the number of bit positions required to
represent each event increases, thereby reducing the total number of extractable bits per photon.
Similarly, the brightness of the source (counts/s) that can be used is limited by the detector
deadtime. A brighter source does not necessarily result in a faster device as the events occurring
within the detector deadtime will not be recorded. Thus, optimization of source and detector

parameters is necessary to achieve a high-performance temporal mode QRNG.

Time of arrival generators have become increasingly popular for the realization of fast and
compact QRNGs owing to the simplicity of their designs and increased dimensionality of
information encoding. As a result, numerous schemes have been implemented to study their
performance parameters and suitability for various applications. For example, Nie et al [123] have
implemented an extremely simple and fast QRNG with only an attenuated laser source and an
external reference clock to encode arrival times as random bits. In contrast, Xu et al [143] also
realized a high bitrate QRNG using a source of entangled photons and dynamically monitoring
the visibility of quantum interference fringes as a measure of randomness in the system. Since
temporal mode QRNGs can be realized in vastly different configurations, the needs of each
application or study determine the exact design of the RNG. Further, since multiple time
references can be used to encode bits (similar to the fast and slow clock techniques discussed
for radioactive systems in section 2.2.1), such schemes are suitable candidates for the
implementation of multiplexing schemes which can achieve very high performances. An example

of such a scheme is studied in detail in Chapter 3.
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2.4 Performance parameters of QRNGs

As discussed in the previous sections, QRNGs can be realized using a multitude of techniques.
While the initial radioactive systems were more suitable for a theoretical study of quantum
randomness, photonic implementations are best suited for commercial applications. Since the
1950s, thousands of QRNG prototypes have been developed and patented for various uses [60].
In order to compare these prototypes and determine the best scheme for a given application (or
to develop a new one), it is necessary to quantify the performance of QRNGs using measurable
quantities. State-of-the-art QRNG research focuses on optimizing two performance parameters,
namely, bitrate and certification of genuine randomness. The bitrate of a device is equivalent to
its speed and can be measured using the number of bits produced per unit time. For instance, a
generator that can produce numbers at the rate of 10 Mbps is better than one which operates at
100 Kbps, considering only their speeds. In photonic implementations, bitrate is directly
dependent on the deadtime of the detectors, brightness of the source, extractable bits per photon
etc. This parameter is of specific relevance for commercial applications where the fast production

of a large number of bits is required for use in other dependent protocols.

The second parameter i.e. certification of genuine randomness, is a direct measure of the security
of the device. It addresses the question of whether the bits generated by a QRNG can be trusted
to be truly random. Since present day generators already achieve statistical randomness, this
parameter is crucial toward distinguishing the advantages of quantum systems over their classical
counterparts. Further, it provides a measure of how immune the device is to external attacks
which can compromise the functionality of the generator as well as other components with which
it is interfaced. Unlike the bitrate, certifiability cannot be measured directly from the data produced
by an RNG. Rather, it is determined through the verification of quantum mechanical criteria such
as a loophole free violation of Bell tests, high visibility of quantum interference fringes and so on.
For instance, if in a QRNG the setup used to encode bits can also be used to obtain quantum
interference fringes with a high visibility (typically greater than 71% [144]), such a method can be
trusted to be truly random. In devices where quantum mechanical properties cannot be directly
measured (for example, in an attenuated laser with sub-Poissonian statistics), a detailed device
characterization in combination with an estimation of the minimum information entropy of the

device can be used to determine trust..

QRNGs can also be classified and studied based on their performance parameters. As discussed
by Ma et al. [48] in their review of QRNGs, the following classes can be defined based on the

usability of a generator for practical applications:
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2.4.1 Self-testing QRNGs

Self-testing QRNG configurations provide the highest degree of trust in the randomness of the
produced bits. The methods used to realize these devices lead to the development of the so-
called Device-Independent QRNGs (DIQRNGSs) [145] in which randomness does not depend on
the components used in the setup or the design of the generator. In other words, these devices
do not make any assumptions about component parameters, their deviation from ideal behaviour,
presence or absence of an adversary etc., in order to generate truly random bits. The outputs
from these QRNGs are guaranteed to be indeterministic, irrespective of design parameters, via
the satisfaction of a number of complex quantum mechanical criteria, typically including the
loophole-free violation of Bell inequalities. Self-testing and Device-Independent QRNGs are
especially relevant for applications where security takes precedence over all other considerations

and also for fundamental investigations into the nature of randomness.

Ideally, every QRNG should be self-testing so that the produced bits can be directly used in the
required applications. However, due to the experimental complexity of these setups, their bitrates
are extremely low (of the order of a few hundred bits per second), which makes them unusable in
practical applications [48,88]. In addition, since there is no defined threshold for the physical
verification of randomness (similar to the NIST and Diehard test suites for a statistical verification
[75]), it is unclear if every application indeed requires a robust certification as performed in these
realizations. To address this limitation, many recent works have sought to increase the rate of
production in self-testing devices and this remains an active area of research with some promising

results emerging only recently from the works of Rusca et al [146,147].

2.4.2 Trusted-device QRNGs

While self-testing and device-independent QRNGs achieve a very high level of trust, the
performance of practical devices is often evaluated using other parameters such as speed,
compactness, and ease of use. As a result, fast QRNG schemes with verifiable quantum
behaviour have been developed for use in commercial applications, which are termed as trusted-
device QRNGs. Such devices may not be completely “quantum-proof”, i.e. their designs may not
be robust enough to withstand sophisticated quantum attacks. However, they exhibit genuine
random behaviour and possess distinct quantum mechanical properties which can be verified
through measurements such as coincidence-to-accidental ratios, correlation counts, quantum
interference etc. Thus, trusted-devices are an effective intermediate between classical devices

which are deterministic and self-testing QRNGs which are mostly experimental.
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Since trusted-devices are mainly developed for practical purposes, factors such as the size of the
device, its interoperability with other electronic or photonic systems, and shelf life (due to the
degradation of components) are important considerations in addition to having a fast bitrate. As
a result, performing complex quantum mechanical tests on their outputs would not be feasible to
certify the generated bits as being truly random. Hence, security of these devices is assured
through a detailed device characterization along with a quantitative estimate of the randomness
in the obtained bits. Note that this is a crucial design principle used in trusted-devices. It is
assumed that the components in the setup are non-malicious i.e., while they can deviate from
ideal behaviour, no component behaves as an adversary, deliberately detracting from random
behaviour. The device characterization includes a complete description of the generated photon
states, their evolution caused by the processing stage and detection settings that yield the final
bits. This information is then used to estimate the amount of genuine randomness in the system
which can be quantified using the minimum information entropy or simply the minimum entropy.
Chapter 3 describes the technique to derive mathematical expressions for the minimum entropy
of QRNGs using source, detector, and environment parameters. In trusted-devices, the minimum
entropy can be used in combination with other parameters as a figure of merit of the QRNG. For
a well characterized quantum device, higher minimum entropy implies more randomness in the
generated bits. Note that the estimation of minimum entropy is distinct from the certification of
genuine randomness even though an investigation of source parameters is required for both.
While minimum entropy quantifies the randomness, certification guarantees that its origin is truly

indeterministic.

As discussed above, current QRNG research maintains a trade-off between speed and security.
While trusted-devices achieve high speeds, they are not immune to adversarial attacks whereas
self-testing QRNGs achieve high security, but operate at extremely slow rates. Hence, an
appropriate implementation strategy can be chosen to meet the needs of a specific application.
An ideal QRNG should have both high security and high speed in order to meet the requirements
of both commercial applications and academic studies. Even as active research is being
undertaken to realize such systems, an intermediate QRNG type can be implemented to partially
meet both requirements. Semi-self-testing devices are a class of QRNGs in which some parts of
the setup are trusted while other parts are not. For instance, in a source-independent QRNG [48],
the source is uncharacterized (similar to self-testing protocols) while the measurement settings
are well-defined. By rotating through a set of different, well-defined measurement bases, the
indeterminism in the source can be translated into random bits. Conversely, a measurement-

independent QRNG can be defined in which the source is well characterized but the measurement
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components are untrusted. In such devices, a specific measurement basis is determined through
the use of auxiliary photon states from the source. This information about the measurement
device can be then used to encode bits. It follows that in semi-self-testing QRNGs some quantum
mechanical criteria for genuine randomness are met by either the source or the measuring
components and a detailed characterization of the rest of the device provides the complete

information necessary to verify genuine random behaviour.

It may be noted that irrespective of the design methodology being used, all approaches for the
implementation of QRNGs involve a complete re-design of the device which results in a fixed set
of performance parameters for each setup. Although this strategy could yield increasingly
improved QRNGs, it typically involves replacing the source, the detectors, the processing
elements or all of them together. This is an expensive and experimentally complex undertaking
as interoperability and backward compatibility between various state-of-the-art components is not
easily achievable. Therefore, it would be tremendously useful, especially in commercial
applications, to realize a QRNG in which the trade-off between these parameters can be tuned.
If a given device can be used with minor modifications to provide either a faster bitrate or higher
security in different contexts, this would reduce the overhead involved in re-designing and re-
implementing a QRNG when the application requirements change. One possible design solution
to address this problem was developed through this Master’s project which has been described

in detail in Chapter 3.
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3 SCALING RANDOMNESS PARAMETERS IN PHOTONIC TRUSTED-
DEVICE QUANTUM RANDOM NUMBER GENERATORS

This chapter describes the design of a novel randomness scaling mechanism developed as a part
of this Master’s thesis. The motivation for this design, experimental realization, advantages and

limitations are explained in detail below.

As explained in Chapter 2, commercial applications require a high random bit rate and hence,
trusted-device QRNGs are considered the most promising practical implementation. In these
devices, a high random bit rate is typically achieved by means of two strategies: source/detector
optimization [8,9], and/or increasing the state dimensionality (the number of levels/modes a

photon can occupy at detection) [10,11].

The first is important for trusted-devices as they operate under the assumption that the
components are not vulnerable to malicious attacks and therefore genuine randomness is
guaranteed due to the nature of the source. This means that the only reason a trusted-device
QRNG may be unable to produce its maximum achievable randomness (that is, translate all
photon states into random bits) is because of system nonidealities such as noise, multi-photon
state generation, finite detector resolution, and imperfect quantum visibilities. The second strategy
is critical as the state dimensionality quantifies the potential total randomness in the QRNG
without real-world nonidealities. In this way, the random bit rate in practical devices can be
increased by reducing system nonidealities and/or by increasing the total number of possible
extractable bits. However, there are several practical drawbacks to increasing trusted-device
bitrates using these methods. A QRNG bit rate that depends critically on source or detector
parameters has limited flexibility. As sources and detectors degrade (or other operational
parameters change) so does the bit rate. Improving the performance of such devices eventually
requires the overhaul of costly components, e.g., the complete replacement of the source or
detector. On the other hand, improving bit rate through dimensionality scaling typically comes with
increased experimental complexity and cost. For example, recent work from Grafe et al. [142]
shows a potential scaling mechanism accomplished by increasing the number of spatial modes
in a waveguide implementation, but at the price of using eight single photon detectors for eight

different possible photon paths.

In this chapter, we experimentally demonstrate a method for flexible, bitrate scaling in a temporal
mode trusted-device QRNG without changing the source or the detector, and with minimal

increase of system complexity. The motivation for our experimental design comes from a

33



parameter we investigate, the minimum information entropy per bit, H, (detailed in section 3.1 ),

which signifies the efficiency with which a QRNG can practically use its randomness. For example,
in an implementation with H,, = 0.5, only half of all photon detections can be trusted to be truly
random. As this parameter is directly proportional to the random bitrate in trusted-device
implementations, it is a particularly worthwhile parameter for QRNG design and optimization. Our
specific implementation works by cascading fiber-based beam splitters and fiber-based delays in
order to increase the dimensionality of state space of photon arrivals, and therefore H,,. In this
technique, the number of detector channels remains the same even though we physically
increase the possible detected photon states through a time multiplexing scheme. By simply
adding beam splitters and fiber delays, we can reduce the impact of source and/or detector
nonidealities to either improve random bit generation or, alternatively, allow the use of lower
quality devices for comparable performances. Here we show randomness scaling, consistent with
theory, for two different sources of single photons: 1) an attenuated laser and 2) continuous time-

energy entangled photons generated by spontaneous parametric down-conversion (SPDC).

For our specific sources, we show an improvement in minimum entropy per bit between 3-20%
as the number of beam splitters is increased from 0 to 4. However, our method shows great
promise for low-cost, practical QRNGs that use affordable, lower quality sources and detectors
and for which randomness improvement can be as large as 30%. Furthermore, our experiments
suggest that for trusted-device implementations, there exist regimes or operational settings where
sources of heralded photon pairs may not offer any inherent advantages over attenuated laser
sources with regards to random bit generation rate, indicating that off-the-shelf lasers can be
sufficient for practical quantum random number generation requirements. At the same time, in
certain configurations (like T2 measurements) heralded photon pairs can be potentially used for
a simultaneous recreation and investigation of the state space of photon arrivals using a single

measurement instead of using two separate measurements as described in this chapter.

3.1 Theoretical approach

In temporal QRNGs based on the photon arrival time [148], the amount of genuine randomness

in the raw distribution can be quantified using the minimum entropy given by:

Hmin = logZ(N) (3-1)

in units of bits, where N is the total number of time bins in the observation window. For a generic

QRNG, N refers to the number of possible states a photon can occupy at a given detection event.

In the ideal scenario, all time bins have an equal probability of occupancy and hence P; = 1/ N. In
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a system where the probability distribution of the states is not uniform, one uses H,,;,, =
log, (PL) where P, is the maximum probability of a photon occupying a time bin. Regardless

of the source or detection mechanism used, the number of bits that can be obtained practically

from such a trusted-device implementation is
Hpin = lng(N) — Hgey (3.2)

where H,,,, corresponds to source/detector nonidealities such as multi-photon counts, detection
jitter, dead times, limited temporal resolution, etc., which degrade the capability for random bit
generation. In dividing H,,,;,, by the number of bits the system could ideally produce, we introduce

the minimum entropy per bit as

_ _ Hgey
H,=1 P (3.3)

which has a maximum value of 1 when H,,,, = 0. In other words, in a perfectly random system,
there are no experimental nonidealities and thus all photon detections can be trusted to be truly
random. When Hg,,, is non-zero, H, can be optimized by either reducing Hg,,, or increasing N.
Though not the main objectives of their works, Xu et al [143] recently show impressive random
bit generation rate in trusted-device QRNGs by improving H,,. Efforts to improve H,, by decreasing
H,.,, require source and detector optimization or a complete design overhaul. On the other hand,
methods that improve H, by increasing the dimensionality N, come with either additional
experimental complexity or increased cost. Here we characterize H,,;, and Hg,, on a novel
QRNG for two sources and show how they affect H,,. Further, we explain how small changes to

the experimental setup can scale H,, by optimizing the term H,, /log, (N).

Fig. 3.1 shows the proposed experimental setup of our entropy scaling technique. Our theory
assumes non-ideal sources and detectors (i.e., with multiphoton emission, finite detector
resolution, imperfect efficiency, and the presence of noise in the form of both background and
dark counts). The heart of our randomness scheme is a set of cascaded, fiber-based beam
splitters in which the source is divided into two paths by the first and recombined into the two
inputs of the next (and repeated again until the last beam splitter) with different amounts of fiber

length between their outputs. Given a generation time Tg,, for each photon, we obtain [ =
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2™ temporal states in which the photon can be detected (where n is the number of beam splitters).
For example, in an implementation with two beam splitters (shown in Fig. 3.1), the randomness
scheme introduces four temporal states that every photon can occupy at the detectors,
corresponding to delays Tye, + T1 + T3, Tyt T1 + T4, Ty + T2 + T3 @and Ty + T2 + T4, where
T1, T2, T3, and T4 correspond to the temporal delays introduced by the fiber paths shown in Fig.
3.1. Since these temporal states correspond to physical components in the system, we refer to
them as “physical time bins.” If T, is used as a reference by using a heralding photon from the
signal-idler photon pair of a correlated source, these physical time bins can be characterized. This
corresponds to switch position A in Fig. 3.1, in which the signal photon from the source is input
into the beam splitters and the simultaneously emitted idler is used as the “clock” trigger to

measure the photon delay time (see also the data in Fig. 3.3).
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Figure 3.1 Experimental scheme of the cascaded fiber beam splitter setup for entropy scaling. BS — Beam
Splitter, TDC — Time Digital Converter, CLK — Clock, T1,T2,T3,T4 — Temporal delays introduced by different fiber
lengths, s, i — entangled signal-idler photon pair, D1,02,D3 — Single Photon Detectors

However, in the absence of a herald, the physical time bins cannot be measured due to
uncertainty in the generation time T,,, which arises because of source temporal characteristics
(such as spontaneous emission or continuous wave emission from the laser). Since photon
generation is a spontaneous process, Ty, varies randomly with respect to any clock signal in the
lab frame. Without synchronization to the generation time, the detector displays an overlap of the
physical time-bins introduced by the randomness scheme, resulting in a uniform distribution of
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equally probable random arrival times of photons with respect to the lab clock. In fact, this scheme
of using an arbitrary lab clock (corresponding to switch position B in Fig. 3.1) to measure random
photon arrival times within the clock window has been used successfully in a number of high-
dimension temporal mode QRNGs [123,149]. Since this encoding represents bits in positions that
are not determined by physical components in the setup, we refer to them as “virtual time-bins”,
the total number of which is N,,. It may be noted that measurement settings represented by switch
positions A and B in Fig. 3.1 correspond to the measurement of uncertainty/randomness in two
different degrees of freedom. While measurements for switch position A allows the
characterization of uncertainty in the path traversed by the detected photons, measurements for
switch position B allow the characterization of the uncertainty in the generation time of the
photons. The utilization of two distinct degrees of freedom in a time multiplexing scheme is a

unique feature of our experimental setup.

In our proposed setup, we combine virtual and physical time-bins to scale the dimensionality and
therefore H,. The net effect of the cascaded beam splitter setup on photon arrival times can be
summarized as a matrix where the two basis vectors are generation times and physical time-bin
positions, see Fig. 3.1 (inset). Conventional virtual time-bin encoding with one physical dimension
represents a state space of only one row of the matrix. Our scheme, on the other hand, provides
a state space equal to the area of the matrix (which in our demonstration is I = 2 - 16 physical
time-bins and N,,=100 virtual time-bins, equivalent to I x N,, = 200 - 1,600 temporal states).
However, there is an important advantage to our method besides simply increasing the states a
photon can occupy. By using physical time bins, we can scale the overall entropy per photon
without changing the source or detector properties of the setup. This is not possible in
conventional virtual time-bin QRNGs, where one can only increase the number of states by

lengthening the detection observation time window or improving detector resolution [15].

The net effect of the cascaded beam splitter setup on the photon arrival times is also illustrated
in Fig. 3.2, using the case of 2 beam splitters as an example. As seen in the figure, the two beam
splitters result in 22 = 4 paths at the detectors. Every photon with a distinct Tyen Can traverse each
of these paths with equal probability. Further, photons with different T, values can occupy the
same timebin (with respect to an external clock) in the resulting bit sequence, as they experience
different delays corresponding to the path they traverse. Hence, the total number of ways in which
a given bit position can be filled increases (from 1 to 4) with the addition of beam splitters. More

generally, with respect to an external clock of a given repetition rate (giving rise to N,, timebin
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positions within the window of observation), a detection in each timebin can be the result of 2™
distinct photon events due to n beam spiltters in the setup. Since the uncertainty in the spatial

mode exists in addition to the temporal uncertainty of photon generation/emission from the
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Figure 3.2 lllustration of randomness scaling using two beam splitters in the setup. Paths 1,2,3 and 4 which
are temporally distinct from one another are created at the detectors. Photons with different generation times can

arrive at the same bit position in the final sequence, thereby increasing the randomness per bit.

source (which results in a random variation of Ty, with respect to the lab clock), this scheme
generates more randomness in comparison to traditional temporal QRNGs which use only one
degree of freedom for randomness extraction, namely, the arrival time of single photons. Thus,
with N,, timebin positions defined by the external clock, and 2™ spatial modes defined by their
cascaded beam splitter setup for each of the N,, positions, the total number of ways where a bit
sequence can be generated is (N,,*2™), which is the dimensionality of the state-space of photon
arrivals. To illustrate this further, consider the case of N, = 5 and n = 1. In this configuration, the
bit sequence 10000 can be detected as a result of a photon arrival at either detector channel D1
or channel D2 in the first timebin position, whereas in the absence of a beam splitter, the bit
sequence would be the result of an individual detection event (corresponding to a unique Ty.p,).
Thus, the introduction of a beam splitter leads to more photon states, thereby increasing the

randomness of the setup.
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To demonstrate the effectiveness of our method and that randomness scaling is independent of
the source and detector, we derive the expected minimum entropy per bit for both the attenuated

CW laser and entangled photon pair sources.

3.1.1 Attenuated CW Laser

Light emitted from an attenuated laser with low average photon number, 1 < 0.1 per observation
time, follows a Poisson distribution and can be treated as a single photon source. The minimum

entropy associated with the detection of such a photon can be written as follows [15]:

Hpin = log,(N,) +log,(1 — e™*T7) — log, (ATy) (3.4)

where N, is the number of virtual time bins in the encoding scheme, A characterizes the laser
intensity, y is the efficiency of the detector and T is the duration of observation as determined by
the detector deadtime. The terms logz(l - e"m’) — log,(ATy) are obtained after correcting for

multiphoton counts, timing jitter of the detector, etc., which contribute erroneously towards

randomness in the collected raw data - as explained in [15].

However, since the dimensionality of the state space is N, * 2" instead of N, as in

traditional QRNGs, this equation becomes (see the Appendix for detailed steps):

Hppin = loga(Ny,) + 1 +log,(1 — e ) — log,(ATy) (3.5)

The additional entropy resulting from the cascaded beam splitter section can be monitored

through the minimum entropy per bit as follows, using the experimental values of N,, and n:

_ _ Hgey
Hy =1 log,(Ny)+n (3.6)
with
Hypp = logz(l - e"m’) — log,(ATy) (3.7)
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3.1.2 Entangled Photon Pairs

An N,-dimensional biphoton state can be obtained through different spontaneous processes in
nonlinear media such as Spontaneous Four Wave Mixing (SFWM) in microring resonators
[126,150], SPDC in Periodically Poled Lithium Niobate (PPLN) waveguides [151]. This state can

be characterized as:

[P) = T2 )4 ® lids (3.8)

where |i) represents a single photon at a discretized time interval i [143]. It has been shown that
the smooth minimum entropy (accounting for environmental noise) of such a higher-dimensional
timebin entangled state, when measured in two mutually unbiased bases with orthogonal Positive
Operation Valued Measures (POVMs) (such as the virtual and physical timebins corresponding
to switch positions A and B of the experimental setup in Fig. 3.1) can be bound as follows
[152,153]:

Hmin = _logzc - Hmax (3-9)

where ¢ is the maximum overlap (see eq. 3.10) between the two mutually unbiased projective
measurements from the incompatible POVMs, onto the physical timebins and virtual timebins
bases. The Maximum Entropy H,,., is the Renyi entropy of order %2 which gives more weight to
events with small surprisal [154]. H,,,,,, can be modeled so that it accounts for inaccuracies in the
measurement, for example due to statistical fluctuations, variations in the visibility of the single
photon source etc., as shown in [143]. Further, H,,,, can be approximated such that it varies
proportionally with N,,, which is the most significant parameter [155]. In our implementation, the
parameters H,,;,, and H,,,, correspond to the measured entropy of the virtual timebins and the
physical timebins respectively, which form the two mutually unbiased, orthogonal bases. Since
for each value of i, there exist 2™ temporal states in which the photon can be measured at the

detector,

(3.10)



Thus, the minimum entropy per bit can also be described by eq (3.6), substituting Hg,,, with H,,,,.

3.2 Experimental Details and Results

As an attenuated source, we used a CW laser and a pulsed laser (NetTest Tunics Plus) with
emission centered at 1547.6 nm wavelength and with a linewidth of 100 MHz. The outputs of the
lasers were attenuated by means of two stacked variable optical attenuators, leading to 25 kHz
photon flux at the detector. This corresponds to an average photon number, 7 < 0.1, for the 100
ns temporal window we choose to measure photon arrival times. For the SPDC source, we use
the same laser as a pump for a two-stage periodically poled lithium niobate (PPLN) waveguide
system. In this setup, the first PPLN is used for second harmonic generation (SHG) [156] to
convert the 1547.6 nm light to 773.8 nm, which is then used to pump the second PPLN waveguide
for SPDC, so as to generate entangled photon pairs (for which degenerate photons are centered
at 1547.6 nm). Both PPLNs are commercial devices (Srico 2000), the parameters of which are
similar to those in [157]. Note that high-rejection bandpass filters were used to block residual
pump light not converted by SHG or SPDC, respectively. Although the total SPDC bandwidth was
> 4 THz (too large to be measured by our laboratory equipment) we use a telecom programmable
filter (Finisar 4000A WaveShaper) to select 25 GHz each of signal and idler bandwidths of non-
degenerate SPDC photons. By pumping the first PPLN at 1 mW we produce 100uW of SHG
which gives us a detected SPDC photon rate of 13kHz for signal and idler channels.
Superconducting nanowire single photon detectors (Quantum Opus One) were used for all
experiments, featuring a deadtime of 80 ns, an efficiency of 85% at 1550 nm, and a resolution
(jitter) of ~400 ps. Photon detection events were recorded by a time-to-digital converter (Picoquant
Hydraharp 400), used to give the difference in photon arrival time between a trigger and a
detection event. As described in section 3.1, we use two different triggers - the detected idler
photon (Fig. 3.1 switch position A) and an arbitrary lab clock (Fig. 3.1 switch position B) which we
choose to be a pulse train at 10 MHz from an arbitrary function generator (Tektronix AFG 3251).

Our randomness scheme consists of 1-4 polarization maintaining 50/50 fiber couplers (AFW PFC-
15-2-50-BB) connected as shown in Fig. 3.1. The couplers used in our experiment had an average
insertion loss (including loss due to mating sleeves and fiber delays) of ~1dB each and their
splitting ratios deviated from 50/50 by at most 2%. Note that larger deviations in splitting ratios
would be detrimental for random bit generation as it would cause a reduction in minimum entropy

per bit due to a decrease in possible photon states.
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In order to generate separate, nonoverlapping physical time-bins, we put fiber delays on all BS
outputs ranging from 0.20 to 4.0 m. Note that these fiber lengths are not the path differences
between the arms of the interferometers. Rather, they are included to ensure that the measured
physical timebins are distinct and do not overlap. Overlapping timebins would lead to a reduction
in the total number of distinct photon states and hence the number of extractable bits per photon
detection, which is undesirable for a practical QRNG. Further, the minimum path difference
between the arms of the interferometers is maintained at 2m to prevent first order interference

from both the laser and the PPLN source, which require a minimum path difference of 1m.

Fig. 3.3 shows the histogram of photon arrival times using the idler as the trigger. Additionally,
the coincidence-to-accidental rate (CAR) of the system ranges from 200 to 1200 depending on
the number of beam splitters (and hence losses) in the system. In an ideal implementation with
no losses in the different arms of the interferometers, the count distribution in each timebin would
be approximately the same. However, the observed count distribution shows non-uniformity which
can be attributed to deviation in splitting ratio from perfect 50/50 in successive beam splitters as

well as to the different losses introduced by the inclusion of additional beam splitters, fiber delays
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Figure 3.3 Histogram of single photon arrival times

(heralded case). The histogram of signal photon arrivals

(physical time bins) using the idler as a clock trigger for the

system with 4 beam splitters. The histograms when 1,2, and

3 beam splitters are employed are reported in the inset at the

top (left — right)
and mating sleeves in the experimental setup. The impact of the skew in the count distribution
can be estimated from the experimentally measured value of minimum entropy. In case of a

significant deviation from an ideal behaviour, the number of usable bits would be less than the
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number of beam splitters (or log,(2™) = n) in the setup, due to fewer distinct photon states.
However, in the observed distribution, the experimentally measured value of minimum entropy
closely matched the theoretically expected value, thus indicating that the observed skew in the

count distribution does not significantly impact the extractable randomness.

Fig. 3.4 shows the distribution of photon arrival-times when the clock is in position B in Fig. 3.1,
corresponding to the active mode of the QRNG for generating random bits. Here we choose the
observation window to be 100 ns (~detector deadtime) and width of each time bin to be 1 ns,

giving an N,, = 100. Note that we purposely choose this width to be more than twice worse than
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Figure 3.4 Histogram of photon arrival times
(unheralded). Virtual time bins at the detectors for
photons emitted by an entangled PPLN waveguide
source and an attenuated laser, respectively, using a 10
MHz lab clock as the trigger. Data were collected over 3

minutes.
our actual resolution to simulate practical systems where a detector resolution of 1.0 ns is a more
realistic value. Ultimately N, is a ‘free’ parameter limited by the dead time of the detector (which
sets the largest observation window) and detector resolution (which sets the smallest bin width).
The distributions of both the sources are near-uniform as expected. Effectively, this uniform
distribution is obtained due to an overlap of physical timebins created by the beamsplitter setup
(as shown in Fig. 3.3) at different generation times Tg.,. Fig. 3.5 illustrates the creation of this
uniform distribution using the data from Fig. 3.3 for the case of one beamsplitter and by

numerically varying the value of T,,.
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Figure 3.5. lllustration of the creation of a uniform random distribution due to varying T, and physical
timebin positions. (a) Physical timebin positions with T, varying in a 1ns interval. (b) Physical timebins positions
with Ty, varying in a 3ns interval. (c) Linear shift and overlap of physical timebins positions with Ty, varying across
all 100 timebins. (d) Uniform distribution obtained by measuring physical timebin positions with respect to a 10MHz
clock and T, varying across all 100 timebins.

With a single beamsplitter in the setup, two distinct physical timebins are created for a given Ty,
However, as T, varies with respect to a reference clock, the positions of the created physical
timebins also change. This effect can be seen in Figs. 3.5 (a) and 3.5 (b) where T, varies within
intervals of 1 ns and 3 ns, respectively. The created physical timebins are shifted along the timebin
axis corresponding to the variation in T,,. Since N,= 100 and the width of each timebin is 1 ns
in the experiment, the observed values of T,,,, can change between 1 ns and 100 ns in increments
of 1 ns (equal to the bin width). The variation in the temporal position of the physical timebins
corresponding to varying Tg,, values across 100 ns is shown in Fig. 3.5 (c). It can be seen that
some timebins start to overlap at ~70 ns due to a simultaneous occurrence of the first physical
timebin from a certain T,,,, measurement and the second from a different one. Since this
distribution is shown over a linear timescale, the shift in the positions of the physical timebins is
also linear. However, measuring the timebin positions with respect to an external clock of a given
repetition rate (10 MHz, used in measurement mode B of Fig. 3.1) results in measurement frames

of a fixed width or measurement duration. Timebins occurring outside the frame width (100ns) are
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observed in subsequent measurement frames. Thus, a uniform distribution is obtained across the
100 timebins in each measurement frame as shown in Fig. 3.5 (d). Here, physical timebins
corresponding to multiple values of T, are observed within the frame, along with overlapping
timebins which occur outside the measurement duration of the previous frame, resulting in equal
probability of photon detection at any of the 100 timebins. Thus, this figure illustrates the
generation of the ideal uniform random distribution (as in Fig. 3.4) in the temporal basis due to
varying Ty, values and the creation of physical timebins, which are the two sources of

randomness used in the experiment.

Fig. 3.6 shows the experimentally measured minimum entropy per bit, H,,, as a function of the
number of beam splitters for the two sources, as well as the theoretical curves for other potential
sources and detectors with varying amounts of nonidealities. For the determination of H, there
are two important quantities: H,,,,, and the total number of potential random bits, log,(N,) + n,
generated by this QRNG configuration. We experimentally measure the latter using the raw data
from Fig 3.4., calculating the minimum entropy from the empirical definition —log,(Max P;) as the
maximum photon counts in any of the 100 timebins divided by the total number of photon counts
in that observation window. Similarly, the data in Fig. 3.3 are used to experimentally determine
the number of physical states, I. For example, in the configuration with four beam splitters, the
theoretical value of bits is expected to be log,(100) + 4 = 10.64 bits. Here our data from Fig. 3.3
and Fig. 3.4 show the experimental number of bits to be 10.47+ 0.039. H,,, is determined from
the characterization of the sources and detectors (i.e. measurements of detector efficiency and
resolution, multiphoton generation, etc., see section 3.1) similar to refs [123, 143] and subtracted
from the minimum entropy of the raw data. For our attenuated laser source, we estimate the

average H,,,, to be 0.56 and 3.55 for the PPLN waveguide source.

It can be seen from Fig. 3.6 that the experimental scaling of H,, closely matches our theoretical

predictions. In general, we expect that increasing the number of physical paths, I, should improve

the efficiency of randomness. For the attenuated laser used in this experiment, H, already begins
at a high value of 91.52% and reaches 94.8% with the addition of beam splitters. For this laser,
Hye, is so low that increasing the number of modes has a small effect on randomness since the
system already allows almost all the randomness in the system to be used for bit generation.
However, the increase in losses due to the inclusion of more fiber beam splitters affects the
detected photon flux, which prevents an arbitrary increase in bitrate of this system. For the
entangled PPLN waveguide source, H, increases much more dramatically, from 45.97% to

66.09%, as the number of beam splitters increases from 0 to 4.
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In general, Fig. 3.6 shows that increasing the number of beam splitters is particularly significant
with higher values of H,,,, . For example, when H,,,, = 5, which can be obtained by changing

source and detector parameters such as N (most prominent parameter) from 100 to ~ 500 (e.g.,
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Figure 3.6 Minimum Entropy per bit as a function of
the number of beam splitters. Data points show
experimental measurements and dashed curves show
theoretical predictions for different source/detector
nonidealities.

by using a suitable PPLN source), the increase in H, is as high as 29%. This indicates that our

scheme is particularly useful in cases with increased source/detector non-idealities, which makes
it even more amenable to application in real world systems. Note that the experimental value of

H, changes negligibly as the integration time varied from 30s to 60 minutes, which indicates that

asymptotic behaviour is achieved for relatively short data collection times. Thus, finite size effects
are not dominant in our data i.e., a significant change in the values of H, is not likely to be
observed with the accumulation of more data. Finally, we note that our data in Fig. 3.6 show that
the attenuated laser used for our experiment outperforms the source of heralded photons with
regards to random bit generation rate , indicating that entangled photon sources do not offer an

inherent advantage in such a temporal mode QRNG configuration.
We also use the data in Fig. 3.6 to calculate the scaling in random bitrate from the relation:

Bitrate = Total Minimum Entropy * Photon Flux

= Hy, = (log,(N,) + n) * Detected Photon rate (3.11)
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With our sources, a random bitrate in the range of 50 kbps to 150 kbps was achieved. However,
a higher value for bitrates can be obtained using faster source/detector combinations. It can be
seen that all parameters in eq. 3.11 vary with the number of beam splitters in the setup.
Consequently, the bitrate either increases or decreases, depending on which of these parameters
has the dominant effect. For example, when the losses are low (~0.5 — 1dB), the first two
parameters in eq. 3.11 increase much faster than the decline in the photon flux. Therefore, in
such cases, there is a net increase in bitrate with the addition of a beam splitter. However, as
losses become greater (~2- 5dB), the decline in photon flux becomes the dominant contributor to
the random bit rate and hence it is indeed detrimental to add more beam splitters to the setup in
this region of operation. In Fig. 3.6, the curve for attenuated laser achieves the maximum value
for minimum entropy per bit of 0.948 when four beam splitters are used. However, with the
addition of the fourth beam splitter, there is only a slight increase in H, of ~0.5%, whereas the
photon flux continues to decrease. In contrast, the curve for PPLN waveguides sees an increase
in H, of 6% when the number of beam splitters goes from 2 to 3 with an equal decrease in photon
flux. However, since the number states also increases ((log,(N,) + n), we observe a net rise in
bitrate of ~3% in this region. Thus, for our source/detector settings, the region between beam
splitters 2 and 3 is optimal for QRNG operation. This effect is evidently more prominent when the
quality of the source is lower, since a larger increase in H,, is seen with every beam splitter in such

case.

To obtain the final bit sequences, a Toeplitz Hashing Extractor [89] is implemented in order to
separate noise in the channels from genuine randomness resulting from the source and the
components. The extractor retrieves a random bit sequence of length m from a raw bit sequence
of length n by multiplying it with a Toeplitz Matrix of dimensions n x m. In our implementation, we
choose a large value of n (=4096) to restrict finite size effects, by concatenating multiple raw bit
sequences obtained from the time-to-digital converter (each of length 100), and a corresponding
large value of m (=2 n = H,,, determined experimentally in each case). The resulting bit sequences
are passed through the Diehard test suite for statistical randomness. In total, 96 Mbits of data

collected from various configurations (with 0,1,2,3 and 4 beam splitters) were tested and all tests
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were passed in each case. The results of one of these test cases is shown in Fig. 3.7 as an

example.

Statistical Test P value Result

Birthday spacings 0.36221458 Passed
Owerlapping permutations 0.99193984 Passed
Ranks of 32 x 32 matrices 0.74598323 Passed
Ranks of 6 x § matrices 0.37977203 Passed
Bit stream test 0.61444470 Passed
Monkey test OPSO 0.87124556 Passed
Monkey test OQSO 0.96958535 Passed
Monkey test DNA 0.54914012 Passed
Count 1°s in stream of bytes 0.94715294 Passed
Count 1°s in specific bytes 0.83754426 Passed
Parking lot test 0.10116773 Passed
Minimum distance test (KS) 0.15838302 Passed
Random spheres test (KS) 0.25718195 Passed
Squeeze test 0.98803082 Passed
Lagged Sums test (KS) 0.00820859 Passed
Runs test (up) 0.36321738 Passed
Runs test{(down) 0.98563394 Passed
Craps test no. of wins 0.91069392 Passed
Craps test throws per games 0.87833445 Passed

Figure 3.7 Results of the Diehard test suite for the case of 4 beam splitters in
the setup. It can be seen that all the tests are passed and similar results were

obtained for all cases with different sizes of the Toeplitz matrix, corresponding to

the experimentally measured value of Hn'

It may be noted that our generator produces a random number owing to the increased
dimensionality, which is distinct from other realizations where a random bit is generated. Hence,
to verify the statistical randomness of our data, Diehard tests are more relevant as they probe the
context of sequence occurrence rather than the properties of the sequence itself (as in the case
of NIST tests [75]). In other words, for our implementation, it is more relevant to test the long-
range correlations between different bit strings rather than repetition of individual bit values within
a given string. Furthermore, the successful passing of these tests only verifies that the numbers
being tested satisfy the statistical requirements of genuine randomness. This however, does not
certify that the physical processes involved in their generation are truly random, since no
information about the source or components is used in the design of these tests. In addition,
sophisticated attacks can be engineered so that pre-determined bit sequences are generated
which pass the statistical tests [158]. Therefore, the suitability of these test suites as well as the
relevance of each individual test for a specific implementation needs to be determined before

using them for verification. Similarly, depending on the implementation, a simple or more complex
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post-processing method may be employed. Ma et al, provide a robust comparison of popular

extraction techniques and the resulting bitrates from them in QRNG implementations [89].

While the method described here pertains to trusted-device implementations, the scheme can be
used more universally, as indicated by data from two different sources, leading to the realization
of hybrid semi self-testing QRNGs. The impact of this work and the potential future directions that

can emerge from it are discussed in Chapter 4.
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4 CONCLUSIONS AND DISCUSSIONS

This thesis provides a broad overview of quantum random number generation with a specific
focus on photonics implementations. As discussed in Chapter 1, techniques for random number
generation have been studied for millennia — initially motivated by philosophical questions and
more recently being driven by commercial requirements. The rapid upscale in the abilities of
nascent quantum technologies in recent years, poses a significant threat to protocols like
cryptography, communications, and simulations, which are critically reliant on classical RNGs
today. Given their extensive use in day-to-day applications, developing quantum-proof QRNGs is
crucial to the success of future quantum inspired technologies. The progress made in realizing
physical QRNGs capable of producing random numbers at a fast rate was discussed in Chapter
2. Optics and photonics platforms are particularly well suited for these implementations since they
offer a multitude of advantages ranging from the numerous degrees of freedom to the easy
interfacing with existing telecommunications infrastructure. From the review of commonly used
design principles and performance parameters of photonic QRNGs, the lack of scalability in
prototypes (required especially for commercial applications) and the associated cost to achieve

improved performances was identified as a pertinent unsolved problem.

The work carried out for this Master’s thesis in order to address this issue was described in
Chapter 3. In this work, we investigated minimum information entropy per bit of a photon (which
is an estimate of the total randomness in the generator) as an important design parameter of
photonic QRNGs. We then experimentally realized a novel trusted-device QRNG for which the
minimum entropy per bit can be tuned/scaled independently of the source and the detection
mechanism, with minimal changes to the device itself. Unlike previous methods, our QRNG gives
flexibility to the states a photon can occupy by combining virtual time-bins used in a typical
temporal-mode device with physical time-bins (multiple paths a photon can take) through many
cascaded fiber-based beam splitters. By connecting/disconnecting beam splitters, we are able to
tune the minimum entropy per bit and optimize random bit generation in a simple, practical
fashion. The robustness of this tuning mechanism is shown by comparing random bit generation
from two sources of single photons and simulating non-idealities in the setup which contribute to
deviation from genuine random behavior. We also show that for trusted-device QRNGs there exist
regimes or operational modes where a simple attenuated laser source outperforms sources of
heralded photon pairs with regards to random bit generation rate, offering advantages in both

speed, practicality, and cost in commercial devices, although in some configurations (like T2
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measurements) heralded sources allow a simultaneous investigation of the entire state space of

photon arrivals.

4.1 Future works

Although demonstrated here for trusted-devices, the introduced scaling mechanism shows
promise for the development of hybrid semi self-testing QRNGs and device-independent QRNGs
which offer higher degrees of trust via quantum mechanical certification. As indicated by data
from two very different sources of single photons, the scaling characteristics do not strictly depend
on the source for genuine random behaviour. To that end, our scheme could act as a universal,
inexpensive scaling mechanism to improve randomness parameters in any QRNG configuration.
Similarly, as indicated by the minimim entropy estimates and statistical tests, the performance of
the device also does not strictly depend on the number of beam splitters used. In other words,
the performance of the device is independent of its design. Hence, this scheme can be used to
implement semi self-testing QRNGs in both the source-independent and measurement-device
indepenedent configurations. Further, while the two sets of measurements used in the experiment
provide an indirect estimate of the state space by characterizing the two individual basis vectors,
a simultaneous reconstruction of the state space can be preferably implemented by using the T2
mode of the HydraHarp with a source of heralded photon pairs, and will be the subject of future

work.

In addition, the scaling characteristics could be observed due to the investigation of minimum
entropy per bit of a photon as a standalone design parameter. This shows that while the total
number of bits obtained from a device may not increase, the number of usable bits per photon
detection can be increased due to higher efficiency of randomness conversion. Although this
parameter has been experimentally measured before, it has not been studied as an independent
design parameter. In addition, with more complex multiplexing schemes, other similar design
metrics could emerge which can achieve better scaling characterisitcs. Thus, the continued
investigation of similar schemes could result in experimental demonstrations of randomness
expansion protocols in well-characterized QRNGs. Access to mechanisms which allow tunable
performances of these devices would be tremendously useful for the universal usage of quantum

technologies.

With rapid advances in artifical intelligence and machine learning algorithms [159], computers
have become enormously powerful in identifying patterns. This power can be leveraged to
indentify correlations which may not be defined either purely physically or purely mathematically.

Analysis of data from QRNGs with machine learning systems can lead to their definitive
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benchmarking, resulting in a well-defined minimum performance metric required for different
generators to be usable in various applications. Such a benchmarking has been hard to
accomplish simply because there is not enough information about the macroscopic manifestation
of randomness. Hence, a combination of physical, mathematical, and statistical descriptions of
randomness combined with machine learning models can fundamentally impact randomness
research. Specifically, using the scheme introduced in this thesis, QRNGs with differing
performance parameters can be tested against a machine learning enhanced adversary. The
results of such an investigation could indicate whether some quantum systems are still
susceptible to attacks from artificial intelligence systems or if indeed quantum mechanical
randomness is truly indeterministic in all configurations. Recent results from Truong et al on
machine learning cryptanalysis with QRNGs are very promising for future investigation in this
direction [160].
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APPENDIX

A.1 Expression for minimum entropy using an attenuated laser source

In trusted-device temporal mode QRNGs using a lab clock as a reference, the conditional
probability of detecting a photon at a given timebin in the presence of k photons (due to

multiphoton events, detector jitter, noise, dark counts etc) is given by [123]:

P(ﬁzilk)z(l— i1 )k—(1— i )k (A1)

Nyx2™ Np*2h

where i is a timebin position within the observation window and N,, * 2™ is the dimensionality of

the state space of photon arrivals.

As shown in Ref. [123], the randomness of the raw data can be evaluated using the expression

for P; from the minimum entropy relation as:
Hpin = —log,(max P;) (A.2)

It follows from eq (A.1) that max P; occurs at i = 1. Further, the upper bound of P; occurs as k

tends to infinity. Thus,
1 o
P, = oA Yrer P(n=1|k)P(k) (A.3)

where 1_6;_”” is the normalizing factor for the Poisson distribution of the attenuated laser.

From eq (A.3) we find:

1 w ATmke=ATn 1 \k
Py = 1-e~ATn Zk:l k! 1= (1 - N,,*Zn) (A-4)
1 o0 (/'lTn)""e‘”" x Kk
S ekl g (AS5)
AT
= U (A.6)

N2 (1—e~ATM)
Thus, from eq (A.2), the lower bound of the minimum entropy can be evaluated as:

Hpin = log,(N,) +p + logz( 1-— e‘””) —log,(ATn) (A7)
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A.2 Expression for minimum entropy using a source of heralded photon pairs

The amount of genuine randomness is quantified through two mutually unbiased measurements
corresponding to the physical and virtual timebins (switch positions A and B in Fig. 3.1). As such,
the Entropic Uncertainty Principle (EUP) can be used to determine the number of extractable
random bits as [154]:

Hinin(%) + Hunax(¥) 2 logs - (A8)

where, in our implementation, x corresponds to the number of virtual timebins, y corresponds to

the number of physical timebins and the parameter ¢ = — is the maximum overlap between

V*
the basis vectors of the two measurements settings (denoted by the 2D Matrix in the inset of Fig.
3.1). Further, it has been shown that the maximum entropy H,,,, can be modeled as follows
[143]:

Hpax < logpy(dit + 1) (A.9)

where y(x), dﬁ} and A can be defined as:

y(x)=(x+ V1 +x? )(\/(H_2 1)" (A.10)
L OcohOcor |[16(1—-Vp)
dy < — / - (A.11)
1
A= Nv\/nT ln% (A.12)

here o.,, is the single photon coherence time, a,,, is the biphoton correlation time, § is the
timebin duration, AT is the length of the observation window, V, is the chosen visibility of the

source, ny is the total number of measurements in the window of observation, €, is the failure
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probability, f(p,ny) = \/2(1 — (1 —p)"r, and p is the probability of occurrence of a photon event

outside the window of observation.

Itis evident from eq. (A.10), (A.11), (A.12) that the most significant parameter causing a variation

in Hyqy is Ny, and thus, this property can be used to study the variation of H, with the N,,.
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